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PaGouas nporpamma yuebuo#t mucummmmesl «OIL13. OcHOBbI HH(OPMAIHOHHOMH !
GesomacHocTH»  paspaborana B cooTBeTcTBHH ¢ DeepanbHBIM  IOCYAApCTBEHHBIM
06pa3oBaTeNbHBIM CTAHJIAPTOM CPEHEro MpO(EeCCHOHATLHOrO 00pa3oBaHMsA, YTBEPKACHHBIM
Munncrepersa o6pasopanus U Hayku Poccuiickoii ®enepamun ot 9 mexabps 2016 r. Ne 1547
(3apernctpupoBan MunuctepeTBoM focTHIME Poccuiickoit ®enepaunu 26 nexabps 2016 r.,
peructpanuonssit No Ne 44936) no crenmansroctn 09.02.07 «MHdopManuOHHBIE CHCTEMBL 1
IPOrpaAMMHpOBAHHE» € HM3MEHEHHsMH W JomonHeHHsMH oT 17 pmexabps 2020 r. Ne747,
npodeccuonanpibiM crangaproM 06.015 «Cnenuamuer 1m0 HHQOPMAIMOHHBIM CHCTEMaMY,
© YTBEPKIEHHBIM TPHKa3oM MHUHHCTEPCTBA TpyJa ¥ COLMAIBHOH 3alIUTEHI Poccuiickon
Oepepanun or 18 mosGps 2014 r. No  896m  (3aperucTpupoBaH MHHHCTEPCTBOM
jocTiumn  Poccuiickoit ®enepammu 24 nexaGps 2014 r., perucrpannonHsii Ne 35361),
pUMEpHOK OCHOBHOM o6pasoBarenbHoil mporpammoii Ne [1-24  rocygapcTBEHHOTO peecTpa
I10OI1, co crauaapramu Bopmackuwic Poccns, ¢ yuérom CrpaTern pasBUTHS BOCIHMTAHHS B -
Poccuiickoit ®eneparuu Ha nepuox go 2025 roxa, paboyei nporpaMmbl BOCIIHTaHUS.
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1.0BIIAS XAPAKTEPUCTUKA PABOYEM ITPOT'PAMMBI

YUYEBHOW JUCHUILIUHBI «OI1.13 OCHOBBI THOOPMAIIMOHHOM
BE3OITACHOCTH»

1.1. MecTo 1MCUMIJIMHBI B CTPYKTYpP€e OCHOBHOM 00pa30BaTe/IbHOI MPOrpaMMbi:

VYuebnas aucuuruimHa «OI1.13. OcHoBel MHGOPMAMOHHON 0€30MacHOCTU» SBISIETCS
o0s13aTeIbHOM  yacThio obmieoOpazoBatenpHoro nukima OI1.00 mporpamMmbel  TOATOTOBKH
CIEMAJINCTOB cpeaHero 38eHa B coorserctBuu ¢ ®I'OC CIIO

no cnermanbHocTH: 09.02.07 MH(DOpMaImoHHbIe CHCTEMBI U TPOTPAMMHUPOBAHHIE

YKPYINHEHHON Trpynnel crnenuanbHocTei: 09.00.00 Mudpopmatika W BBIYUCIHTEIbHAS
TCXHHKA.

Ocoboe 3HaueHHE IUCLUUIUIMHA HMMEeT MpH (HOPMUPOBAHMM U PA3BUTHH OOLIMX
xkommerenimii (OK 01, OK 02, OK 05, OK 09, OK 10), npodeccronansubix kommerenmumii (ITK
5.3, TIK 6.5, TIK 7.3, TIK 7.5) B cootBerctBuu ¢ ®I'OC CIIO, JUYHOCTHBIX PE3yJIbTaTOB
peanu3zaruu nporpammel Bocutanus (JIP 4, JIP 10, JIP 13, JIP 14, JIP 15, JIP 16).

1.2. Heab ¥ ni1aHupyemble pe3yJabTaThl 0CBOCHHU S TUCHUIIMHBI:
B pamkax mporpammsl yueOHOH AMCHUIUIMHBI 00OYy4YaIOIMIMMUCS OCBAWBAIOTCS YMEHUS U
3HaHus B cootBercTBUU ¢ ®I'OC u [10OOI1

KOII_[H? K, YmeHus 3HaHus
OK 01, |- OCYIIECTBIISATH TEXHUYECKOE | - HalMOHAJILHOU u
OK 02, | conpoBoxxaecHHE, COXpaHEHHE U | MEXIyHapOIHON CUCTEMBI
OK 05, | BoccTaHOBIICHHE 0a3sl JMAHHBIX | CTAHIAPTU3ANNH U CEPTHPUKAITII
OK 09, | ua(bopMalMOHHON CUCTEMBI, U CHUCTEMY OOeclieueHHUsl KauecTBa
OK 10, |- COCTaBJIATh TIJIaHbI PE3EPBHOTO | MPOAYKIIUY;
[IK 5.3, | xonupoBaHus, - TEPMHUHOJIOTHS WU  METOJbI
[IK 6.5, | - omnpenenars HWHTEpBaJ  PE3ECPBHOIO | PE3EPBHOIO KOMUPOBAHHUS,
IIK 7.3, | xonupoBaHus, BOCCTaHOBJICHHE HH(OpManuu B
K75 |- dhopmupoBaThH TpeOOBaHMS K | ”HQOPMAITMOHHON CUCTEME;
KOH(UTypanuu JOKaIbHBIX KOMIBIOTEPHBIX | - TpeOoBaHUsA K 0e30macHOCTH
ceTel |  cepBepHOro  00Opy/OBaHWs, | cepBepa 0a3bl JaHHBIX
HEeOoOXoauMBbIe sl pabOTHl 0a3 MaHHBIX U
CEPBEPOB B paMKax MOCTABICHHOW 33/1a4H;
- pa3pabarbIiBaTh MOJUTHUKY O€30MMacCHOCTH
SQL cepBepa, 0a3bl NaHHBIX U OTIEIBHBIX
00BEKTOB 0a3bl JaHHBIX
OcBoenue  copepkaHusi  y4eOHOM  AMCUMIUIMHBI ~ OOECIeYMBAET  JOCTH)KEHUE
00YYJaIOIIUMUCS CICTYIOIINUX JIMYHOCTHBIX PE3YIhTaTOB MPOrPAMMbI BOCITUTAHUS:
JInyHOCTHBIE pPe3yJIbTATHI peajn3alui NPOrpaMMbl BOCITUTAHUS
Kon PopmyJIMpOBKA
[TposiBISItOIIUIM U AEMOHCTPUPYIOIIMNA YBAKEHUE K JIIOJSAM TPY[a, OCO3HAOLINN
JIP 4 |ueHHocTh coOcTBeHHOro Tpyaa. Crpemsmuiics K (OPMUPOBAHHIO B CETEBOM
cpeJie IMYHOCTHO U MPOo(hecCHOHATBHOTO KOHCTPYKTUBHOTO «IIM(PPOBOTO ClIeaa»
P 10 3a0oTsmuiicss O 3alUTe OKpPYXKAWIIeH Cpenbl, COOCTBEHHOW M  UYyXKOi
0€30MacHOCTH, B TOM YHUCIIe UG POBOIA




JInyHOCTHBIE pe3yJIbTaThl peaju3alui NPOrpaMMbl BOCIIUTAHUS, ONIpe/ieIéHHbIE
0TpacjieBbIMH TPeOOBAHUAMM K 1€J0BbIM Ka4eCTBAM JMYHOCTH

JlemoHCTpUpytonuii ymMmeHue 3P (HEeKTUBHO B3aMMOJICHCTBOBATh B KOMaHJE, BECTH
AUaJIor, B TOM YHUCJIC C UCITOJIb30OBAHHUCM CPCACTB KOMMYHUKAIITUN

JIP 13

JleMOHCTpUpYIOIIMK HaBBIKM aHadW3a M HHTEpHpeTanuu uHpopManuu u3
Pa3IMYHBIX HCTOYHUKOB C Y4€TOM HOPMATHBHO-TIPABOBBIX HOPM

JIP 14

JleMOHCTpUPYIOIINUY TOTOBHOCTh M CIOCOOHOCTh K OOpa30BaHHIO, B TOM YHUCIIEC
caMo00pa30BaHUIO, HA MPOTSHKEHUM BCEH >KM3HM, CO3HATENIbHOE OTHOIICHHE K
HEMpPEepPhIBHOMY 00pa30BaHUIO KaK YCJIOBUIO YCIENTHOW NPOGEeCCHOHATBHOU H
OOIIECTBEHHOM 1€ATEIbHOCTH

JIP 15

JInYHOCTHBIE Pe3yJbTAThI PeaJu3aliu NPOrpaMMbl BOCIMTAHNS, ONIpede/IEHHbIE
cyobekTom Poccuiickoit @enepanun

Obnamarommii  mpoecCHOHANBHBIMA ~ KaueCTBAaMHU,  HEOOXOAUMBIMH IS
JIP 16 |manmbHeiimero pa3BUTHS MPOW3BOJCTBEHHBIX OTpacied u cdepbl YyCIyr BO BCEX
pernoHax Poccuiickoit denepanyun

2. CTPYKTYPA U COJAEPXKAHUE YUEBHOM JUCIIUILINHBI

2.1. O0beM y4eOHOM TMCHUIIMHBI U BUbI Y4eOHO# padoThl

Bup yueOHoii padoThl O0bem yacoB

O0bem o0pasoBaTeIbHONM NPOrpaMMbl y4eOHOM U CHMIIIMHBI 88
B T. 4. B opMe NPaAKTHYECKOH MOATOTOBKHU 18
BT 4.

TEOPETHUCCKUE 3aHATHUS 52
MIPaKTUYECKUE 3aHATH 18
CamocmosmenvHas paboma 0byuaowe2ocs 8
Koncynpranun 4
IIpome:kyTouHas arrecTanus B (popMe IK3aMeHa 6




2.2. TemaTn4yecKuii IJVIaH U coJepKaHUE Y4eOHOM TN CHUIIITUHbBI

Koapl koMmnereHuui u

JIMYHOCTHBIX
HaumenoBanme Conep:xxanue y4eOHOro MmaTepuaja u (pOpMbI OPraHU3aAIHUHU AeSITeJIbHOCTH Oo0bem B pe3yILTATOB,
pa3aesioB U TeM o0yuarommxcst yacax (bopmupoBanuio

KOTOPBIX
crnocodcTByer
3J1eMEHT NPOrpaMMbl
1 2 3 4
BBenenue Conep:xxanue y4e0OHOTro MmaTepuaJja 2 OK 01, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,
JIP 16
1. Beemenue. MHcropus HMHPOPMALMOHHOW  OE€30MACHOCTH.  AKTYaJlbHOCTh 2
nH(pOpMaIMOHHOM 0€30IMaCHOCTH.
Pa3nes 1. Yrpo3sl uHGopMannoHHOi 6e301acHOCTH 4 OK 01, OK 02,
OK 05, OK 09,
OK 10, IIK 5.3,
IIK 6.5, IIK 7.3,
IIK 7.5, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,
JIP 16
Tema 1.1. Conep:xxaHue y4eOHOro MaTepuaja 4
OcHOBHBIC YTPO3BI H | 1 OCHOBHbIC NPHUHLMIB  MHGOPMALMOHHOW — GE30MACHOCTH:  IIENOCTHOCTH, OK 01, OK 02,
HPHHINNBI JOCTYIHOCTh, KOH(UACHIIMAIBHOCTb. 2 OK 05, OK 09,
HH(popMALHOHHOH OK 10, TIK 5.3
6e30MacCHOCTH 2. Ilonstne ys3BUMOCTH, YIrpo3bl, MCTOYHHKA YIrpo3bl HMH(POPMALUOHHOU K 6. 5’ TIK 7 3’
0€30MMacHOCTH, UX KJIaCCU(UKAIIHH. 2 ’ e

MK 7.5, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,




JIP 16
Pa3nen 2. HopmaTuBHO-IPaBOBbIe 0CHOBBI HHGOPMALMOHHOI 0€301aCHOCTH OK 01, OK 02,
OK 05, OK 09,
OK 10, IIK 5.3,
6 K 6.5, I1K 7.3,
IIK 7.5, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,
JIP 16
Tema 2.1. Copep:xxaHue y4eOHOro MmaTepuaJja 2 OK 01, OK 02,
IIpaBoBoe 1. Poccuiickoe 3aKOHOIATENBCTBO B 00JacTd HMH(POPMAIMOHHONW O€30MaCHOCTH. OK 05, OK 09,
ol0ecrieyeHue OTBETCTBEHHOCTH 3a HAPYIIEHUE 3aKOHOIATEILCTBA B MH(POPMAITMOHHOM cdepe. OK 10, IIK 5.3,
HH(}OPMaAITOHHOMH IIK 6.5, IIK 7.3,
0e3omacHocTH 2 IIK 7.5, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,
JIP 16
Tema 2.2. Copep:xxanue y4eOHOIro MmaTepuaJja 4 OK 01, OK 02,
Crangaprsi 1. MexnyHapoaHble CcTaHAApThl WHGPOPMALMOHHON Oe3omacHOCTH. «OpaHxeBas OK 05, OK 09,
uHpopmanuonnoii | kuura». ISO/IEC 15408 «O01ire KpUTepuu OLEHKH 0€30MaCHOCTH HH(POPMAIIMOHHBIX OK 10, TIK 5.3,
0e3omacHOCTH TeXHOJIOTUi». OTeuecTBEHHBIE CTaHAaPThl HH()OPMAIIMOHHON 0€30IacHOCTH. IIK 6.5, IIK 7.3,
[1IK 7.5, JIP 4, JIP 10,
4 JIP 13, JIP 14, JIP 15,
JIP 16
Paszgen 3. OpraHu3anuOHHO-TeXHHMYECKHE H PeKHUMHbIE MeTOAbl oOecrnedyeHUs] HHGPOPMANMOHHOM OK 01, OK 02,
0e30MacHOCTH 10 OK 05, OK 09,

OK 10, IIK 5.3,




MK 6.5, I1K 7.3,
K 7.5, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,

JIP 16
Tema 3.1. Coaepxkanue yueOHOro MaTepuajia 4 OK 01, OK 02,
AavunucrpatuBubliil | 1. [Tonsarre nonutuku HHGOPMAITMOHHONW 0€30MMaCHOCTH OopraHu3anui. DPheKTUBHbBIE 2 OK 05, OK 09,
YPOBEHb 1 He((DEeKTUBHBIC TTOJTUTHKH. OK 10, TIK 5.3,
HH(popMauHoHHOHl | B TOM unc/Ie NPAKTHYECKUX 3aHATHI 2 [IK 6.5, IIK 7.3,
Oesonacuoctn [IpakTrueckoe 3anstue Nel. AHanu3 MOMUTHKYA HHOOPMAITMOHHOW 0€301MaCHOCTH TK 7.5, JIP 4, JIP 10,
o ’ JIP 13, JIP 14, JIP 15,
2 JIP 16
Tema 3.2. Coaep:xkanue yueOHOro MaTepuajia 6 OK 01, OK 02,
IIpouenypHsbrit 1. Yopasnenue nepconagom. Ousndeckas 3ammra 00beKTOB HHOOPMATHU3AIINH. OK 05, OK 09,
YPOBeHb [onnepxxanue pabGorocnocoOHOCTH. PearmpoBannme Ha HapylleHHE peXUMa 4 OK 10, TIK 5.3,
uHopMmanuonHoii | 6e3onacHocTH. [MaHUpOBaHNE BOCCTAHOBUTEIHHBIX PAOOT. [IK 6.5, IIK 7.3,
0ezonacHocTH B TOM umHc/Ie IPAKTHYECKUX 3AaHATHI 2 IIK 7.5, JIP 4, JIP 10,
[TpaktHyeckoe 3ansaThe Ne2. OpraHusanus (QU3NUECKOH 3aIlIUTHl M TOAJEpP/KAHMS JIP 13, JIP 14, JIP 15,
paboTOCTIOCOOHOCTH. 2 JIP 16
Pa3nes 4. [IporpaMMHO-TeXHHYeCKHe CPeICTBA oOecnedeHUs1 MHGPOPMALMOHHOI 0e30acHOCTH OK 01, OK 02,
OK 05, OK 09,
OK 10, IIK 5.3,
36 IIK 6.5, [IK 7.3,
IIK 7.5, JIP 4, JIP 10,
JIP 13, JIP 14, JIP 15,
JIP 16
Tema 4.1. Copep:xxaHue y4eOHOro MmaTepuaJja 10 OK 01, OK 02,
CpencrBa 1. TlpuHuunel ynpaBieHUs JIOCTYHNOM. JIMCKpPEIIMOHHOE YIpaBIEHHE JIOCTYIIOM. 8 OK 05, OK 09,
ylpaBJieHUs MangaTHOE M poJIeBOE yIpaBiieHue noctynoM. Mnentudukanus u ayTeHTUDUKAIHUA. OK 10, TIK 5.3,




AOCTYNOM KypnanupoBanue u ayaurT. [IK 6.5, TIK 7.3,
B ToM unciie npakTHYECKHX 3aHATHH 2 IIK 7.5, JIP 4, JIP 10,
IMpakTuueckoe 3austue Ne3. V3yueHue CpeiCTB yIPABICHUS TOCTYIIOM. JIP 13, JIP 14, JIP 15,
2 JIP 16
Tema 4.2. Copep:xxanue y4e0HOro MmaTepuaJja 12 OK 01, OK 02,
Kpunrorpapuueckne | 1. Kpunronorus. Kpunrorpapus. Kpunroananus. Kiaccuduxamms MeTonoB 5 OK 05, OK 09,
CpeACcTBa 3alUThl | U(POBaHKS. DTaNbl Pa3BUTHS KpUNITOTpaduu. OK 10, TIK 5.3,
nHpopmanuu 2. CuUMMETpHYHBIE KPHMITOCHCTEMBL. AcHMMeTpudHble Kpunrtocuctembl. LI 6 1K 6.5, TIK 7.3,
Anroputmsl mudposanus. Peannzanus anroputMo mudpoBaHus I1IK 7.5, JIP 4, JIP 10,
B ToM 4Hc/Ie IPAKTHYECKUX 3AHATHI 4 JIP 13, JIP 14, JIP 15,
[TpakTuueckoe 3anstue Ned. MizyuyeHne MET010B CHMMETPUYHOTO ITU(POBAHUSI. JIP 16
[Ipaktuueckoe 3ansTHe Ne5. WM3ydyeHue mnporpaMMHBIX CPEICTB MIU(PPOBAHUS 4
nHpopmanuu.
Tema 4.3. Coaepxkanue yueOHOro MaTepuajia 8 OK 01, OK 02,
CpeacrBa 3amutsl | 1. Knaccudukanus BpemoHOCHBIX mnporpamMm. Ilytu pacnpoctpanenus. Bpen, OK 05, OK 09,
OT BPEOHOCHBIX HAHOCHMBIII BpPENOHOCHBIMHU IporpaMMamMiu. [Ipu3Haku 3apa)keHHsl BpPEIOHOCHBIMH 4 OK 10, TIK 5.3,
nporpamMmm IporpaMMaMu. IIK 6.5, IIK 7.3,
2. MeTo/1pl 3aIIUThI OT BPEJOHOCHBIX IPOrpaMM. AHTHBHPYCHBIC TPOTPAMMBIL. 2 IIK 7.5, JIP 4, JIP 10,
B TOM unc/ie NpaKTHYeCKUX 3aHATHIi 2 JIP 13, JIP 14, JIP 15,
[TpakTrueckoe 3anstue Ne6. Mzyuenne paboThl aHTUBUPYCHON MTPOTPaMMBI. ) JIP 16
Tema 4.4. Coaepxkanue yueOHOro MaTepuajia 6 OK 01, OK 02,
CpencrBa 1. Cucrempl xpaHeHusi naHHbiXx. RAID-MaccuBhI, ceTeBbIE XpaHWIIWINA, JECHTOYHBIE OK 05, OK 09,
pe3epBHOIO 6ubnmuorekn U T.I. Pe3epBHOe KomupoBaHue HH(pOpMAIMU. MeTOasl M CpPEICTBa 4 OK 10, TIK 5.3,
KOIMPOBAHUSA pe3epBHOro KOMUpoBaHusi. CXemMbl pOTAllMM HOCUTENIEH pe3ePBHBIX KOMUH. [IK 6.5, IIK 7.3,
B TOM uyKc/Ie IPAKTHYECKUX 3aHATHH 2 IIK 7.5, JIP 4, JIP 10,

ITpakTuueckoe 3anstue Ne7. M3yueHue cpelicTB pe3epBHOTO KOMMMPOBAHUSA.

JIP 13, JIP 14, JIP 15,
JIP 16




10

Pa3nea 5. KomniiekcHoe odecnieyeHue HH(POPMAIHOHHOI 0€3011aCHOCTH OK 01, OK 02,
OK 05, OK 09,
OK 10, TIK 5.3,
20 IIK 6.5, [IK 7.3,
MK 7.5, JP 4, JIP 10,
JIP 13, JIP 14, JIP 15,
JIP 16
Tema 5.1. Copep:xxaHue y4eOHOro MmaTepuaJja 4 OK 01, OK 02,
3amura 1. 3amuTa nH(pOpPMAIMK B TEPCOHAIBHBIX KOMITBIOTEPAX. 2 OK 05, OK 09,
nHdopmanuu B B TOM 4MciIe NPAKTHYECKUX 3aHATHIA 2 OK 10, IIK'5.3,
NePCOHATBLHBIX I[Mpaxtuyeckoe 3anstue Ne§. V3yuenne cpeacts samuthl nHGopmanuu B T1K. 1K 6.5, TIK 7.3,
KOMIIbIOTEpPax IIK 7.5, JIP 4, JIP 10,
2 JIP 13, JIP 14, JIP 15,
JIP 16
Tema 5.2. Copep:xxaHue y4eOHOro MmaTepuaJja 16 OK 01, OK 02,
3amura 1. VYrpossl uHpopManmoHHOW O0€30MacCHOCTH B KOMIIBIOTEPHBIX CeTSAX. 3alura 6 OK 05, OK 09,
uHopManum B nH(pOpMaIy B KOMIBIOTEPHBIX CETAX. MeXCETeBbIE SKPaHbl U TPOKCU-CEPBEPHI. OK 10, IIK 5.3,
KOMNIBIOTEPHBIX | B TOM umnc/le NPAKTHYECKHX 3aHATHI 2 IIK 6.5, IIK 7.3,
ceTsix [IpaktHueckoe 3aHsathe Ne9. M3ydeHue cpeiacTB 3alIMThl  MH(POPMAIMH B ) 1K 7.5, JIP 4, JIP 10,
KOMITbIOTEPHBIX CETSIX. JIP 13, JIP 14, JIP 15,
CamocrosTeabHas paoTa 00yualomuXcs JIP 16
HccnenoBatenbckas pabora «Pa3paboTka KOMIUIEKCa Mep IO 3alluTe padbodero 8
MecTay.
KoncyabTanuu 4
IIpome:kyTOYHas aTTecTanus B GopMe JK3aMeHa 6
Bcero: 88
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3. YCJIOBUSI PEAJIM3ALIMA ITPOTPAMMBI YYEBHOM JUCIATIIMHBI

3.1. [Jlas peanu3anmuM NPOrpaMMbl Y4eOHOH JMCHMIUIMHBI [JOJKHBI OBITH
NpeaycMOTPeHbI cJieAyolue creluaJbHble NoOMelleHUs:

VYueOnass aymutopus  «MHbopManmoHHble  cUCTeMbl. KOMIBIOTEpPHBIE  CETH.
WuctpymeHTanbHble  cpeactBa pa3paboTku. OpraHuzanuss W NPUHIOUOBL  [OCTPOSHUS
WH(OPMALIMOHHBIX CHUCTEM», OCHAIIEHHAs O0OpYIOBAaHUEM U TEXHUYECKUMH CpEICTBAMHU
obydenusi: Kommuiekt yueOHOM wmeOenu (CTONBI, CTYNbs, JOCKa), KOMIIbIOTEp B cOope
(cucremusriii 6ok (Intel Celeron 2,5 GHz, 2 Gb), monutop Samsung 740N XK, kmaBuarypa,
MBIIIIb) - 16 mT., MyasTUMeauiinbIi poektop NEC (mepeHocHoii) - 1 mT., 5kpaH Ha mTatuse - 1
MIT., JIOKaJIbHasl KOMITBIOTEPHAsI CETh, KOMMYTATOp - | mT.

3.2. UaopMannoHHOe o0ecnieyeHNe peain3aliu MporpaMmbl

Jlnst  peanmu3amu  TporpaMMbl B OMOJMOTEYHOM (OHAE MMEIOTCS DJICKTPOHHBIE
oOpa3oBaTenbHbIe 1 WH(POPMALIMOHHBIE PECYpPCHI, B TOM 4Hcie pekoMeHnoBaHHble DYMO, mis
UCIIONIb30BaHus B oOpaszoBarenbHOM Tporecce. [Ipu (opmupoBanuu OmbamnoredHoro ¢onHma
YUYTEHBI M3/1aHus, PETyCMOTPEHHBIE IPUMEPHON OCHOBHON 00pa3oBaTeNbHON MPOTrpaMMOM 1o
crenanbHOocTH 09.02.07 «MHbOpMAIIMOHHBIE CHCTEMBI 1 TIPOTPAMMHUPOBAHHE.

3.2.1. OcHOBHbIE 3JICKTPOHHBIE H3IAHUS

1. OcHoBbl unpopmannonnoi 6e3omacHoctu. bapanosa E.K., babam A.B. VYueOnuk:
M.: PUOP: UHOPA-M, 2019. — 202 c. — (Cpennee mpodeccroHaabHOEe 00pa3oBaHUE).
https://ibooks.ru/reading.php?productid=360593

2. Texuuueckas 3amura HHGOPMAIUU B 00bEKTaxX HHPOPMAITMOHHON HHDPACTPYKTYPHI.
by6onor A.A., Ilpxeropaunckuii B.H., ®omuna K.}O. VueOnuk: M. : U3gatenbckuii meHTp
«Axamemusi», 2019. — 272 c. https://academia-moscow.ru/catalogue/4893/444513/

3.2.2. JlonoJHUTEIbHbI€ HCTOYHUKM:

1. IIpoxoposa, O.B. MudopmannonHas 6e30MacHOCTh U 3alIUTa HHPOPMALUU: yICOHHUK.
Canxkr-IlerepOypr : Jlans, 2020. — 124 c. https://e.lanbook.com/book/133924

3.3. Opranmn3anusi 06pa3oBaTeJbHOIO Mpouecca

3.3.1. TpeOoBaHMsl K yCJIOBHUSAM MPOBeAeHNs] Y4eOHbIX 3aHATHI

VYuebHas AMCUUIUIMHA C IENbI0 00ECIeYeHNs AOCTYIMHOCTH OOpa3oBaHUs, MOBBIIICHUS
€ro KadecTtBa MpPU HEOOXOAMMOCTH MOXET OBbITh peaii30BaHa C NMPUMEHEHUEM TEXHOJOTUM
JTUCTAHIIMOHHOTO, 3JIEKTPOHHOTO U CMEIIAaHHOTO 00Y4EHUSI.

DOnekTpoHHOe  O0y4eHHMe M JUCTaHIMOHHBIE  00pa3oBaTelbHBbIE  TEXHOJOTHU
UCTIONB3YIOTCS JUISL:

— OpPraHM3allid CaMOCTOSTEIbHONW PaboThl 00yJaromuxcs (MpeaoCcTaBiICHUE MaTepruaIoB
B DJIEKTPOHHON (opMme Juisi caMONOATOTOBKH; OOecleyeHHe MOATOTOBKH K MPAKTUYECKUM U
71a00paTOPHBIM 3aHATHUSAM, OpPraHU3aLUs BO3SMOXKHOCTH CAMOTECTUPOBAHUS H Ip.);

— MIPOBEJICHUsI KOHCYJbTAIlMl C UCHOJb30BAaHUEM pA3UYHBIX CPEICTB OHJIANH-
B3aUMOJICUCTBUS (HampuMmep, BeOMHApOB, (OPYMOB, YaTOB) B 3JICKTPOHHO-MH(GOPMAIIMOHHON
oOpazoBarensHOi cpene Kornacckoro gunuana ®I'bOY BO «'YMP® umenn agmupana C.O.
MaxkapoBa» U ¢ NpUMEHEHHEM ApPYTrux IIaTopM U CEpBHCOB MJs OpPraHU3allid OHJIAiH-
o0OydeHus;

— OpraHu3alUy TEKYLIEro U MPOMEKYTOYHOTO KOHTPOJISI 00yJaromuxcs 1 JIp.

CwmenianHoe oOyueHue peaan3yercs MOCPEICTBOM:

— OpraHM3alMU  COYETAHUS AyIUTOPHOM paboThl ¢ paboTOl B  3JIEKTPOHHO-
nHpopmanmonHo oOpa3oBarensHOil cpene Kormacckoro dmmana ®I'BOY BO «I'YMP®
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uMmenn aamupana C.O. MakapoBa» M ¢ NPUMEHEHHEM APYTHX IUIATGOPM U CEPBHCOB IS
OpraHu3aly OHJIAIH-00yYeHMS;

— PETyJIIPHOTO B3aUMOJICHCTBUS MperoaaBareis ¢ 00ydalolMMUCS C HCIOJIb30BAHUEM
TEXHOJIOTHI 3JIEKTPOHHOTO U JUCTAHLIMOHHOTO O0yUEHUs;

— OpraHU3alUU TPYNIOBOKH YueOHOH MAEATENbHOCTH OOYYaloUIMXCs B 3JICKTPOHHO-
uHpopMalMOHHON oOpa3oBarenbHOi cpene Kormacckoro ¢ummana ®I'BOY BO «'YMP®D
uMmenn aamupana C.O. MakapoBa» WM ¢ NMPUMEHEHHEM APYTHX IUIaTGOpM M CEPBUCOB IS
OpraHu3alluy OHJIAH-00yUeHUSI.

OCHOBHBIMU CpeaACTBaMU, HUCHOJB3YCMbIMU Jid peajin3allii JaHHBIX TCXHOHOFHﬁ, ABJIAKOTCA:
CUCTEMBbI OJUCTAHIIMOHHOI'O 06yquI/m, CHUCTCMbI OpraHu3alluu BI/I,Z[COKOH(l)CpeHLII/If/’I, OJICKTPOHHO-
OMOJIMOTEYHBIE CHUCTEMBI, O6pa30BaTeHI>HI>Ie CalTHI U mopTaibl, COUAJIbHBIC CETU U MECCHIXKEPHI U T. 1.

3.3.2. TpeOoBaHMsl K YCJIOBUSAM KOHCYJIbTAMOHHOW MOMOIIH 00YyYAIO UM CS

@DopMbl TPOBECHUS KOHCYIBTAIIHIA: TPYIIIOBBIE M HHIUBUyaTbHBIC.

3.3.3. TpeOoBaHusi K YCJOBUSIM OPraHM3allUd BHEAYAUTOPHON JAeSITEJIbHOCTH
00y4YarIHuXCs

Peanuzarust yaeOHOM AUCITUTUIMHBI 00€CTIEUNBACTCS JOCTYIIOM Ka)J0T0 00y4aroImerocs
K 3JIEKTPOHHO-MH(POPMALMOHHOM oOpazoBarenbHOl cpeae Kormacckoro ¢umimana ®I'BOY BO
«T'YMP® umenu aamupana C.O. MakapoBa» u O6ubamorednomy (OHIY, YKOMIUIEKTOBAHHOMY
DIIEKTPOHHBIMU yICOHBIMU H3TAHUSIMH.

Bo Bpems camocTosITENIbHON MOATOTOBKU OOydaromuecs o0ecrnednBaroTCsl TOCTYIIOM K
cetu MHTepHer.

JlocTyn K 37eKTpOHHO-UH(POPMAIIMOHHONW 00pa3oBatenbHOU cpeae Kormacckoro ¢umana
OI'BOY BO «'YMP® umenu agmupana C.0. MakapoBa» u 0ubimotednomy (HoHIY, BO3MOXKEH
c J000ro KOMIIbIOTEpa, MOJKIoUEHHOro K cetu MutepHer. Jlns jgocTyma K yKa3aHHBIM
pecypcam Ha Teppuropun Kornacckoro ¢punmnana ®I'bOY BO «'YMP® umenu agmupana C.O.
MaxkapoBa»  oOyuwaromguecss  MOTYyT  O€CIIaTHO  BOCHOJB30BaThCS ~ KOMIIBIOTEPAMH,
YCTAHOBJICHHBIMH B OMOJIMOTEKE UM KOMIIBIOTEPHBIMH KJIaccaMu (BO BHEYyYeOHOE BpeMs).

3.4. KaapoBoe obecnneueHue 00pa3oBaTeIbHOT0 Mpouecca

KBanudukamus mnemarornyecknx padoTHukoB Kotmacckoro ¢ummana OI'BOY BO
«'YMP® umenn anmupana C.O. MakapoBay», y4acTBYIOLIMX B peanu3aluu 00pa3oBaTeIbHOM
IpOrpaMMBbl, a TaKXKe JIUI, MPUBJICKAEMbIX K pealu3alud 00pa30BaTeIbHOW MPOrpaMMbl Ha
JPYTUX YCIOBUSX, B TOM YHCJIE U3 YUCla pyKoBoauTeneil u paboraukos Kornacckoro ¢unmana
OI'bOY BO «I'YMP® umenu anmupana C.O. MakapoBa» M HHBIX OpraHu3alui, JOJHKHA
OTBE€YaTh  KBAIM(PHUKALIMOHHBIM  TpeOOBAaHUSAM,  yKa3aHHBIM B  KBaJU(HUKAIIMOHHBIX
crpaBouHnkax, u B TnpodeccuonambaoM 06.015 «Cnemuanuct mo wHGOPMAIMOHHBIM
cucremamy. [lemarornueckue pabOTHUKH, MPUBJIEKAEMbIE K PeaH3allMy MPOrPaMMBbl, JOJKHBI
MoJIyyaTh JOMNOJIHUTEIbHOE MpodecCHoHaIbHOe 00pa3oBaHHE IO TMPOrpaMMaM IOBBIIIEHUS
KBaJMQuKanuy He pexxe 1 pasza B 3 roxa.
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4. KOHTPO.Ib U OLIEHKA PE3YJIbTATOB OCBOEHMUSI
YYEBHOM JUCLHUILINHEI

PesynbTaTsl 00yyeHus

Kpurepun onenkn

MeToabl OEHKH

3HaTh.

- HalMOHAJILHOU Hu
MEKTYHapOAHOMI CUCTEMBEI
CTaHJAPTHU3AIUU U CePTUPUKALNN
U cucTteMy oOecrieueHus KavyecTBa

IPOJLYKLIH;
- TEePMHHOJOTMSI M  METOJbI
pEe3epBHOTO KOMTUPOBAHUS,

BOCCTaHOBJICHHE HH(pOpManu B
UH(POPMALIMOHHOM CUCTEME;

- TpeOoBaHUA K 0€30MaCHOCTH
cepBepa 06a3bl JaAHHBIX.

YMeTh:

- OCyH.I@CTBJI}ITB TEXHUYECCKOC
COTIPOBOXJCHUE, COXpaHCHHE U
BOCCTAHOBJICHHC 63.351 JAaHHBIX

WH()OPMAITMOHHON CHCTEMBI;
- COCTaBJIATH IIJIaHBI PE3CPBHOIO
KOTIMPOBAHUS;

- OIIpEACIIATh WHTEpBAI
pPEe3epBHOTO KOMMUPOBAHMUS;

- ¢opmupoBath TpebOBaHUA K
KOH(Urypauuu JIOKaJIbHBIX
KOMIIBIOTEPHBIX ceren u
CEPBEPHOTO o0opyI0oBaHUA,

HeoOXxonuMmble Uit paboThl  Ga3
JAHHBIX W CEpBEPOB B paMKax
MMOCTaBJICHHON 3a1a4H;

- pa3pabaTbIBaTh HOJIUTHKY
6e3omacuoct SQL cepBepa, 6a3bl
JAHHBIX W OT/AENBHBIX OOBEKTOB
0a3bl JaHHBIX.

«OTnMYHO» - TEopeTHYecKoe
CoZiep)KaHue Kypca OCBOEHO
MOJTHOCTBIO, 0e3  mpo0eoB,
yMeHus1 Cc(HOPMHUpPOBaHBI, BCE

MPelyCMOTPEHHbIE MTPOTPAMMOI
yLI€6HbIe 3aJaHus1 BBIIIOJIHCHBI,
KauecTBO WX  BBINIOJIHEHUS
OLIEHEHO BBICOKO.

«Xopouo» -
coJiepyKaHue

TEOPETUYECKOe
Kypca OCBOEHO
MOJTHOCTBIO, 0e3  mpoOeoB,
HEKOTOpbIe YMEHHUS
chOpMHUPOBaHBl HEIOCTATOYHO,
BCE PEeyCMOTPEHHBIE
porpamMMoi y4deOHbIC 3aJaHHs
BBHITIOJTHEHBI, HEKOTOPHIC BUIBI
3aJaHuN BBIITOJTHEHE] C
OILTMOKaMHU.

«Y 1OBIIETBOPUTETHHOY -
TEOpEeTUYECKOe CoJIepKaHHe
Kypca OCBOEHO 4YacTHYHO, HO
poOEeITbI HE HOCSIT
CYLIECTBEHHOT'O Xapakrepa,
HE00X0AMMBbIE YMEHUS paboTHI ¢
OCBOGHHBIM  MaTepHajoM B
OCHOBHOM c(OpMHPOBAHBI,
OO0JIBIIMHCTBO
MPEYyCMOTPEHHBIX MPOTPaAMMOI
oOydyeHUs1 y4eOHBIX 3aJaHUi
BBIIIOJIHEHO,  HEKOTOphIE U3
BBITIOJTHEHHBIX 3aJaHui
COJIEpKaT OLTHOKH.
«HeynoBneTBopuTEIBbHO -
TEOpEeTUYECKOe coJiepKaHue
Kypca HE OCBOEHO,
HEOOXOAMMBIE ~ yMEHHUS  He
c(OpMUPOBAHBI, BBINOJIHEHHbBIE
yueOHble 3aJaHus  COJAEp)KaT
rpyOBIC OITHOKHU.

Tekymuii KOHTPOJIb
dopme

B

9KCIIEPTHOTO

HAOJIFOAEHUS M OLIEHKHU

pe3yabTaToB
JOCTHKEHUS
KOMIIETCHIINH
y4eOHBIX 3aHATHSIX.
IIpomexyrounas
aTrectamus B popme:
IK3aMEH.

Ha
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09.02.07 UadopmanmoHHbIe CUCTEMBI U IPOTPaMMHUPOBAHHE

KBAJTMPUKALMS
CIICIINAJIUCT I10 I/IHq)OpMaI_[I/IOHHBIM CUCTEMaM
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IIpencenarens fﬂ J1.B. XKuranos

COT'JIACOBAHA
3amecTHTENb HaYaIbHAKA OT/IeIa KOHTPOJIS
BBITIOJTHEHHS TEXHOJIOTHYECKHX IPOIECCOB U
HH(OPMAIMOHHBIX TEXHOJIOTHI YTIpaBieHus
DenepanbHONH HAIOTOBOM CIIyKOBI IO
Apxanrebckoit obnacti u Henenxomy
aBTOHGMHOMY OKpYTY

M.A. KansHeskoB

//
9 _ of 202%
PA3PABOTYHK:

Cxsopuos Cepreii EBrenseBnd — npenogasarens KPY Kornacckoro ¢pummana ®T'BOY BO
«'YMP® umenu apmupana C.0. Makaposa»

KoMniekT KOHTpO/IbHO-OIIEHOYHBIX cpecTB 1o yueOHoi aucuumuae «OIT.13 OcHoBBI
HHQOPMALMOHHOH  ©e30macHOCTHY pazpabotan B cooTBeTcTBUH ¢ DenepaibHbIM
roCyIapCTBEHHBIM 00pa30BaTeIbHBIM CTAHAAPTOM CPEIHEro NpodecCHOHAIBHOTO 00pa3oBaHHs,
YTBEpXKJIEHHBIM MunucrepcTBa obpasoBanus u Hayku Poccuiickoit @exepauun ot 9 mexabps
2016 r. Ne 1547 (3apermctpupoBan MunucrepctBoMm rocTHiu Poccuiickoit ®expeparuu 26
nexabps 2016 r., peructpanmonnsiii Ne Ne 44936) no cnmeumansHoctr 09.02.07
«MapopMalMOHHEIE CHCTEMBI M IPOTPAMMHPOBAHHE» C HM3MEHEHHSIMH H JONOJHEHHSIMH,
npodeccronansHbM crangaptom 06.015 «Crnemupamict 1no uWHGOPMALMOHHBIM CHCTEMaMy,
YTBEPKIEHHBIM IpHKa3oM MHMHHCTEpPCTBA Tpyda M COLHMAIBHOM 3amuTel Poccuifickoi
Qenepatiy = ot 18 HosOps 2014 r. No 896 (3aperumcrpupoBaH MHHHCTEPCTBOM
toctumu Poccuniickolt @enepanun 24 nexabps 2014 r., peructpauuonubiit Ne 35361), pabouei
IIporpaMMsl y4eOHOH TUCIUITIMHEL
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I. IMacmopT KOMIUIEKTA KOHTPOJbHO- OIIEHOYHBIX CPEACTB

KontponpHo-onienounsie  cpeactBa (KOC)  sBasioTcs  9acThl0  HOPMATHUBHO-
METOJUYECKOr0 OOeCHeUYeHUs] CHCTEMbl OIEHUBAaHUS KauyecTBa OCBOCHHUS OO0Yy4aroIIMMUCS
OporpaMMbl TOATOTOBKM CHEIMAJIMCTOB cpeaHero 3BeHa 1o crenuansHoctd  09.02.07
«HpopMalOHHbIE CUCTEMBI M MPOrPAMMUPOBAHHME» U OOECHEYMBAIOT MOBBIIICHUE KauecTBa
00pa3oBaTeNLHOTO MpoIecca.

KOC mo y4ueOHOW AMCIUIUIMHE MPEACTABISIET COO0M COBOKYITHOCTh KOHTPOIHPYIOUTUX
MaTepuasoB, NpPeJHA3HAYEHHBIX [UIsI HW3MEPEHUS YPOBHSA JOCTHXKEHHSI 00ydaroImuMmcs
YCTAHOBJICHHBIX PE3Y/IbTaTOB O0yUECHHS.

KOC mno ydeOHOW AMCHMIUIMHE HCIOIB3YETCS TMPHU MPOBEACHHH TEKYIIET0 KOHTPOJIS
YCIIEBAEMOCTH U MTPOMEKYTOUHOM aTTecTalli 00yUJalOIIUXCs B BUJIE SK3aMEHa.

1.1. Pe3yabTaTbl 0CBOEHHUS YUeOHOMH TMCUMILIHHBI, MOJIEKAIIHE TPOBEPKe

PesyabTaTsl 00yyeHus
(ocBoeHHbIe yMeHus (Y), ycBoeHHbIe 3HaHus (3))

3 1 — HaUMOHATBHON M MEXAYHAPOIHOW CUCTEMbI CTAHAPTU3AMH U CePTU(DUKALIUN U CUCTEMY
o0ecreyeHns KayecTBa NPOAYKIHH

3 2 — TEpMHHOJOTHS M METOJBI PE3EPBHOTO KOMHMPOBAHMSA, BOCCTAHOBICHHUE WH(OPMALMH B
UH(POPMALIMOHHOH CUCTEME

3 3 — TtpeboBaHMs K 0€30MTACHOCTH CepBepa 0asbl JaHHBIX

Y 1 — OCyIIeCTBIATh TEXHHUYECKOE COMPOBOXKIECHUE, COXPAHEHHWE W BOCCTAHOBICHHE Oa3bl
JTAHHBIX MHPOPMALMOHHOM CUCTEMBI

Y 2 — COCTaBJIATH IJIaHBI PE3€PBHOTO KOMMUPOBAHUS

VYV 3 — onpenensaTb UHTEPBAJ PE3EPBHOIO KOMUPOBAHUS

Y 4 — ¢dopmupoBaTh TpeOOBaHMS K KOH(MUTYpallMH JIOKAJBHBIX KOMIIBIOTEPHBIX CETEH H
CEepBEpPHOr0 O0OPYIOBaHUS, HEOOXOMUMBIE I paboThl 0a3 JaHHBIX W CEPBEPOB B paMKax
IIOCTaBIICHHOH 3aJa4u

Y 5 — paspabateiBaTh moduUTUKY Oe3zomacHocTH SQL cepBepa, 0a3pl JaHHBIX U OTACIBHBIX
00BEKTOB 0a3bl JAHHBIX

KoHeuHble pe3yJibTaTbl 0CBOCHHS Y4eOHOH AMCHUILINHBI SIBJISIIOTCH PecypcoM s
dopmupoBanus o06mux (OK) u npodeccuonanbubix komnerenuni (IIK) B coorBercTBHHU €
®I'OC CIIO cnienuaabHOCTH.

OK 01. Boibupars cmocoObl pemeHus 3aaad  MNpo(ecCHOHAIBHOW IesITENbHOCTH,
IPUMEHHUTEIBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. OcymiecTBiaTh MOUCK, aHAINW3 M WHTEPHpPETANIO MHPOPMALUU, HEOOXO0AUMOM
JUIs BBITTOJIHEHUS 3a/1a4 IPO(PECCHOHATIBHOMN 1EATEIbHOCTH.

OK 05. OcymecTBisTh YCTHYIO U NHCbMEHHYI0 KOMMYHHUKAIMI0 Ha TOCYAapCTBEHHOM
A3BIKE C yUETOM 0COOEHHOCTEH COLMANBHOTO U KYJIBTYPHOI'O KOHTEKCTA.

OK 09. Hcnonb3oBate WHGOPMALMOHHBIE TEXHOJOTMH B  INpodhecCHOHAIbHOM
NESITETbHOCTH.

OK 10. ITonp3oBarbcs NpodecCHOHATBHOM TOKYMEHTAlMeH Ha TOCYIapCTBEHHOM U
MHOCTPAaHHOM SI3bIKaX.

IIK 5.3. PaspabatbiBaTh MOJCHUCTEMBI 0€30MaCHOCTH WH(GOPMAIMOHHON CHCTEMBI B
COOTBETCTBUM C TEXHUYECKUM 3a/I1aHUEM.
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[IK 6.5. OcyimecTBISATh TEXHUYECKOE COMPOBOXKICHUE, OOHOBJIEHWE M BOCCTAHOBJICHUE
JAHHBIX HHPOPMAIIMOHHBIX CUCTEM B COOTBETCTBUHU C TEXHUYECKUM 3aJaHUEM.

[IK 7.3. ®opmupoBath TpeOOBaHUS K KOHPHUTYpaIH JIOKATbHBIX KOMITBIOTEPHBIX CETeH
U CepBepHOro 000pyI0BaHUS, HEOOXOIUMBIE I pabOThl 0a3 TaHHBIX U CEPBEPOB.

I[IK 7.5. IlpoBoauTh ayauT CHCTEM O€30MacHOCTHM ©0a3 JaHHBIX M CEPBEpPOB, C
HCIIOJIb30BaHUEM PETJIAMEHTOB T10 3alTUTe WH()OPMALIUH.

OcBoenue  cofepkaHusi  y4eOHOW  MUCHMIUIMHBI ~ OOCCIEYMBACT  JTOCTHIKCHHUE
00YYJaIOIIUMUCS CICTYIOIIUX JIMYHOCTHBIX PE3YIHTaTOB MPOrPAMMBbI BOCITUTAHUS:

JIM4HOCTHBIE pe3y/IbTaThl peau3alui MPOrpaMMbl BOCIUTAHUA

Kon ®opmyJIMpOBKA
[IposBnsAOIIMNA U IEMOHCTPUPYIOLIUN YBaXKCHUE K JIIOIAM TPYZHa, OCO3HAIOLIUN
JIP 4 |uenHocTs cobcTBeHHOTO Tpyaa. Crpemsmuiics K (GOpMHUPOBAHUIO B CETEBOU
cpezie IMYHOCTHO U MPOo(heCCHOHAIBHOTO KOHCTPYKTUBHOTO «IIH(PPOBOTO CIIEAA»
3aboTsAmuiics O 3almuTe OKPYKAroIeH cpeapl, COOCTBEHHOW H  YYXOM
0€3011aCHOCTH, B TOM 4YHuciie IH(PoBOi
JInuHOCTHBIE pe3yJIbTAaThl peaju3alui NPOrpaMMbl BOCIIUTAHUS, ONIpe/ieIéHHbIE
0TpacjieBbIMH TPeOOBAHUAMM K /1€JI0BbIM Ka4eCTBAM JIMYHOCTH
JlemoHCTpUpytonuii ymMmeHue 3G (EeKTUBHO B3aMMOJICHCTBOBATh B KOMaHJE, BECTH
JIMAJIOT, B TOM YHCJIE C UCIIOJIb30BAaHUEM CPEICTB KOMMYHHMKAIIUU
JleMOHCTpUpYIOIIMY HaBBIKM aHadW3a M UHTEpHpeTanuu uHQoOpManuu u3
Pa3IMYHbIX HCTOYHUKOB C Y4E€TOM HOPMAaTHUBHO-IIPABOBBIX HOPM
JleMOHCTpUpYIOIIUKA TOTOBHOCTh M CHOCOOHOCTH K OOpa30BaHUIO, B TOM YHUCIIE
caM000pa3oBaHMIO, Ha TPOTSDKEHUHM BCEM JKM3HM; CO3HATENIbHOE OTHOIICHUE K
HENpephIBHOMY 0Opa30BaHUIO KaK YCJIOBHIO YCIEHNIHOW Npo¢decCHOHAIbHOU H
OOIIIECTBEHHOH IS TEIbHOCTH
JInuHOCTHBIE pPe3yJIbTaThl peaju3alui NPOrpaMMbl BOCIIUTAHUS, ONpe/ieIéHHbIE
cyobexkTom Poccuiickoii @enepannu
Obnamarommii  mpoecCHOHANBHBIMA ~ KaueCTBAaMHU,  HEOOXOAUMBIMH  JUIS
JIP 16 |manpHeiimero pa3BUTHS MPOW3BOJCTBEHHBIX OTpacied W cdepbl YCIyr BO BCEX
pernonax Poccuiickoit denepannu

JIP 10

JIP 13

JIP 14

JIP 15

II. ConmepxaTeibHO-KOMIETEHTHOCTHASI MATPHIIA OLIEHOYHBIX CPEICTB.
Koaudukarop o1ieHOYHBIX CpPeICTB

DYHKIUHOHAIBHBIA NPU3HAK
OLICHOYHOI'0 cpelcTBa (THI Merton/¢popma KoHTpOIA
KOHTPOJILHOI0 32/1aHMS1)
CobecenoBanue Y cTHBINM onpoc, IK3aMeH
[IpakTrueckue 3aganus [IpakTueckue 3aHATHS
TecTt, TeCTOBOE 3a/1aHHE TectupoBanue, SK3aMeH

I11. Cucrema oueHku 00pa3oBaTeJbHBIX J0CTHKEHHIT 00y4ar0IuXCs
OneHka HHAMBUyalbHBIX 00PAa30BaTENbHBIX JOCTH)KEHUH 110 pe3yabTaTaM TEKYIIEro
KOHTPOJIS YCIIEBAEMOCTH M IPOMEXKYTOUYHOM aTTeCTal[uK IPOU3BOANUTCS B COOTBETCTBUU C

MBEpCaTbLHON MKaIou (Tabiuia).
IIpoueHT pe3yJbTaTUBHOCTH KadecTBeHHAas1 OLleHKA MHIMBHUAYAJTbHBIX 00pa30BaTelbHbIX J0CTHKEHH I
(IpaBUJIbHBIX OTBETOB) 0as (oTMeTKa) | BepO0aJIbHbII aHAJIOT
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90 - 100 5 OTJINYHO
80 - 89 4 XOpOouIOo
70-79 3 YIIOBJIETBOPUTEILHO
MeHee 70 2 HEYJIOBJIETBOPUTEIIHHO

Kputepuu o1ieHKH 0TBETOB B X0/1€ YCTHOI'0 0IIpoca
OrneHrBaeTCs MPABIIILHOCTH OTBETAa 00YUAIOMIETOCsl Ha OJIMH M3 MPUBEICHHBIX

BOMPOCOB. [TpH 3TOM BBICTABIISIOTCS CIENYIOIINE OLECHKH:

«OTJIMYHOY» BBICTABIISICTCS TPU COOTIOACHUY CIEAYIOIINX YCIOBHIA:
- TIOJHO pacKpbUl COAEp)KaHWE MaTepuaia B 00BEME, TNPETYCMOTPEHHOM IPOTPAMMON,
COJICpKaHUEM JICKIIUU B Y4COHUKOM;
- M3JIOKWJI MaTepUall TPaMOTHBIM SI3BIKOM B OIPEIEIICHHOW JIOTHYECKOW MOCIIeIOBATEIbHOCTH,
TOYHO UCTIONB3YS CIIEIUATN3UPOBAHHYIO TEPMHUHOJIOTHIO H CUMBOJIHKY;
- IMOKa3aJl YMCHUC HIUIFOCTPUPOBATH TCOPCTHUYCCKHUC ITOJIOKCHUSA KOHKPCTHBIMU ITPUMCPAMHU,
IMPUMCHATH UX B HOBOU CUTYyalllU IPU BBIITOJHCHUH IMPAKTHYCCKOI'O 3a1aHUA;
- IPOAEMOHCTPHUPOBAJI  YCBOCHHUE  paHEe  HU3YYCHHBIX  COIIYICTBYIOIIMX  BOIIPOCOB,
c(OpPMHUPOBAHHOCTH M YCTOWYMBOCTD UCIIOJIb3YEMBIX IIPU OTBETE YMEHHI U HABHIKOB;
- OTB€YAJI CaMOCTOATCEIIbBHO 663 HaBOJAMIUX BOIIPOCOB NPCOAaBaTCIIA. Bo3MokHBI OJHa-ABC
HCTOYHOCTHU IMPU OCBCHICHUU BTOPOCTCIICHHBIX BOIIPOCOB HUJIM B BBIKJIAAKaX, KOTOPBIC
00yJaromuics JIETKO UCTIPABHII TI0 3aMEYaHHIO TPETIOAaBaTEs.

«Xopo1oy» - OTBET yOBJIETBOPSICT B OCHOBHOM TPEOOBAHUSIM Ha OIICHKY «5», HO MPH

9TOM MMEET OJIMH U3 HEIOCTATKOB:

- B MBIIOKEHUHM JONYIICHH HeOoiblmme Tpo0enbl, HE WCKa3WBIIME JIOTHYECKOTO U
UH(POPMAIIMOHHOTO COJICPYKAHHS OTBETA;
- JONyIICHBl OJWH-JIBA HEJOYeTa IIPH OCBEIICHHH OCHOBHOTO COJAEP)KaHUS OTBETA,
HCITPABJICHHBIC IO 3aMCYaHHIO IMPETIOAaBaTCIIA,
- JIOMYIIEHBI OIMMOKa WM OoJiee ABYX HEAOYETOB MPH OCBEIIECHHH BTOPOCTEIIEHHBIX BOTPOCOB
HJIM B BBIKJIaAKaX, JICTKO UCITPABJICHHBIC 110 3aMCYaHUIO ITPCIIOAaBaTCIIA.

«Y10BJIETBOPHUTEIBHO» BBICTABIISCTCS MPU COOTIOACHUH CICIYIOIIUX YCIOBHIA:
- HEMOJHO WJIM HENOCJIEIOBATEIBHO PACKPBITO COJEpXKaHWE MaTephalia, HO MOKa3aHo oOIee
NOHMMaHHWE BOIIPOCAa W MPOACMOHCTPHPOBAHBI yMEHHS, JOCTaTOYHBIC [UIS JajbHEUIIETO
YCBOCHUSA TMPOrpaMMHOro Marcpuajia, HUMCIUCH 3aTPyAHCHUSA HWIIHW JONMYIICHLL OI_HI/I6KI/I B
ONpCaACIICHUN HOHHTHﬁ, HCIIOJIb30OBAHUU TCPMHUHOJIOTMU W BBIKJIAJIKAX, HCIIPABJICHHLIC ITOCJIC
HCCKOJIBKHUX HABOJAAIIHUX BOIIPOCOB IMMPECIIOaAaBaTCIIsA;
- o0ydJaromuiicss He CHpaBWIICA C MPUMEHEHHEM TEOPHH B HOBOW CHUTYallUU MpPU BBHITOJHEHUU
IMPAKTUYCCKOI'0 3a/laHusl, HO BBIIIOJIHUJI 3a/IlaHUS O6H3&T€HBHOFO YPOBHA CJIOXKHOCTHU I1O HaHHOﬁ
TEME;
- TpU 3HAHWHM TEOPETHUYECKOTO MaTepHualia BBISBICHA HEIOCTaTo4Has COPMHUPOBAHHOCTh
OCHOBHBIX YMEHUH ¥ HABBIKOB.

«Heyn0BJIETBOPUTEIBHO» BBICTABIISICTCS IPU COOTIOJICHUH CIICAYIONINX YCIOBHIL:

- HE PaCKpPBITO OCHOBHOE COJIEpKaHKe yUeOHOTO MaTepuana;
- O0Hapy)K€HO HE3HAHWE WJIM HETIOHMMaHHE OOydaroImmMmcsi OOoJbIIel WU Hanbojiee BaKHOU
4acTH yu4eOHOTO MaTepHaia;
- JOITYHICHBI OH_II/I6KI/I B ONpCACIICHUU HOHHTHﬁ, IMpu HUCIOJIB30BAHUN TCPMUHOJIOTUHN U HHBIX
BBIKJIaJIKaX, KOTOPBIC HC UCIIPABJICHBI ITOCJIC HCCKOJIBKUX HABOAAIIUX BOIIPOCOB NPCIIOAABATCIIA;
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- oOywaromuiicsi OOHApyXWJI TIIOJHOE€ HE3HAaHWE M HEMOHMMAaHHE H3y4aeMOro y4eOHOTo
Marepuaja Wi He CMOT OTBETUTh HHM Ha OJWH M3 TIOCTABJICHHBIX BOIPOCOB IO H3y4aeMOMY
Matepuany.

Kputepun o1ieHKH BbINOJHEHHOI0 NPAKTHYECKOT0 33 IaHUS

OueHnka 5 craButcs 3a paboTy, BBIMOJHEHHYIO TIOJHOCTHIO 0€3 OMMOOK ¥ HeJTOUETOB.

Ouenka 4 craBuTcs 3a pabOTy, BHIMOJIHEHHYIO MMOJHOCTBHIO, HO MPU HAIWYUHU B HEH HE
Oonee ogHOM HETpyOOii OMIMOKK U OTHOTO HEe0UETa, HEe OoJee TPEX HEAOUYETOB.

Onenka 3 craBuTCs, eciu OOy4alOMIMKCS MPaBUIBHO BBIOJHHUI HE MeHee 2/3 Bceid
paboThl WM AOMYCTHI He Oosiee OJHOW TpyOOH OMMOKM M JIBYX HEIOUYETOB, HE OoJjiee OJHOM
rpyooii u omHOUW He TpyOoi omuOku, He Oojiee TPEX HETpyObIX OMIMOOK, OAHOW HErpyooi
OImMOKHU ¥ TPEX HEAOUYETOB, MPU HATTUIUH YETHIPEX-TIATH HEOUETOB.

Ouenka 2 CTaBUTCS, €CITM YUCIIO OMTMOOK M HEJOUETOB MPEBLICKIIO HOPMY JIJISl OIIEHKH 3
WJIU TIPABIJIHHO BBITTOJTHEHO MeHee 2/3 Bceil paboThI.

Ouenka 1 craBuTCs, e€ciii 00y4YaIOMUNUCS COBCEM HE BBITTOJIHUI HA OJTHOTO 3aJaHUs.

KpuTepuy o1ieHKH BBINOJHEHHOI0 TECTOBOI0 3aaHus]

Pe3yanaT ATTCCTAIIMOHHOTO II€Aarorun4ycCkKoro I/I3MepeHI/ISI 110 y‘lCGHOﬁ JOUCIHIUIIIINHE
OcHoBbl MH(MDOPMAIIMOHHOW OE30MACHOCTH IS Ka)XJI0ro OOydaromerocs MpeacTaBiseT coOou
CyMMY 3a4TEHHBIX TECTOBBIX 3aJaHMM 110 BCEMY TECTy. 3aYTEHHOE TECTOBOE 3a/JaHUE
COOTBETCTBYET OJJHOMY Oasuty.

Kputepuem ocBoeHust yueOHON NUCIMILIMHBI JUIs 00yUYaIOMIerocs sBISETCS KOIUYECTBO
MPaBWJIHHO BBINTOJIHEHHBIX 3a/1aHuil TecTa He MeHee 70 %.

Jlnst  omeHKHM pe3yibTAaTOB TECTUPOBAHHUS TMPEAYCMOTPEHA CIENyIomas CHCTeMa
OIICHUBaHMsI 00Pa30BaTEIBHBIX JOCTHKCHUH 00yJatOIUXCS:

- 3a Kbl MPAaBWILHBIN OTBET cTaBUTCS 1 Gar;
- 3a HEMpPaBWJIBHBINA OTBET - () 6ayIoB.

TecToBBIE OIIEHKH MOXXHO COOTHECTH C OOIICTIPUHATOW ISTHOAIILHON CHCTEMOM.

OueHnBaHUE OCYIIECTBISETCS MO CIEAYIOUIEH CXeMe:

IIpoueHT pe3yJbTaTUBHOCTH KadecTBeHHAas1 OleHKA MHIMBHUAYAJTbHBIX 00pa30BaTelbHbIX J0CTHKEHH I
(IpaBUJILHBIX OTBETOB) 0as11 (0TMeTKA) BepOaIbHBIH aHAJIOT
90 - 100 5 OTJINYHO
80 - 89 4 XOpOIIIO
70-79 3 yJIOBJIETBOPUTEIHHO
MeHee 70 2 HEYJIOBJIETBOPUTEIIHHO

KEI/ITeQI/II/I OILICHKH B X0/1€¢ JK3aM€HA

OTBET OILICHMBAETCS HA OTJIUYHO», CCIIM 00YJArOIIUIICS UCUEPITBIBAOIIE, MOCICA0BATEILHO, TPAMOTHO U
JIOTHYECKH CTPOWHO HM3JIaraeT MaTepHas 0 BOIpocaM Ouiera, HE 3aTPYOHSECTCS C OTBETOM IPH BHIAOHM3MCHEHHHU
3amaHus, CBOOOIHO CIPABISICTCS C PEIICHHEM MPAaKTHYECKUX 3aad U CIIOCOOCH 0OOCHOBATH MPHHATHIC PELICHUS,
HE JIONyCKaeT OIIMOOK.

OTBET OICHUBACTCS HA «XOPOII0», CIM 00YJAIONIUICS TBEPAO 3HACT MPOrPaMMHBIN MaTepHall, TPAMOTHO
U 1O CYyIOIECTBY €ro H3JIaraeT, He MOMYCKaeT CYIIECTBEHHBIX HETOYHOCTEH NpPU OTBETaX, yMEET TPaMOTHO
HpHMeHHTB TeOpeTH‘{eCKI/Ie 3HAHUA Ha HpaKTI/IKe, a TakKxXe BJIaAcCT HCO6XO)II/IMBIMI/I HaBbIKAMH pemeHI/m
NPaKTUYECKUX 3a]1ad.

OTBeT OICHUBACTCS Ha «yAOBJIETBOPHTEIbHO», CCIIH 00YJArOIIUIICS OCBOMI TOJIBKO OCHOBHOW MaTepHall,
OJTHAKO HE 3HAeT OTAENBHBIX [eTajiell, JDOMyCKaeT HETOYHOCTH M HEKOPPEKTHbIE (HOPMYITHUPOBKH, HapyIIaeT
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MOCJIE0OBATEIHLHOCT, B HW3JIOKEHUM MaTepuaja W HCIBITBIBAET 3aTPYIHEHUS MPH BHITIOTHCHUH TMPAKTHYECKUX
3aJaHHM.

OTBeT OIICHUBACTCA Ha «HEYJOBJETBOPHUTEJIBHO», ¢CId OOydJalomuics HE PACKPBUI OCHOBHOE
COJICpXKaHUE MaTepuania, JOIYCKaeT CYyIMICCTBEHHBIC OIIMOKH, C OOJBIIMMHU 3aTPyTHCHHSIMHU BBIOJIHSICT
MIPAKTHYECKUE 3aIaHusl.

V. BaHK KOMIIETEHTHOCTHO-OI[€HOYHBIX MATEPHAJIOB /IJIsl OIIEHKH YCBOEHHs y4eOH O
AUCHUILINHBI 110 09HOI (popMe 00yUeHH s

4.1 3BAJAHUA JJIAA TEKYIIEI'O KOHTPOJIA
4.1.1 IPAKTUYECKUE 3AHATUA

IMNPAKTUYECKOE 3AHSTHE Nel no 3 pazaeny teme 3.1. (AyauTopHas caMOCTOSITEIbHAs
pabota).
Ha3zBanue: AHanu3 MOJUTUKH HHGOPMAITMOHHON O€30MaCHOCTH.

3aganme: CocTaBUTh MOJEIM BO3MOXKHBIX Yrpo3 Hu Hapymmutenei. I[IpousBectu aHamus
NOJIUTUKHA WH(POPMALIMOHHOM 6€30MacHOCTH.

INPAKTUYECKOE 3AHSATHUE Ne2 no 3 pasaeny teme 3.2. (AyauTopHas caMOCTOSITENIbHAs
pabora).
Ha3zBanue: Opranuzanust (pu3nuecko 3aluThl U MOAJIEpKaHU pab0TOCTIOCOOHOCTH.

3amanue: CoCTaBUTh MEPEUEHb CPEICTB 3AIIUTHI CEPBEPHOIA:

pa3MelIeHre, CUTHAIM3allus, CPEACTBa BHJACOHAOIONEHUs, obecreueHrne Oecrnepe0oitHOTo
MTUTaHKS, CPEJICTB PE3ECPBHOIO KOMTUPOBAHUSI.

IMPAKTUYECKOE 3AHSTHE Ne3 no 4 pazaeny teme 4.1. (AyauTopHasi caMOCTOSITEIbHAS
pabota).
HasBanmue: I13ydyeHue cpeaCcTB yIpaBIeHUs JOCTYIIOM.

3aganue:

1. U3yuute cpencTBa pabOThI C YUETHBIMU 3aITUCSMU TTOJTH30BaTEIICH.

2. N3yunte cpeacTBa pa3rpaHUUCHUs TOCTYIIA MOJIb30BaTeNel K (ailiaM u mamkam.
3. U3yuuTe nmporpaMMHBbIE CPEACTBA JIJII TEHEPUPOBAHUS U XPAaHEHUS TAPOJICH.

IMNPAKTUYECKOE 3AHSTHUE Ne4 nio 4 pazaeny teme 4.2. (AyauTopHast cCaMOCTOSITEIbHAS
pabota).

HasBanmue: V3ydeHne METO10B CAMMETPUYHOTO MU (DpoBaHHUS.

3amanmue:

1. OcymectBure mudpoBaHWEe YKA3aHHOTO TEKCTAa METOJaMHU: IPOCTON IEePECTaHOBKH,
MePEeCTaHOBKHU MO MapuipyTy, mudpom Llesaps.

2. OcymrecTBuTe pacumpoBaHue YKa3aHHOTO TEKCTa 3anpoOBaHHOTO METOI0M BrkuHepa.

3. OcymecTBuTe pacmmdpoBaHue yKa3aHHOTO TEKCTa 3alM(pPOBAHHOTO  METOJOM
raMMHPOBAHUSI.

MMPAKTUYECKOE 3AHSTHE Ne5 no 4 pazaeny teme 4.2. (AyauTopHast CaMOCTOSITEIbHAs
pabota).
Ha3Banmue: 3yuenue nporpaMMHBIX cpeACTB UG POBaHUS HHDOPMALIHH.
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3ananue:

1. U3yunre ctangaptrbeie cpeactsa mudposanus OC.

2. V3yunte BO3MOXHOCTH CPEACTB MU(POBAHUS TPOTrPAMM-apXUBAaTOPOB.

3. M3yunrte BO3MOKHOCTH CIIEHUATHU3UPOBAHHBIX IPOrpaMM sl IU(PPOBaHUS TaHHBIX.
4. U3yunTte cpencTBa Co3aHus U MPOBEPKU KOHTPOJIBHBIX CYMM.

ITPAKTUYECKOE 3AHSATHUE Ne6 no 4 pasaeny teme 4.3. (AyauTopHasi CaMOCTOSITENIbHAS
pabora).
Ha3zBanue: 3y4yenue paboThl aHTUBUPYCHON IPOTPAMMBI.

3aganue:

1. I3yunTe BO3MOXKHOCTH BCTPOECHHOTO CpeicTBa aHTUBHUPYCHOM 3amutel OC Windows.

2. M3yuute BO3MOKHOCTH aHTUBUpYCHO# yrrauTel Dr.Web Curelt.

3. OcylecTBUTE HHCTAIUISIIUMIO M HACTPOHUKY aHTUBUPYCHOM MTPOTPAMMBI M €€ BO3MOKHOCTH.

IMPAKTUYECKOE 3AHSTHUE Ne7 no 4 pazaeny teme 4.4. (AyauTopHasi CaMOCTOSITEIbHAS
pabota).
HaszBanue: I3yueHue cpencTB pe3epBHOTO KOMMMPOBAHUS.

3amanmue:
1. 3yunte BO3MOKHOCTH CTaHJAPTHBIX CPEJICTB pe3epBHOro konuposanus OC.
2. V3yunTe BO3MOKHOCTH CIIELIMATIU3UPOBAHHBIX CPEJICTB PE3EPBHOIO KOITMPOBAHUS.

3. VI3yunTe OCHOBHBIE METO/IbI PE3EPBHOTO KOMMPOBAHUS: TIOJHOE, TU(PepeHIIHaTbHOE,
MHKPEMEHTAJILHOE.

INPAKTUYECKOE 3AHSTHE Ne8 no 5 pazaeny teme 5.1. (AyauTopHasi caMOCTOSITEIbHAS
pabota).

HasBanmue: V3ydenne cpeacts 3amuthl nHGopmanuu B [1K.

3amanmue:

[TonGepute KOMIUIEKC CPENCTB Ul 3alIUThl MH(GOpPMAIMKU pPadOYero MecTa IOJIb30BATEIN:
pasrpaHUyYeHUs] JTOCTYIa, AHTUBUPYCHOW 3allUThI, PE3EPBHOTO KOIMUPOBAHHUS, IHU(PpOBaHUS,
OecriepeboitHOCTH TUTaHUS, (PU3UIECKON 3aITUTHI U T.T.

ITPAKTUYECKOE 3AHSATHUE Ne9 o 5 pasaeny teme 5.2. (AyauTopHas caMOCTOSITENIbHAS
pabora).
Ha3zBanue: M3yueHnue cpeicTB 3aIuThl HHOPMALIUU B KOMITBIOTEPHBIX CETSX.

3aganue:

1. U3yuuTe cpeacTBa MEXKCETEBOr0 pa3rpaHUuCHHUS.
2. N3yunte cpeacTBa 3amuThl O€CIIPOBOAHBIX CETEH.
3. U3yunre cpeactea VPN.

4.1.2. TECTOBBIE 3AJAHUA

TECTOBOE 3AJIAHUE Nel o teme 1.1. (AynutopHasi camocTosiTelbHas pabora).

1. Cnenu¢pukanus banka recroBbix 3aganmii o teme 1.1.

2. Conepxkanne banka TeCTOBBIX 3aJaHUI
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WNHcTpyKIius: BRIOEpH NPaBMIIBHBIN(E) OTBET(BI).

1. AKTyalbHOCTh W  HENPOTHBOPEYMBOCTH  HWHGMOpPMAIMK, €€  3alUIIeHHOCTh  OT
PA3PYIIEHUWS un HECAHKIITMOHNPOBAHHOI'O U3SMEHEHMW I, na3siBaercs ...

- KOH(PUIEHITNATHEHOCTBIO

+ LEIOCTHOCThIO

- IOCTYITHOCTBIO

2. Bosmoxnocts 3A TIPUEMJIEMOE BPEMS monyunts Tpebyemyro WH(OpMaIMOHHYIO
YCIIYTY, Ha3bIBACTCA ...

- KOH(UIEHITNATEHOCTBIO

- IEJIOCTHOCTHIO

+ OJOCTYHHOCTBIO

3. Bamumennocts uHbopmaruu or HECAHKIIMOHMPOBAHHOI'O JOCTVIIA x He#,
Ha3bIBacTCH ...

+ KOHPUIEHITNATEHOCTHIO

- IIEJIOCTHOCTRIO

- TOCTYITHOCTBIO

4., Yro W3 TEPEUYHMCICHHOTO OTHOCUTCS K OCHOBHBIM aclekTaMm HWH(OpPMAIMOHHOM
Oe3omacHoCTH?

+ KOHUIEHITNATFHOCTh

- 3alIUIIEHHOCTD

+ II€JIOCTHOCTH

+ IOCTYHHOCTh

5. Uro w©3 mepeyucieHHOro OyAeT CUMUTaThbCs HECAHKIMOHHUPOBAHHBIM JIOCTYIIOM K
nHpopmanuu?

- op4a MHPOPMALIUHU B pe3yIbTaTe MPOrpaMMHOT0 cO0s

+ moctyn K HH(GOpPMALINH O] YyXKUM JIOTHHOM U TTapoJIeM

+ Kpaka HocuTelne nupopmanuu

- OJIOKMpOBaHKE TOCTYIA 3aKOHHBIX ITOJIb30BaTeNeH K MHpOpMannu

6. HecaHKIMOHUPOBAHHBIA JOCTYN K WHGOPMAIMU BEIST K HAPYIICHHIO, KaKOTO acIeKTa
nH(pOPMAIIMOHHOH 0e30macHOCTH?

+ KOHGUIEHITUATEHOCTH

- TOCTYITHOCTHU

- IEIOCTHOCTH

7. Tlom uckaxxennem uHGOPMAIIMK TTOHUMAIOT ...

- yTpary CBOMCTB KOH(UACHINAIBHOCTH HH(OpMAIIH

+ mo0oe mpeTHaMepeHHOE WK CITy9aiiHOe U3MEHEHUEe HH(OopMaIun

- IeCTBHE, B pe3yJbTaTe KOTOPOro HH(GOpMAaIUs iepecTaeT PU3NIECKU CYIIeCTBOBATh

8. Ilox yreukoit uHGOpMAIK MOHUMAIOT ...
+ yTpaTy CBOWCTB KOHPHUIACHIINATLHOCTH HHPOPMAITHHI
- 1000e MpeTHaMEePeHHOE WK CTy4aiiHOe U3MEHeHHE HHPOpMaLuu
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- IeiicTBHE, B pe3yJibTaTe KOTOPOro nHpopMalus nepectaeT GU3ndecku CyiecTBOBaTh

9. Tlon yamuroxeHueM uHGOpPMAITUU TOHUMAIOT ...

- mo0oe peTHaMEPEHHOE WK CIIy4aiiHOe H3MEHEeHNe HH(popMariu

+ nericTBHE, B pe3yIbTaTe KOTOPOro nHQpopManus rnepectaeT GU3NIecKu CylecTBOBAThH
- IpeTHAMEPEHHOE JICWCTBUE TI0 CO3JJaHUIO JIOXKHON HHPOpMAITIN

10. ITox G6oxupoBaHrEeM UHPOPMALIUU TOHUMAIOT ...

- mo0oe mpeTHaMEePEHHOE WK CIIY9aifHOe U3MEHEHNEe HH(OopMaIuu

- IelicTBUE, B pe3y/IbTaTe KOTOPOro HHpopMalus nepecTaeT PU3NIECKU CyIIeCTBOBATh
+ mpekpalieHue WK 3aTPyJAHEHUE TOCTYIa 3aKOHHBIX MOJIb30BaTeNeld K HHPOpMaIuu

11. ITox moxnenkoit nHGOPMAIIMU TOHUMAIOT ...

- yTpary CBOMCTB KOH(UACHINAIBHOCTH HH(OpMAIIH

- mo0oe mpeTHaMEePEHHOE WK CIIY9aifHOe W3MEHEHNEe HH(OopMaIuu
+ mpeaHaMepeHHoe AeWCTBUE 110 CO3JaHUIO JIOKHOM HH(pOpMaIH

12. Bo3MokHasi OMAacHOCTh COBEPIICHHUS KAKOTO-TUOO ACHCTBHSI MPOTUB OOBEKTa 3alUTHI,
Ha3bIBAETCA ...

+ yrposon

- YSI3BUMOCTBIO

- aTakou

13. Tlpucymue oOBEKTY CBOMCTBA, NMPHUBOJAIINE K HAPYIICHUIO 0€30MacHOCTH WH(OpMAINH,
00yCIIOBIICHHBIE HEJ0CTaTKaMU Tporiecca PyHKITMOHUPOBAHUS O0BEKTA, HA3hIBACTCH ...

- yrpo3ou

+ YySI3BUMOCTBIO

- aTakou

14. Yem u3 nepeuncinennbix nousatuit ssisiercst [IOIBITKA PEAJIM3ALINU yrpo3si?
- YIpo30ii

- YSI3BUMOCTBIO

+ arakoi

15. Uctounuku yrpo3 nuHPOpMaIMOHHON 0€30MaCHOCTH MOT'YT OBITH ...
+ aHTPOIMOTeHHBIMH

+ TEXHOI'€HHBIMU

+ CTUXUHHBIMU

- ClIy4alHbIMU

16. Kakue BUIBI HICTOYHUKOB yTrpo3 HHPOPMAIIMOHHON O€30MaCHOCTH MOTYT ObITh BHEIIHUMH U
BHYTPEHHUMU?

+ QHTPOIIOTCHHEIE

+ TeXHOTCHHBIE

- CTUXUIHBIE

17. Kakoli W3 TMEpEeYMCICHHBIX HCTOYHUKOB  yrpo3 ortHocutcs k  BHEIIHUM
AHTPOITIOT'EHHbBIM?
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+ XaKephl

- yOOPIIHUIIBI

- CHCTEMHbBIC aIMHHUCTPATOPBI
- IOJIb30BATEIH

18. Kakue ¥3 TepeuncIeHHBIX HMCTOYHUKOB yrpo3 ortHocartcs Kk BHYTPEHHUM
AHTPOIIOI'EHHbBIM?

- XaKepsl

+ IOJIb30BaTEIIN

+ yOOpIIUIIBI

- TO’KapHBIE

19. Kakoii w3 TmMEpeYMCICHHBIX HWCTOYHHMKOB  yrpo3 ortHocutcs k  BHEIIHUM
TEXHOT'EHHbBIM?

- XaKepbl

- HEKaueCTBEHHBIC KOMIBIOTEPHI

+ CpeacTBa CBS3U

- yparasl

20. Kakoif W3 Tepe4yHCICHHbIX HCTOYHUKOB yrpo3 oTtHocurcs k BHYTPEHHUM
TEXHOI'EHHBIM?

- IOJIb30BATENH

- YOOPIITHUITBI

+ HEKa4eCTBEHHBIEC KOMITBIOTEPHI

- Cpe/ICTBa CBSI3U

21. Kakue U3 MepedncIeHHbIX HCTOYHIKOB yrpo3 otHocaTes K CTUXUMHBIM?
- XaKepbl

- [10JIb30BATEIN

- YOOPIIHUIIBI

+ yparassbl

+ MoXKaphl

22. Kakue BBl yiep6a MOTyT OBbITh HAHECEHBI JICJIOBOM PEryTaluy OpraHu3anun’?
+ MOpaJIbHBIN

+ MaTepuanbHbIN

- puznueckmit

23. Uto Takoe kaHan yTeuku nHpopmanun?

+ pusnUeckuii MyTh OT UICTOYHUKA HHPOPMAIUH K 37T0YMBIILICHHUKY
- [IJIaH MOXUILEHUS NHPOPMAIUH 3710YMBIIIEHHUKOM

- KaHaJI JocTyna K cetu HTepHeT

24. Kakue U3 nepeyucieHHbIX KaHaloB yTeuku nHpopmanuu otHocsaTcess K OIITUYHECKUM?
+ noArnsAbIBaHUE 32 U300paKEHNEM Ha MOHUTOPE

+ oTorpadupoBaHue TOKYMEHTOB WM SKPaHOB

- IOJICJTyILIUBaHKE [IEPErOBOPOB COTPYTHUKOB

- IEpeXBaT IEKTPOMArHUTHBIX U3ITydeHUN Kabemnei
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- IPsIMOE KOMIMPOBaHKE, HApUMEp Ha (IIeIKy

25. Kakue W3  TMEpEYHCIICHHBIX  KaHAJIOB  yTeUYKH  HWHPOPMAIMH  OTHOCITCS K
MATEPUAJIBHBIM?

+ OyMakHbIE JOKYMEHTHI B MyCOPHOM KOp3HHE

- ynaneHHsle Qaiiiel B kop3une Windows

- QIIEKTPOHHBIE TIOACTYITHBAIOIINE 3AKITATKU (OKYIKH)

+ yTepsiHHbIE HOCUTENN NHGOPMAITUU

26. Kak Ha3bIBaeTCs KaHal yTEUYKH WH(OpPMAalWHU, MPH KOTOPOM OCYIIECTBIAETCS (puxcanus
aKyCTHYECKOI'0 CUT'HaJIa IIPU BO3JIEMCTBUU €r0 Ha CTPOUTEIbHBIE KOHCTPYKIMH?

+ BUOpPOAKYCTHUECKUI

- AKYCTORJIEKTPUUECKUIA

- CTPOUTEIIbHBIN

- MaTepuaIbHbIN

27. Kakoe 13 nmepeunciIeHHBIX ONpeIeiIeHUH HanboJiee TOUHO XapaKTepUu3yeT MOHATHE XaKep?
+ UT-cnenuanuct, KOTOPhI MOHUMAET CaMble OCHOBBI paO0OTHI KOMITBIOTEPHBIX CUCTEM

- M0 00H TOJIb30BATENb, OCYIIECTBIISIONINN HECAHKIIMOHUPOBAHHBIN JOCTYN K HH(OpMaIun

- YCJIOBCK, OCYH_IGCTBJIHIOH_II/II\/'I B3JIOM 3alIUThI TUICH3NOHHBIX ITPOTrPaMMHBIX ITPOAYKTOB

28. KT0 U3 mepeuynclieHHbIX JIMYHOCTEH OTHOCUTCS K M3BECTHBIM XaKepaM-B3JIOMIIIUKaM?
+ OnBapa CHoyneH

+ Jlxynuan Accanmx

+ KeBua MutHHK

- bunn I'eitc

- Ctus JIxo0c

29. Kaxk Ha3bIBaeTCs XaKepcKas aTaka, OCYIIECTBIsIeMas TIPU TIOMOIIH ITPOTPaMM HITH YCTPOUCTB
IUIs TIepexBaTa M aHaJln3a CeTeBOro tpaduxa?

+ cHu¢HUHT TaKEeTOB

- IP-crtypunr

- PHP-unnekmus

- OTKa3 B 00CTyXHUBaHUU

30. Kak Ha3bpIBaeTCsl XaKepckas aTaka, KOrJa aTaKyeMblii cepBep HE MOXeT o0paboTarhb
OTPOMHOE KOJIMYECTBO BXOAIINX MaKeTOB?

- CoLlMaNIbHAsl MH)KEHEePHUs

- IP-crtyunr

- mepenoiHenue oydepa

+ 0TKa3 B 00CITy)KMBaHUU

31. Uem ormmuaerca DDoS araka ot DoS ataku?

- aTaka OCYIIECTBIISIETCS TPYIION XaKepOB

- aTaka OCYIICCTBIISCTCS HA MHOXECTBO CEPBEPOB OTHOBPEMEHHO

+ aTaka OCYIIECTBIISIETCSI C MHOXKECTBA KOMITBIOTEPOB HA OJIMH CEPBEP
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32. Kak HaspiBaeTcs Ha0Op MporpaMMHBIX cpenct, obOecneunBaommx MACKHWPOBKY
O00BEKTOB MPU XaKEPCKOM aTake?

- O9KIyp

- TPOsIH

+ PYTKUT

- DDoS

33. Kak  Ha3piBaeTcss METOA  OCYIIECTBICHHS  HECAHKIIMOHMPOBAHHOTO  JOCTyMa K
MH(OPMAaLIMOHHBIM pecypcaM, OCHOBAHHBIN Ha OCOOCHHOCTSIX MCUXOJIOTHH YeloBeKa?

- YEJIOBEK [TOCEPEANHE

- OTKa3 B 00CITy)KMBaHUU

+ colualibHasl HHKECHEPUS

34. Kak Ha3bIBaeTCsl METOJ COIMAIILHON HHXKEHEPHH, MPH KOTOPOM KEPTBE MO AJIEKTPOHHOU
MOYTE OTHPABIIIETCS COOOIECHHE, TOAIeTaHHOE 10 OQUIIMAIIBHOE TUCEMO — OT OaHKa WU
IaTEKHON CUCTEMBI?

- IOPOXKHOE SIOJIOKO

- TPOSTHCKUI KOHb

+ urmmHT

35. Kak Ha3piBaeTCs METOJl COITMATBHOW HWH)XCHEPHUH, PACIpPOCTPAHEHHBIH B OOIIECTBEHHBIX
MecTax (kade, TOProBbIX IIEHTpaX, OOIIECTBEHHOM TPAHCIOPTE) TPU KOTOPOM
3JIOYMBIIIJICHHUK MTOJICMATPUBAECT HHPOPMALIHIO Ha SKPAHE KEPTBHI?

- TOPOKHOE SIOJIOKO

- pummHr

+ ruieyeBoit cepuHT

36. Kak Ha3piBaeTCs METOJl COLMATBHONW MH)KEHEPHUH, IPU KOTOPOM KEpTBa cama Ipeaaraer
3JIOYMBIIIJICHHUKY HY)KHYIO eMy HH(popMaIuio?

- IPETEKCTUHT

- purmmHr

+ oOpaTHas coruanbHass HHKEHEPUS

37. Kak Ha3plBaeTCs METOJ CONMAIBHOM WHXXEHEPUH, MPH KOTOPOM 3JIOYMBIIIJICHHUK
noadpackiBaeT WH(PHUITMPOBAHHBIA HOCUTETh MH(OpPMAIMKU B MECTE, TJI€ HOCHUTEIh MOXKET
OBITE JIETKO HalgeH?

- MPETEKCTHHT

- TPOSIHCKHUI KOHb

+ TOpoXKHOE SI0JIOKO

3. Tadauua ¢gopM TeCTOBBIX 3aJaHUIT

Bceero T3 W13 aux xomaectBo T3 B popme
3aKPbITHIX OTKPBITBIX Ha COOTBETCTBHE Ha NMOPSI0K
wt. % wt. % wrt. % mT. %
100% 100 - - -

4. Ta0HIa OTBETOB K TECTOBBIM 3aJaHUSIM
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BeprIe OTBETHI OTMEUYEHBI 3HAKOM « T », HCBCPHBIC OTMCUCHBI 3BHAKOM « - ».

TECTOBOE 3AJIAHHUE Ne2 o temam 2.1. u 2.2. (AyauTopHasi caMOCTOATENbHas paboTa).

1. Cnnenu¢purkanus banka TecTtoBbIxX 3aganuid no remam 2.1. u 2.2.

2. Conepxkanne banka TecTOBBIX 3aJaHUI
Wuctpykuus: BeiOepy npaBUiIbHBIN(€) OTBET(BI).

1. B kakux Poccuiickux 3aKOHOAATEIbHBIX aKTaX PacCMAaTPUBAIOTCS BOIPOCHI
nH(popMannoHHO# 6e30macHocTH?

- 3akoH «O 3amuTe HHHOpMAITH»

- Uadopmanmonnslii kogexe PO

+ YronosHblid koaekc PO

+ 3akoH «O0 aBTOPCKOM IpaBe»

+ 3akoH «O0 AMEeKTPOHHON MOIITHCHY»

+ 3akoH «O0 nHpopManK, HHPOPMAITMOHHBIX TEXHOJIOTHAX M O 3aIIUTe HH(DOpMAITUN)»

2. Kakoii 3akononarensublii akt [APAHTUPYET rpaxnanuny [IPABO cBoG0HO HCKaTh,
MOJIy4aTh, IepeaaBaTh, IPOU3BOIUTE U PACIIPOCTPAHATH HH(OPMAIIHIO THOOBIM 3aKOHHBIM
crmocodom?

- 3akoH «O 3amuTe HHHOpMAITH»

+ Konctutyuus PO

- YronoBHbIN Konekc PO

3. B kakux Poccuiickux 3aKOHOJATENBHBIX aKTaX PACCMATPUBAIOTCS BOITPOCHI
OTBETCTBEHHOCTMU B o6nacti uadopMaiimoHHoi 6e30nacHoCTu?

+ 3akoH «O0 nHbOopMani, HHPOPMAIIMOHHBIX TEXHOJIOTHSAX M O 3aIIUTe HH()OpMAITUN)»

- Koncrurynus PO

+ YronoBHEIN Kogekc PD

4. 3a xakue BUABI MIPECTYIJICHUH B 001aCTH HHPOPMAITMOHHOHN 0€30MacHOCTH MPEAYyCMOTPEHBI
HAKA3AHUA B Yronosuom koaexce PD?

+ HeMpaBOMEPHBIH TOCTYN K KOMITBIOTEPHOU HH(pOpMaITUN

+ co3gaHue, UCMOIb30BaHNE U PACIIPOCTPAHEHUE BPEIOHOCHBIX IIPOrpaMM

+ HapylIeHue mpaBuiI dKcIuTyaraiuu DBM

- HCTIOJIb30BaHNEe KOHTPa()haKTHON IPOAYKIIHMH

5. 3a kakue BUJBI IPECTYIJICHUH B 001acTH HH(OPMAIIMOHHOHN 0€30MacHOCTH B YTOJIOBHOM
konekce PO npenycmorpeno JIMIIEHUE CBOBO/IbBI?

+ HEeMpaBOMEPHBII TOCTYI K KOMIBIOTEPHON HHPOPMAITUT

+ co3ganue, UCIOJIb30BaHNE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIPOrpaMM

+ HapyuieHue npasui dKkciryaranuu O9BM

- UCTOJIb30BAHNE KOHTPA()AKTHON MPOAYKIIUI

6. 3a kakoe mpecTyruieHue B 00JacTH HHHOPMAITMOHHOM 0€3011aCHOCTH Y TOJOBHBIM KOJIEKC
P® npenycmarpusaer CAMOE CYPOBOE HAKA3AHME, numenue cBo00bI Ha CPOK 110
ceMHU JeT?
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- HapyILIEHWE TpaBuJil SKCIuTyaraiuu OBM
- HEMPABOMEPHBIH TOCTYI K KOMIBIOTEPHON HH(pOpMaIiu
+ co3gaHue, UCIOJIb30BaHNE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIPOrpaMM

7. K kakomy Ki1accy OTHOCSATCS CTaHJAPThI, PErJIaMEHTHPYIOIINE Pa3InYHbIC aCTIEKTHI
peanu3aliy U UCTIOJIb30BaHMsI CPECTB U METOIOB 3aIIUTHI?

- OLICHOYHBIE

+ cneundukanuu

8. K kakomy KilacCy OTHOCSTCSI CTaHIAPThI, MPeAHA3HAYCHHBIC JITsl OIEHKU U KiIaccu(uKaum
WH(OPMAITMOHHBIX CHUCTEM U CPEJICTB 3aIUTHI 110 TpeOOBaHUSIM Oe30macHOCTH?

+ OLIEHOYHEIE

- crienuuKaIuu

9. Kakoii u3 nepeunciaeHHbIX cTanaapToB PO, sBisieTcst Hanbosee MOJHBIM Ha TaHHBIA MOMEHT
1 Ha3bIBaeTcs Takxke «OO0mme KpUTeprH OLIEHKH 0€30MaCHOCTH HH(POPMAIIMOHHBIX
TEXHOJIOTHUI»?

- 'OCT P 50922-96 3amuTa nnpopmarnyuu. OCHOBHbIE TEPMUHBI U OTIPEICICHUSI.

-T'OCT P 51275-99 3amura nadopmarnuu. O0beKT HHPOpMaTH3ATII

+T'OCT P UCO/MDK 15408 MeToibl U cpenicTBa o0ecrieueHns 0€30MacHOCTH

10. Kakue 13 nepeyrciaeHHbIX CTaHAapTOB sABIs0TCS Poccuiickumu?
+T'OCT P 50922-96

+ P 50.1.053-2005

+I'OCT P UCO/MDBK 15408

- BS 7799-1:2005

- «OpaHxeBasi KHUTa

11. Kakas MexayHapoHas OpraHu3aIis 3aHUMaeTCs pa3paboTKON CTaHIapPTOB
nH(OPMAIIMOHHOH 0e30macHOCTH?

-T'OCT

- AES

+1S0

-BS

12. Ko sBnsercs pazpaborurkom ctangapra BS 7799-1:2005 «[IpakTuueckue npasuia
yrpasieHus: UHOOPMAITMOHHON 0€301MacHOCThIO»?

- Poccus

- CIIA

+ BenukoOpurtanus

- MexxayHapoiHasi OpraHu3alns o CTaHAapTU3aLuu

13. Ko sBmsiercs pazpadorurkom ctanaapra ISO/IEC 17799:2005 — «MabopmanionHbIe
TexHosoruu — Texnonoruu 6e3onacHoctu — [IpakTuyeckue npaBuia MEHEKMEHTA
nH(pOpMaIMOHHOM 6€30MacHOCTHY?

- Poccus

- BenmukoOpuranms

+ MexayHapoiHasi OpraHu3alus M0 CTaHJapTU3aLUuN
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14. Kax o¢duimanbHO Ha3bIBAETCS CTAHAAPT, OOBIYHO YIOMUHAEMBIH Kak «OpaHxkeBas KHUTa»?
- Kputepun 6e3omacHocTi HHOOPMAITMOHHBIX CUCTEM

+ Kpurepun o1ieHKM JOBEPEHHBIX KOMIIBIOTEPHBIX CUCTEM

- Kputepun onieHkH HHPOPMALMOHHBIX CHCTEM

15. BriGepu BepHBIC OTBETHI:

+ OpanrkeBasi KHUT'a SIBJISETCS PAPOJUTEIEM MHOTHUX HAllMOHAJIBHBIX CTaHIapTOB
6e3omacuoctu M1IC

+ OpanrkeBasi KHUT'a OLICHUBAeET cTeneHb 1oBepust kK MIC B 3aBucuMocTH oT ucnonb3dyeMoil B 1IC
MOJIEJIN YIIPABJICHUS TOCTYIIOM

+ OpamnxeBas kHura pazpadorana B CILIA

- OpanxeBasi KHUTA SIBJISIETCS BpUTaHCKUM CTaHIapTOM

16. Kaxkoit kimacc 6€30macHOCTH KOMIIBIOTEPHBIX cucTeM 1Mo «OpaHKeBOW KHUTE» 00eCIeunBacT
HAUWBOJIBIIEE IOBEPUE (o6ecnieunBaet nyumnyro 3amuieHHocTs UC)?

+ ypoBeHb A

- YypoBeHb B

- ypoBeHb C

- ypoBeHs D

- ypoBeHb E

17. Kaxkoit kimacc 6€301macHOCTH KOMIIBIOTEPHBIX cucTeM 1Mo «OpaHKeBOW KHUTE» 00eCIeunBaeT
HAVMEHBIIN JIOBEPUE (o6ecneunBaeT Xyauyo 3amuiieHocTs MC)?

- YpOBEHb A

- ypoBeHb B

- ypoBeHb C

+ yposens D

- ypoBeHb E

18. Kaxk Ha3zwiBaetcs ypoBeHb C corimacHo «OpaH)XeBOM KHUATE)»?
- HEYJIOBJICTBOPUTEIIbHBIM YPOBEHb O€30MIaCHOCTH

- IPUHYIUTEIHFHOE YIPAaBICHUE JOCTYITOM

+ IIPOU3BOJIBHOE YIIPABIECHHUE JOCTYIIOM

19. Kak Ha3biBaeTcs ypoBeHb A coriacHo «OpaHKeBOH KHUTe»?
+ Bepuduimpyemasi 6€30mMacHOCTb

- HEYJIOBJICTBOPUTEIIBbHBIM YPOBEHb O€30MIaCHOCTH

- IPUHYIUTEIBHOE YIIPABIECHUE JOCTYIIOM

20. Kak Ha3zwiBaeTcst ypoBeHb D cornacHo «OpaHkeBol KHUTE»?
- Bepuuuupyemas 6€301mMacHOCTh

+ HEYZOBJIETBOPUTEIBHBIA YPOBEHb O€30MACHOCTH

- IPOU3BOJILHOE YIIPABICHUE TOCTYIIOM

3. Tadauna popM TeCTOBBIX 3aaHUI

Bcero T3 U3 nux konmuectso T3 B popme

3aKPbITBHIX | OTKPBITBIX | Ha COOTBETCTBUE Ha MOPSAAOK
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mT. % mT. % mT. % mwT. %

100% 100 - - -

4. Ta0JHIa OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie oTBeTHI OTMEUEHBI 3HAKOM « + », HEBEPHBIE OTMEUYCHBI 3HAKOM « - ».

TECTOBOE 3AJIAHUE Ne3 o temawm 3.1. u 3.2. (AyauTopHasi camoCTosiTeIbHas paboTa).

1. Cnenu¢pukanus banka recroBbix 3aganmii o remam 3.1. u 3.2.

2. Conepxxanune banka TecTOBBIX 3aJaHUI
WNHcTpyKius: BRIOEpH NPaBMIIbHBIN(E) OTBET(BI).

1. K ypoBHio oOecrieueHuss HHPOPMANMOHHON OE30MACHOCTH TPEANPUATHS OTHOCHTCS
[TonuTrka nHpOPMAIMOHHON 6€30MacHOCTH?

+ aIMUHUCTPATUBHBIN

- IPOTPaMMHO-TEXHUYECKU I

- HOpPMAaTUBHO-TIPABOBOM

2. Uto u3 mepeuncieHHOro MOXKHO cuuTaTh 3¢dekTuBHON [lomuTnkoi WHGOPMAITMOHHON
0€30IaCHOCTH MPEANPUATHS?

+ COBOKYITHOCTh HOPMATHBHBIX JJOKYMEHTOB, HHCTPYKIIUH, PETIIAMEHTOB, TIPOIICYpP U T.II. B

obnactu nH(POPMATMOHHON OE30TTACHOCTH

- KOMIUIEKT UHCTPYKLMH JJ1s TIOJIb30BaTENICH

- IaKeT IOKYMEHTOB Ha TeMy UH(POPMALIMOHHOM 0e301acHOCTH

3. Kakum cnocobom uyume co3gaBath d¢¢dexktuBHyo Ilomutuky HHPOPMALMOHHON
0e30macHOCTH?

+ pa3zpaboTaTh CaMOCTOSITEIHHO

- B35ITh FOTOBYIO B ceTu MIHTepHeT

- Ucnoab30BatTh cooTBercTBYIOMMUNA ['OCT

4. Kax nHazweBaercs pasnen [lomutuku wHPOPMAIMOHHOW OE30MACHOCTH, MOATBEPKIAFOIINN
3aMHTEPECOBAHHOCTD BBICIIIETO PYKOBOJACTBA OpraHU3aIlMu MpobjaeMaMu WH(POPMaIMOHHON
Oe3omacHoCTH?

+ BBOJIHBIN pa3aen

- pazzen ynpaBlieHUs

- IOPUIUYECKUI pa3nien

- pa3aen (GpU3NIecKoi 3alIuThl

5. Kak HazpBaercs pasznen Ilomutuku wuHMOpMAMOHHONH O€30MaCHOCTH, OIMMCHIBAIOLIHIA
MOJIXO/ K YIIPaBJICHUIO KOMIIBIOTEPAMU M CETSAMHU Nepefauyl JaHHbIX?

- BBOJHBIN pa3zien

+ pasaen ynpaBJICHUS

- FOPUAMYECKUH pas3zael

- paznen GU3NIECKOM 3alTUThI
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6. Kak naswBaercs pazmen [lomutuku mHGOpPMAIMOHHONW 0E€30MaCHOCTH, TOITBEPKIAIONTUN
COOTBETCTBHE MOJUTHKN HH(OPMAIIHOHHON 0€30IaCHOCTH TEKYIIEMY 3aKOHOIaTeIbCTBY?

- BBOJHBIN pazzen

- pa3zen yrnpaBiIeHUS

+ IOPUANYECKHI pa3aesn

- pa3aen (GU3NIecKoi 3aIuThl

7. B xakowm pazzene [Tonutuku nH(pOpMAIIMOHHON 0€30MaCHOCTH MOTYT OBITH OIUCAHBI TUIIBI
MTOMENICHUH OpraHU3alMKi U HEOOXOIMMBIE JIJIsI HUX MEPhI 0€30MaCHOCTH?

- BBOJHBIN pa3zen

- pa3zien ynpaBJeHHs

- FOPUAMYECKUH pas3zel

+ paznen pu3nUecKo 3aIuThl

8. Uto u3 mepeunciIeHHOro OTHOCUTCS K IPUHITUIIAM YIIPABIICHUSI TIEPCOHATIOM?
+ MUHUMU3AIUS IPUBUIIETUI

+ paznenenue 00s13aHHOCTEN

- paszeneHue NpUBUIIEI Uil

- MAaKCUMM3AIHA 00A3aHHOCTEN

9. BrolaeneHnue mNoNb30BaTENSIM TOJBKO TEX MpaB JOCTYMa, KOTOPbIEe HEOOXOAUMBI UM IS
BBITOJIHEHUS CITyKEeOHBIX 00s13aHHOCTEN, Ha3bIBACTCA — ...

+ MUHUMU3AIMENH IPUBUIIECTUI

- pa3zeneHrueM 00s3aHHOCTEH

- MUHUMHA3ALMER 00513aHHOCTEN

- paszeneHueM IPUBUIIETUI

10. Pacnpenenenue poneil 1 OTBETCTBEHHOCTH, TaK YTOOBI OJMH YEJIOBEK HE MOT HAPYIIHThH
KPUTHYECKH BaXHBIN JIJIS1 OPraHU3aIUK MPOIIECC, HA3bIBACTCS — ...

- MUHUMU3ALUEN TPUBUIIETUI

+ paszneneHueM 00s13aHHOCTEH

- MUHUMM3AIHEN 00s13aHHOCTEH

- pa3aeneHueM NpUBUIIETUIA

11. B kakux cioydasx HEOOXOAMMO JTUKBUIUPOBATH MPaBa JOCTYIIA MOIH30BaATEIs?
+ P YBOJILHEHUU COTPYIHUKA

- IPY HAXOKJCHUH COTPYIHUKA B OTIYCKE

+ OpU CMEHE TOJLKHOCTU COTPYIHUKOM

- [IPH MOJIYYEHUU BHITOBOPA COTPYIHUKOM

12. B xakoii MOMEHT HAaYMHAETCS yIPABIICHUE ITEPCOHATIOM?
- IpU MOA00PE KaHIUATOB HA HOBYIO JOJDKHOCTh

+ IIpH COCTaBJICHUH ONMCAHUSI HOBOM TOKHOCTH

- TIpH pueMe Ha paboTy HOBOTO COTPYIHUKA

- C TIEpBOTO PabOYEro THSI HOBOTO COTPYAHHUKA

13. [Ipn yBOJNBHEHWH COTPYIHHMKA C TOYKH 3peHHs HWH(POPMAIMOHHOW OE30MacHOCTH,
HE00X0IUMO:
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+ OPUHATH BCE MapOIU

+ IpUHATH 000pYIOBaHHE

+ JIMKBUAUPOBATH IIpaBa J0CTYIIa YBOJIEHHOIO

- (hopMaTHPOBATH BCE YCTPOUCTBA XpaHEHHs HH(OPMAIIMU, KOTOPBIMU TOJIB30BAJICS COTPYTHHUK

14. B kakoM MecTe OpraHM3alfH JOJDKHA HAXOMUTHCS CEpBEpHAs KOMHATA C TOYKH 3PCHHUS
nH(popMaIrnoHHOM O6e30macHOCTH?

+ BIIaJI OT OCHOBHOTO MOTOKA IMOCETHTENEH

- TOYHO B TeorpauIeckoM IIEHTPE OpraHnu3aluu

- OJIKe K TJIaBHOMY BXOJY B 3/1aHUE

- OKe K KaOWHETY pYKOBOJUTENS OPraHU3alUH

15. Kak HeoOxomuMo 0003HA4YWTh CEPBEPHYIO KOMHATY Ha pa3IMYHBIX YKa3aTelnsix |
HACTEHHBIX KapTax B OpraHU3alMy ¢ TOUYKH 3peHHs HHPOPMALIMOHHOI 0e30macHOCTH?

+ 0003HaYaTh HE CTOUT

- cepBepHas KOMHATa

- ”"H(OPMAIIMOHHBIN IIEHTP

16. Yto wu3 mnepedyucieHHOr0 MOXXHO HCIOJIb30BaTh B KayeCTBE DJEKTPOHHBIX CHUCTEM
OoOHapyXEeHHS 3T0YMBIIIIEHHUKOB?

+ OXpaHHYIO CUTHAJIN3ALUIO

- KOJIOBBIE 3aMKU

+ KaMmephl BUJICOHAOTIOACHUS

- MEXKCETEBBIE DKPAHEI

17. Kakoii Tum 3aMKa MOXET TIO3BOJIATh YCTAHABIUBAThH Pa3IMUHbIe KOMOWHAIIUY JJIsT KaXKIOTO
MOJIH30BATENS M BECTH KYPHAJI COOBITHI PETrUCTPAIMH TOJIb30BaTeeh?

+ 3JIEKTPOHHBIN KOJOBBIN

- MEXAaHUYECKUN KOJIOBEIN

- M000I KOJOBBIN

18. Kakwue Tumbsl JaTYNKOB UCTIONB3YIOTCS IS (PU3MUECKON 3aIUThI CEPBEPHOI KOMHATHI?
+ IOXKapHEbIE

+ OXpaHHbBIE

+ OPOTEYKH BOJIBI

- 00pbIBa KaOemst TUTaHHS

19. Kakwue OBIBAIOT THIIBI TOKAPHBIX JATYUKOB?
+ IBIMOBEIE

+ TeroBbIE

- KOHTAKTHbIE

- EMKOCTHBIE

20. Yro M3 mepevurcIeHHOr0 OTHOCUTCS K OXPAHHON CUTHATH3AINH?
+ €MKOCTHBIC TaTYUKH

+ JATYMKH OBIDKEHUS

+ uHpakpacHbie (Ja3epHbIC) TaTYNKH

+ BUOpaIMOHHBIC JATYNKH
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- IIMOBBIC JaTYNKH

21. UYto M3 MepeuncICHHOTO OTHOCUTCS K TIOYKaPHOUW CUTHATU3AINH?
- @MKOCTHBIC JaTUYUKH

+ TEIIOBBIC JATYUKH

- TATYUKH MPOTECUKU

- BUOpalOHHBIEC JATYUKH

+ IBIMOBBIC TATYUKHU

22. UYrto U3 nepeyrcieHHOr0 OTHOCUTCS K CPEJICTBAM 3alUThI KaOelIbHOM CUCTEMBI CeTH?
- OXpaHHbIC JaTYNKU

+ Kabenb-KaHaJbl

+ TrepMeTHYHbIEC TOJIUITHIICHOBEIE PyKaBa

- KaMepbl HAOJIIOICHUS

23. Kakyio cucreMy TMOXApOTYIICHHUS] MPEANOYTHTEIbHEE WCIOIb30BaTh B CEPBEPHBIX
KOMHarax”?

- ICHHYIO

+ ra3oByIo

- IOPOLIKOBYIO

24. Kaxoii BapuaHT HacTpoiiku 3aumTsl B BIOS nocraTtouen ans 3amyThl KOMIbIOTEpa OT
HECaHKIIHOHUPOBAHHOTO JOCTYyIa?

- maposib Ha Bxo B BIOS

- TapoJIb HAa BXOJ] B CHCTEMY

+ 00a mapos

25. Uro npeacrasnsger coboit komHata UT-6e3omacHoctu?

+ MoxynpHas KOHCTPYKIHS THIIA TOMEIIEHHE B TIOMEIICHUH

- KabMHeT 00y4eHHs HHPOPMALIMOHHOMN 0€301MacHOCTH

- IOMEIIeHNE, B KOTOPOM 00ecreyeHa 3aIuTa OT MPOCTyIIHBAHUS

3. Tabauua ¢gopM TeCTOBBIX 3aJaHUIT

Bceero T3 W3 anx xomaectBo T3 B popme
3aKPbITHIX OTKPBITBIX Ha COOTBETCTBHE Ha NMOPSI0K
wt. % wt. % wrt. % mT. %
100% 100 - - -

4. Ta0JHIa OTBETOB K TECTOBBIM 3aJaHUSIM

BepHLIC OTBETHI OTMEUYEHBI 3HAKOM « 1 », HCBCPHBIC OTMCUCHBI 3BHAKOM « - ».

TECTOBOE 3AJIAHUE N4 o teme 4.1. (AynutopHasi camocTosiTelbHas pabora).

1. Cnenudpukanus banka TecroBbIx 3aganmii o teme 4.1.

2. Conepxxanne banka TeCTOBBIX 3aJaHUI
WHcTpyKIius: BRIOEpH NPaBMIIBHBIN(E) OTBET(BI).
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1. Jlumo wim mporecc, JecTBUE KOTOPOTO PETIIAMEHTHPYIOTCS TIPABUIIAMH pa3TrpaHUUCHUS
AOCTYIIa, HA3bIBACTCA ...

+ cyOBEKTOM

- 00bEKTOM

- KITMCHTOM

- [1I0JIb30BAaTCJIEM

2. Enununa uHGOPMALMOHHOTO pecypca aBTOMATU3UPOBAHHOM CUCTEMBI, IOCTYI K KOTOPOU
perIaMeHTHpYyeTCs TPaBUIIAMH Pa3rPaHUYCHUS] TOCTYIIA, Ha3bIBACTCH ...

- CyOBEeKTOM

+ 00BEKTOM

- KIINEHTOM

- (haitom

3. Kak eme Ha3pIBaeTCsl MaHIATHOE YIIPABICHUE TOCTYIIOM?
+ NPUHYIUTEIIBHOE

- MPOU3BOJILHOE

- poJieBoe

- U30MpaTenbHOe

4. Kak ermie Ha3bIBa€TCS MPOU3BOIHLHOE YIIPABICHHUE TOCTYIIOM?
- MAH/IATHOE

+ OJUCKPELMOHHOE

+ u3buparenpHoe

5. B kaxoit Mmosienu ynpaBieHUs TOCTYIIOM IPUMEHSIOTCS. CIUCKHU WJIM MAaTPUIIbI 10CTyma?
- MaHJIaTHOU

+ IUCKPELIMOHHOMN

- posieBou

- 000

6. B kakoif Mogenu ympaBieHHs JOCTYIIOM MIPUMEHSFOTCS METKH 0€301acHOCTH
(koH(bUICHIINATEHOCTH)?

+ MaHJAaTHOU

- TUCKPELMOHHOMN

- poJIeBOU

- moOou

7. Uto onuchIBaeT MeTKa 0€30MaCHOCTH CyOBEKTa B IPUHYIUTEITHHON MOJICIH YITpaBICHUS
JOCTYIoOM?

+ ero 0JaroHaaeXKHOCTh

- CTCIICHb €10 KOH(bI/I,Z[eHI_II/Ia.HBHOCTI/I

- €r0 MpaBa JIOCTyIa

- €r0 PoJb

8. Kro ycraHapiIMBaeT mpasa J0CTyHa K KOHKpeTHOMy obbexty B JJUCKPEITMOHHOM
MOJIETIH YIIPABJICHUS TOCTYIOM?
- 1100011 1MoJIb30BaTENh
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- TOJILKO CUCTEMHBIN aJIMHHHCTPATOP
+ BiIageier; 00beKTa
- caMa cucreMa

9. Kro ycTaHaBIHBaeT paBa JOCTYIIA K KOHKpeTHOMy 00bekTy B MAHIATHOM mozxenu
YIpaBIEHUS JOCTYIIOM?

- 11000¥ MOJIb30BaTENb

- TOJIBKO CUCTEMHBIN aJIMUHUCTPATOP

- BiIazener o0beKTa

+ caMma cucremMa

10. Komy, coryiacHO AMCKPEIIMOHHON MOJIENH YIPABJICHUS JOCTYIIOM, CYOBEKT C ONpeIeTICHHBIM
IPaBOM JOCTYIa MOXKET MepeaTh 3TO MPaBo?

- HU KOMY

- TOJIbKO CHCTEMHOMY aJIMHHUCTPATOPY

+ moboMy Ipyromy cyOBeKTy

11. B xakoii Moienu ynpaBieHus JOCTYIIOM MOJb30BaTellb CaM YCTAaHABIMBAET MpPaBa JOCTYIIA K
00BbEKTaM, YbIMH BJIaJENbIEM ABIACTCS?

+ IUCKPELIMOHHOMN

- MaHIaTHOU

- poJieBOU

- mro0OoH

12. 3akpeITas cuctemMa IUCKPELHMOHHOIO YIIPaBICHHs TOCTYIIOM MOAPa3yMEBAET, YTO
W3HAYaNbHO ...

+ 00BEKT HEe JOCTYIIEH HUKOMY, U B CIHCKE MPaB JOCTYyIa OMUCHIBAETCS CIIUCOK pa3pelieHnui

- 00BEKT TOCTYIIEH BCEM, U B CITUCKE MPaB IOCTYIIa OMUCHIBACTCS CIUCOK OTPaHUYCHUN

13. OtkpsITas cuctemMa JUCKPEIMOHHOTO YIIPABIICHUS TOCTYIIOM M0/Ipa3yMeBaeT, YTO
W3HAYaANIBHO ...

- 00BEKT HE JOCTYIIEH HUKOMY, U B CIIMCKE MPaB JOCTYIA OMUCHIBACTCS CIIMCOK Pa3peIieHuit

+ 00BEKT JOCTYIIEH BCEM, M B CIIUCKE MPaB JIOCTYIA ONUCHIBAETCS CIUCOK OTPAaHUYEHUN

14. OcHOBHBIMH NIPEUMYILECTBAMU IPOU3BOJILHOTO YIIPABIECHHS TOCTYIIOM SBJISIOTCH ...
+ IpoCcTOTa peaan3alnu

- IPOCTOTa aIMMHUCTPUPOBAHUS

- BBICOKAs! CTETNIEHb 0€3011acHOCTH

+ rubkocTh

15. OCHOBHBIM MPEUMYIIECTBOM MPUHYIUTEIHHOTO YIIPABICHUS JTOCTYIIOM SIBJISICTCS ...
- IPOCTOTA peaTu3aluu

- IPOCTOTA A IMUHUCTPUPOBAHHUS

+ BBICOKAs CTENEHb 0€30IMaCHOCTH

- TUOKOCTb

16. Kakast Mojesb yrpaBieHHs JOCTYIIOM IPUMEHSIETCS B ONEPallMOHHBIX cructemax Microsoft
Windows?
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- MaHJaTHas
+ IUCKPELUOHHAsA
- poseBas

17. B manmatHON MOJeIM OOBEKTY MPUCBOCHA METKa 0€30MaCHOCTH «KOH(HICHIINAIBHOY,
kareropus «oyxranrepus». Kakue CYBbEKTBI MoryT nuMeTs 10CTyN K JaHHOMY OOBEKTY?

+ CeKpeTHo, Oyxranrep

+ KOH}UAEHIIATBHO, OyXTranTep

- COBEPIIEHHO CEKPETHO, MHKEHEP

- 1100bIe CyOBEKTHI

18. B manmatHoO# Moaenu 00BEKTY MPUCBOCHA METKA 0€30MaCHOCTH «HECEKPETHOY, KAaTeTOpHs
«kanpe». Kakoit CYBBEKT Oyaer umets 10CTyn K JaHHOMY OOBEKTY?

- TOJILKO CEKPETHO, KaJpbl

- TOJIBKO CEKPETHO, OyXTranTep

- TOJIBKO HECEKPETHO, MHXKEHEP

+ Bce CyOBEKTHI

19. B manmatHON MOJeH CYOBEKT HUMEET YPOBEHb JIOCTYIIA «CEKPETHO», KAaTETOPHS
«oyxranrep». Kakue OB bEKTBI 6yayT emy noctynHbi?

- COBEPIIEHHO CEKPETHO, OyXranrepus

+ cexpeTHo, OyxXranTepus

+ KOHUIEHITHATBHO, OyXTanTepus

+ HECEKPETHO, KaJphl

- CEKpETHO, KaJpbl

20. YT0 U3 mepeuncIieHHOr0 TOHUMAEeTe TI0]] TEePMUHOM MTPOTOKOIMPOBaHUE?

- aHAJIM3 HAKOIJICHHOM nH(popManuu

+ cOop 1 HaKoMIeHHEe HHPOPMAILTUH O COObIMUSX, TIPOUCXOIAIINX B HH(OOPMAITMOHHONW CUCTEME
- IpOIIecC 3aUCH HH(POPMALIUU O TPOUCXOIAIINX ¢ KAKUM-TO OOBEKTOM COOBITHUSAX B KypHAJ

21. YT0 U3 mepeunciIeHHOro MOHUMAeTe 0] TEPMUHOM XypHaJIUpoBaHue?

- QaHAJIM3 HAKOIUIEHHON MH(pOpMaIH

- cO0Op M HaKOIUIEHHE MH(OPMAIH O COObIMUSAX, IPOUCXOAALINX B MH()OPMAIIMOHHON cHCcTEMe
+ mporiecc 3anmucu HHPOPMaIUHA O TPOUCXOJISIINX C KAKUM-TO 00OBEKTOM COOBITHSIX B JKypHAI

22. UTo 13 MepeuncIeHHOTO TOHMMAETE 10T TEPMUHOM ayIUT?

+ aHaTM3 HaKOIJICHHOM nH(popManuu

- ¢00p ¥ HaKoIUIeHHE HH(POPMAITUU O cOOBIMUSAX, TIPOUCKOIAIIUX B MHHOPMAIIMOHHON CHCTEME
- IpoIIecC 3aucH HH(POPMALIUK O TPOUCXOIAIINX ¢ KAKUM-TO OOBEKTOM COOBITHUSAX B KypHAJ

23. Kakue 3a/1a41 MOKHO pelaTh MpH MOMOIIU MPOTOKOJUPOBAHUS U ayanuTa?
+ obecnieueHne MOAOTYETHOCTH MOIb30BaTEIeH

+ o0ecrnieyeHre NOJOTYETHOCTU aIMUHICTPATOPOB

+ BO3MOXHOCTh PEKOHCTPYKIIUH TTOCIIE0BATEILHOCTH COOBITHI

+ oOHapy’KeHHe MONBITOK HAapyIIEeHHH HHPOPMALIMOHHOM 0€301macHOCTH

- obecrnieueHre ayTeHTU(PUKaIuu
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24. OmneparuBHbiii aynut ¢ ABTOMATHUYECKHWM pearupoBanueM Ha BBISBICHHBIC
HEILITaTHbIE CUTYAIlMU, HA3bIBACTCA ...

+ aKTUBHBIM

- ONepaTUBHBIM

- aBTOMATHYECKUM

25. B akTuBHOM ayauTe K ommOKaM IEePBOTO pojia OTHOCUTCS?
+ IpOIyCK aTaku
- TO’)KHOE cpabaThIBaHKE

26. B akTuBHOM ayauTe K OmmOKaM BTOPOTO POJia OTHOCHUTCS?
- TIPOITYCK aTaKu
+ o’kHOE cpabaThIBaHNE

27. JleiicTBUSI, BHIIOJTHSEMBIE B pAMKaX UMEIOIINXCS MOJTHOMOYUMA, HO HapyIIAIOIIKe MOJUTUKY
0€30I1aCHOCTH, HA3BIBAIOTCA — ...

- IPUCBOECHUEM MOJTHOMOYHI

+ 3110ynoTpedIeHneM TTOTHOMOYHSIMHU

- HApYLIEHUEM TTOJTHOMOYHI

28. Kakwue u3 nepeuncieHHbIX (ailIoBBIX CHCTEM OTHOCSTCS K KYPHAUTUPYEMBIM?
+ NFS+

+ NTFS

- FAT32

+ ext3fs

- ext2fs

29. TIpouecc coodiieHus: CyObEeKTOM CBOETO HMEHH UM HOMEPA, C IENbI0 OTIIMYUTH TaHHBIHA
CyOBEKT OT APYTHX CYOBEKTOB, HA3bIBACTCA — ...

- aBTOpU3aLMEHh

- ayTeHTU(DHUKanuen

+ uneHTHUQUKaIUEH

30. IIpenocTaBieHne CyOBEKTY HEKOTOPBIX MPaB M MPOBEPKA WX HATMYHS, HA3BIBACTCS — ...
+ aBTOpHU3aLUECH

- ayTeHTH(pHUKaen

- uaeHTUPUKauen

31. Ilpouemypa MpOBEPKH COOTBETCTBUS CYyOBEKTa M TOTO, 32 KOTO OH IBITAETCS Ce0s BBIIATH, C
MIOMOIIBI0 HEKOW YHUKAJIbHON MH(OpMAINH, HA3bIBACTCS — ...

- aBTOpU3aIUEh

+ ayreHTH(UKaLKEH

- uneHTuPUKauen

32. UTo u3 mepeunciIeHHOTO MOXKET OBITh «JIByXCTOPOHHUM?
- aBTOpU3AIIHS

+ ayreHTuduKanus

- UACHTUPUKAIUS
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33. K kakomy Buay ayTeHTU(UKAUOHHBIX CYIIHOCTEH OTHOCSATCS Maposn?
- HEUYTO, YEeM BIIJICET CyOBEKT

+ HEeUTo, 4TO 3HAET CYOBEKT

- HEYTO, YTO SBJISIETCS YaCThIO CYyOBEKTa

34. K kakomy BUAY ayTeHTH(DUKAITMOHHBIX CyIHOCTEH oTHOCcUTCsS USB-Kkirou?
+ HEeuTo, 4eM BIaJIeeT CyObEKT

- HEUTO, YTO 3HAET CyOBEKT

- HEYTO, UTO SIBJIICTCS YaCThIO CYObEKTa

35. K kakomy Buay ayTeHTU(UKAUOHHBIX CYIIHOCTEH OTHOCSATCS OTIIEYATKH MablieB?
- HEYTO, YEM BJIAJICET CyOBEKT

- HEYTO, YTO 3HAET CYOBEKT

+ HeuTo, 4TO ABJISAETCS YaCThIO CyObEKTa

36. K kakomy Buy ayTeHTU(HUKAITMOHHBIX CYITHOCTEH OTHOCUTCS ceTyaTKa rra3a’?
- HEYTO, YeM BIIAJICET CyOBEKT

- HEUTO, YTO 3HAET CyOBEKT

+ HEYTO, UTO SIBJIIETCS YaCThIO CYObEeKTa

37. Yro u3 nepeuncinennoro ornocurcs kK ®U3NOJIOI'MYECKUM Ouomerpudeckum
XapakTepucTuKam?

- TOJIOC

+ OTII€YaTKH HaJIbIIEB

- IOYEepK CyObeKTa

+ ceTyaTKa riasa

+ (hopma KHCTH PYKH

38. Uto u3 nepeuncnennoro ornocurcs k [IOBEJIEHUECKNM 6uomerpuieckum
XapakTepucTuKam?

+ ronoc

- OTIEYaTKH NaJIbIIEB

+ mouepk cyObeKTa

- ceTyaTKa riasa

- (hopMa KUCTU PYKH

39. BeiOepu aBa BEpHBIX YTBEPIKICHHUS.

+ BBOJ] MapoJIsi MOKHO TIOACMOTPETh

+ r7IaBHOE IOCTOMHCTBO MapOJIbHOM ayTeHTHU(HUKAIIMH — IPOCTOTA U IPUBBIYHOCTh
- MapoJIb HEBO3MOXKHO MOA00paTh

- IapoJIbHAs ayTeHTU(UKAIUA 0071a/1aeT OYeHb BBICOKOW Ha/Ie’KHOCTHIO

40. YTo U3 nepeyrcIeHHOr0 MPUMEHSETCS AJIs TOBBIIICHHS HAISKHOCTHU MapOJILHON
ayTeHTH(UKAIIH?

- MCIIOJIb30BAHUE €IMHOTO TapOJIs ISl BCEX CEPBUCOB

+ UCTOB30BaHUE OAHOPA3OBBIX MMAPOJICH

+ orpaHMYCHUE YHCIIa HEYAaUHbIX MOMBITOK BBOIA
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+ mepuonuveckasi CMeHa nmapoJieit

41. Kakue u3 npuBeneHHbIX mpuMepoB naposeit MOXXHO cuurtath HageKHBIME?
+ g1f2h3j4k5m6

- c1%d

- Ian MBaHOBUY

+ y&T7h2*sv

42. Tlouemy maposb tuma «C1$d» cunrtaercst HE nagexusim?
+ CIMIIKOM KOPOTKUU

- UCTIONB3YIOTCS U PHI

- HE UCTIOJB3YIOTCSI CHMBOJIBI KUPUJUTUALIBI

43. Tlouemy napons tuna «MBan MBanoBuuy» cunraercst HE Hage:xxapimM?
- CJIMIIKOM KOPOTKHUH

+ HE UCTIONB3YIOTCS HUPPHI

+ He UCTOJIB3YIOTCS CIIELICHMBOJIBI

+ UCTONB3yeTCsl OCMBICIIEHHBI HA0Op CUMBOJIOB

44. Kakue u3 npuseaeHHbIX npumepoB naposieii HEJIB3S cuntars HanexHbIMU?
+ 1234567890

- g1f2h3j4k5m6

- y&T7h2*sv

+ Password

45. Kakoit MmeTos napoiapHON ayTeHTU(UKauu 0oJiee HaaeKeH?
+ Ha OCHOBE OJHOPA30BbIX MAPOIEH
- Ha OCHOBE MHOT'OPA30BbIX MapoJei

46. Unentudukanus, ayreHTudukanus. Beidoepu BepHblii oTBeT. UTO npencTaBiseT coboit
mporpamMMHBIi mpoaykT Kerberos?

+ cepBep ayTeHTUDHUKALIIH

- cepBep uAeHTU(DUKAIUS

- IICHTp aBTOPHU3AIMU

47. TIpoucxXomuT JI TIPU UCTIOJIb30BAaHUH MPOrpaMMHOTO mpoaykra Kerberos nepenaua naposneit
o cetn?
+ HET

- 1a

48. YTo u3 MepevrcIeHHOr0 OTHOCUTCS K CPEeICTBAM HUACHTU(DUKAIIIH?
+ I tpux-kox

+ RFID

+ buomerpus

- [Taposib

49. Yo u3 mepevrcI€HHOr0 OTHOCUTCS K CPEACTBAM ayTeHTH(UKAIIH?
- tpux-xkon



- RFID
+ buomerpus
+ [Taposib

3. Tadauua ¢gopM TeCTOBBIX 3aJaHUIT
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Bceero T3 W13 aux xomaectBo T3 B popme
3aKPBITHIX OTKPBITBIX HAa COOTBETCTBHE Ha NOPsII0K
mrt. % mrt. % mrt. % wr. %
100% 100 - - -

4. Ta0JaM1Ia 0TBETOB K TECTOBLIM 3aJJaHUAM
BepHblie oTBeTHI OTMEUEHBI 3HAKOM « + », HEBEPHBIE OTMEYEHBI 3HAKOM « - ».

TECTOBOE 3AJIAHHUE Ne5 o teme 4.2. (AyauTopHas caMocCTosITeTIbHas padoTa).

1. Cnenu¢purkanus banka TecToBbIX 3a7aHuii o Teme 4.2.

2. Conepxkanne banka TeCTOBBIX 3aJaHUI
Wnctpykuus: BbiOepy NpaBUiIbHBIN(€) OTBET(BI).

1. HUccnenoanue Bo3moxxHoctu Aemudposanns nuapopmanuu bE3 3SHAHU A KJIFOUEH,
Ha3bIBACTCA ...

+ KpUITOAHAJIU30M

- KPUIITOJIOTUEH

- KPUIITOCTOMKOCTBIO

2. Kaxkoe mousiTue BKIIOYaeT B cedst npyrue nsa?
- KpUIITOAHAJIN3

- KpunTorpagus

+ KPHUIITOJIOTHS

3. Ilpomuecc u3Bnedyenus: orkpoitoro Tekcra bE3 SHAHWSA kpunrorpadudeckoro kitoua Ha
OCHOBE M3BECTHOTO MIM(PPOBAHHOTO TEKCTA, HA3BIBACTCH ...

- pactdpoBaHUEM

- KPUIITOJIOTUEN

+ gemmdpoBaHueM

4. Tlpouecc u3BIEUEHUSI OTKPBHITOIO TEKCTA U3 3alIM(POBAHHOTO C HCIIOJIB30BAaHUEM
KPHUINITOrpauIecKoro Kiroya, Ha3bIBaeTCs ...

+ pacmmdpoBanuem

- KPUIITOJIOTUEH

- nemuppoBaHUEM

5. Kakoit merox nmdposanus ucnonszoBan Kommii Lezaps?
- MU (poBaHNE raMMUPOBAHUEM

+ mmdpoBanue 3aMeHOM

- mudpoBaHUE NTEPECTAHOBKON
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6. Cawmplii qpeBHUN MU POBAHHBIA TEKCT, HAMIEHHBIN B MeconmoTaMuu, COAEPKUT
UHPOPMALIHUIO ...

- 0 perieniTe Oaab3aMUpPOBaHM Tena (papaoHa

- 0 perernte OeccMepTHs

+ 0 peuenTe ria3ypu A TOHYAPHBIX U3IEIUN

7. B NlpeBneit I'penuu o ceeaeHusiM [lmyrapxa ucnonb3oBanoch mudpyroIiee yCTporucTBo —
CKHTaJb, KOTOPOE MPEACTABIISIO COOOI ...

- KOHYC

+ HUINHAP

- map

8. Kpunrorpadudeckue MeTobl, HCTIOIB3YIOIIHUE U IS U POBAHUS, U JIJIs1 ACTIU(PPOBAHUS
OJIUH 1 TOT XE KJIKOY, Ha3biBaroTcs ...

- METOJIaMU aCUMMETPUYHOTO U(POBAHUS

+ MeTOJIaMy CUMMETPUYHOTO MTU(POBAHUS

9. IIpu cummerpuyHOM MK(POBAHUH COOOIIEHHE MU(PYETCs TP MOMOIIH ...
- IBYX KJIIOYEH

+ 3aKpBITOrO KJIr04a

+ OJHOTO M TOT'O K€ KJIF04Ya

- OTKPBITOTO KITF0Ya

10. K xakuM mMeToaM OTHOCUTCS H(poBaHue 1o Tadnuie Bikenepa?
- ACCUMETPUYHBIM

+ CUMMETPHUYHBIM

- U TEM U IpyTUM

11. Yro U3 mepeuncaeHHOTO OTHOCUTCS K METO/IaM CUMMETPUYHOTO T GPOBaAHUS?
+ mmgppoBaHUe raMMUPOBAHUEM

+ mudpoBanue 3ameHOI

+ mmdpoBaHue nepecTaHOBKON

- m(poBaHUE C OTKPHITHIM KITFOYOM

12. Kak Ha3piBaeTcs mudpoBaHUE 3aMEHOM, TTPH KOTOPOU MCTIOB3YETCsI HECKOJBKO anaBUTOB?
- MOHO(OHUYECKOE
+ monuandaBuTHOE
- MHOTOKOHTYPHOE

13. Kak Ha3piBaeTcs mudpoBaHUe 3aMEHOMU, IPU KOTOPOH JISi pEAKO BCTPEUAIOIIUXCSl CHMBOJIOB
NPUMEHSIOT OAMH aJI(haBUT, a ISl 4aCTO BCTPEUAIOIIUXCS — HECKOJIBKO?

+ MOHO(OHHYECKOE

- moauangaBUTHOE

- MHOTOKOHTYpPHOE

14. K xakomMy MeTo/y OTHOCUTCS mH(poBanue no Tadnuue Bikenepa?
- mm¢ppoBaHNE TaAMMUPOBAHUEM
+ mudpoBanue 3aMeHOM
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- mudpoBaHUE TTEPECTAaHOBKON

15. TIpaBwmio norudeckoit DKBUBAJIEHTHOCTU raacut: npu CIOXKEHUU ABYX OJMHAKOBBIX
CHMBOJIOB TIOJIYYAEM ...

- JIOTUYECKYIO €IMHUILY

+ JIOTUYECKUH HOJIb

16. [lIudpoBanue ¢ UCIIOIB30BAHUEM B KAYECTBE TaMMBI CIOBOCOYETAHUS
«aBTOMATU3UPOBAHHbBIE MH(GOPMAIIMOHHBIC CUCTEMBI», OTHOCUTCS K TAMMHPOBAHHIO C ...

- 0ECKOHEUYHOI raMMOM

+ KOHEUYHOU JUIMHHOU raMMOH

- KOHEYHOU KOPOTKOM raMMOou

17. llludpoBaHue ¢ UCIIOIB30BAHUEM B KauecTBe raMMbl uucia [1u, oTHocuTes kK
raMMHPOBAHUIO C ...

+ OECKOHEUHOM raMMOM

- KOHEYHOH JUIMHHOM raMMOU

- KOHEYHOU KOPOTKOM raMMou

18. Kpunrorpaduueckre METO b, UCIIONB3YIOIUE U IS IKU(POBAHUS, U AJIS e pOBaHUSL
JIBa Pa3HBIX KIJIFOYa, OINH U3 KOTOPBIX 3aKPBITHIHN, APYTOil OTKPBITHIHN, HA3bIBAIOTCA ...

+ METOaMu aCUMMETPUYHOTO IIU(PPOBAHUS

- METOJIaMH CHMMETPHYHOTO MH(PPOBAHUS

19. Tlpu acummerpuunom HIMOPOBAHWU coobmenune mmdpyeTcs: Tpu MOMOIITH ...
- 3aKPBITOTO KITI0Ya

- OJIHOTO ¥ TOT'O K€ KJIoua

+ OTKpPBITOI'O KJIH04Ya

20. ITpu acummerpuyrom [IIMOPOBAHUNU coobmienue pacimdpoBbIBaCTCS MPH MOMOIIIH ...
- 6e3 KkiIoueit

+ 3aKpBITOrO KJIH04a

- OTKPBITOrO KJIF0Ya

21. YTo u3 mepeunciIeHHOr0 OTHOCUTCS K METOIaM aCUMMETPUYHOTO Mu(poBaHus?
- mM(ppoBaHne raMMHPOBAHUEM

- mudpoBaHue 3aMEHOM

+ mmdpoBaHue ¢ OTKPHITHIM KIIHOUOM

22. Kakue Ha3bIBalOTCS MaTeMaTHYecKue (DyHKINH, JIexKalliue B OCHOBE aCCUMETPUYHOTO
mugpoBaHus?

+ OZHOCTOPOHHUE

- ACCUMETPHYHBIC

- OECKOHEUHBIE

23. DnexTponHas udposas noanuck (L) npencrasiser coboii:
- ¢ poBOe N300paKeHHE MOIKUCH aBTOpa
+ 1oCIe10BaTeNbHOCTD U3 HECKOJIBKUX CUMBOJIOB B JIEKTPOHHOM JIOKYMEHTE
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- TIOJIHBII TEKCT B 3alIn(pPOBAaHHOM BHUJE, 10OABICHHBIN K (hailily ¢ 3alIUIaeMbIM TEKCTOM

24. Beibepu BepHOE TIOHATHE JIEKTPOHHOH 1tudpoBoit moanucu (DLIIT):

+ OILII — sto pexBuzut JIEKTPOHHOI'O noxymenTa, npeiHa3HauE€HHBINA 115
YIOCTOBEPEHUS NCTOYHHUKA JAHHBIX U 3AIUTHI JTAHHOTO 3JIEKTPOHHOI'O TOKYMEHTa OT
[NOAAEJIKH

- OUIT — sto pexBuzut BYMAXHOI'O nokymeHTa, npeiHa3Ha4Y€HHBIN I YIOCTOBEPEHUS
MCTOYHUKA JAHHBIX U 3alIUTHl JAHHOT'O 3JIEKTpOoHHOTO fokymeHTa ot [1O/JAEJIKN

- OUIT — sto pexBuzut DJIEKTPOHHOI'O nokymenTa, npeaHa3Havye€HHbIN 7151 YA0CTOBEPEHUS
VCTOYHUKA JAHHBIX U 3alIUTHl JAHHOI'O JIEKTPOHHOT'O TOKYMEHTA OT
HECAHKIIMOHNPOBAHHOI'O UCIIOJIbB3OBAHUA

25. TIpeoOpa3oBanre BXOAHOTO MacCHBa JaHHBIX MMPOU3BOJILHON IJTUHBI B BEIXOAHYIO OUTOBYIO
CTPOKY (PMKCHPOBAHHON JIJTMHBI, HA3BIBACTCA ...

+ X3IIMPOBAHUEM

- OUIT

- KOOUPOBaHUEM

26. DnexTponHas udposas noanuck (ALII) odbecneunBaer:
+ YAOCTOBEpeHNE HCTOYHNKA TOKYMEHTA

+ 3aIIMTy OT U3MEHEHHH JOKYMEHTA

- 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO MCITOIb30BAHMS

+ HEBO3MOXKHOCTh OTKa3a OT aBTOPCTBA

27. Inst cozmanust DLIT ucnonszyercs ...
+ 3aKpBITHINA KITHOY
- OTKPBITBIN KJIIOY

28. ITpu nposepke DI ucnons3yeres ...
- 00a Kimoua

- 3aKPBITBHINA KJIFOY

+ OTKPBITBIA KITIOY

29. Kakue n3 nepeyrciIeHHbIX alrOPUTMOB IU(PPOBAHUS MTPEIHA3HAYCHBI IS CO3J[aHUS X eI~
byHKIUI?

- DES

+ MD5

+ SHA

- AES

30. Kakue u3 nepeynciaeHHbIX alrOpUTMOB HIHM(POBAHUS UCTIONB3YIOTCS JUIS DJIEKTPOHHON
nudposoit noamucu (D1IT)?

- DES

+ RSA

+ DSA

- AES

31. Kakue u3 nepeuncieHHbIX ajlTOPUTMOB OTHOCSITCSI K CAMMETPUYHBIM?
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+ DES
- RSA
+ AES
- MD5

32. Kakue 3 nepeyrciIeHHbIX allTOPUTMOB OTHOCSTCSA K aCHMMETPUYHBIM?
+ RSA

+ DSA

- AES

+ MD5

33. Kakoii 13 mepeynclieHHbIX AJITOPUTMOB YaCTO UCTIONB3yeTcsl B IHTepHeTe [Isl BBIYUCIICHUS
KOHTPOJIbHBIX CyMM?

- DES

+ MD5

- SHA

- AES

34. Kakoii U3 nepeyrciIeHHbIX alTOPUTMOB YaCcTO UCIIOIB3YETCS IS 3alUThl HH(pOpMAIIUHU B
6ecripoBoHbIX ceTsix Wi-Fi?

- MD5

- RSA

+ AES

35. Kakue u3 nepeuncnernsix anroputmon mudposanust HE MOI'YT ucnonp3oBaThes B
Poccuiickux rocynapcTBEHHBIX YUPEKACHUSIX ?

-I'OCT P 34.10-2001

+ MD5

+ SHA

+ IDEA

+ AES

36. Kakue u3 nepeuncineHHbix cpencts mudpoBanust MoxxHO oTHecTH K ATITIAPATHBIM?
- OUIT

+ mmdpoBanpHas MammHa Enigma

- nporpamma 7-Zip

+ CKHUTAaJIb

- AES128

37. CoBpeMeHHBIE CpeIcTBA KPUNTOrpaduyeckoi 3amuThl UHPOPMALIUU MTOAPA3ACISIOTCS Ha
CJIEAYIOUIMX /1Ba BUAA ...

- anmaparHble

+ anmmapaTHO-IPOTrpaMMHEIE

+ IporpaMMHBIE

38. KakoBbI TOCTOMHCTBA ACCUMETPUYHBIX aJlTOPUTMOB HIM(PpoBaHUs?
- KOPOTKHUE KJIFOUM IHU(PPOBAHUS
+ BBICOKAsI KPUIITOCTOUKOCTD
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+ oTCyTCTBHE MPOOIIEMBI TIEpeauy KIIF0Ua BTOPOi CTOpOHE
- BBICOKAsi CKOPOCTh IIU(POBAHUS

3. Tadauna popM TeCTOBBIX 3a1aHUI

Bcero T3 U3 nux konmuecto T3 B popme
3aKPBITHIX OTKPBITBIX HA COOTBETCTBHE HA NOPSI0K
mrt. % mrt. % mrt. % mrt. %
100% 100 - - -

4. Ta0JHIa OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie oTBeTHI OTMEUEHBI 3HAKOM « + », HEBEPHBIE OTMEUYCHBI 3HAKOM « - ».

TECTOBOE 3AJIAHUE N6 o teme 4.3. (AynutopHasi camocTosiTelbHas paboTa).

1. Cnenudukanus banka TectoBbIx 3aganmii o teme 4.3.

2. Conepxkanne banka TeCcTOBBIX 3aJaHUI
WNHcTpyKIius: BRIOEpH NPaBMIIBHBIN(E) OTBET(BI).

1. Kakum enie TepMUHOM 0003HAYAIOT BPEIOHOCHBIC TPOTPAMMBI?
- Virusware
- Freeware
+ Malware

2. YTO U3 MEepeuncIeHHOr0 OTHOCUTCS K BPEAOHOCHBIM IpOorpaMmMam?
+ Backdoor-yrumuTs

- Backup-ytunutst

+ CeteBble YepBU

+ TpostHCKME TPOTPaMMBI

3. Kakue u3 nepeuncieHHbIX BPEIOHOCHBIX IPOrPaMM OTHOCSTCA K BUpycam?
+ Virus.Win9x.CIH

+ Macro.Word97.Thus

- Net-Worm.Win32.Sasser

- Trojan-Spy.Win32.Small.b

4. Kakue u3 nepeyrciIeHHbIX BPEAOHOCHBIX MMPOTPAaMM OTHOCSTCSI K CETEBBIM YepBsM?
- Virus.Win9x.CIH

+ Net-Worm.Win32.Sasser

+ Email-Worm.Win32.Netsky.q

- Backdoor.Win32.Netbus.170

5. Kakue u3 nepeurcieHHbIX BPEIOHOCHBIX ITPOTpaMM OTHOCATCS K TPOSTHCKUM IIporpamMmam?
- Virus.Win9x.CIH

- Email-Worm.Win32.Netsky.q

+ Trojan-Spy.Win32.Small.b

+ Backdoor.Win32.Netbus.170
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6. BriOepu BepHBIC BapHaHTHI OTBETOB:

+ BpEeIOHOCHBIE ITPOrpaMMBbI CIIOCOOHBI 3apa3uTh Gaiinsl Ha flash-kapTe npu e€ uTeHun

- BPEZOHOCHBIE IPOTPaMMBI CITIOCOOHBI 3apa3uTh (aiiIbl Ha ONTHYECKOM JHMCKE TPH €r0 YTCHUH
+ BpPEIOHOCHBIE MTPOrPaMMBbI CIIOCOOHBI CTEPETh HHPOPMALIUIO Ha KECTKOM JINCKE

7. Kak Ha3pIBaeTcs mporpamma, pachpOCTPAaHSIOMIASCS MO CETEBBIM KaHajlaM, CIIOCOOHas K
ABTOHOMHOMY TMpPEOJIOJICHUIO CHUCTEM 3allUThl, a TaKKe K CO3JaHUI0 U JalibHEHIIeMy
pacnpoCTpaHEHUIO CBOMX KONUIA?

- Bupyc

+ CerteBoii 4epBb

- TposiHCcKast mporpamma

8. Kak Ha3wIBaeTcs mporpamMma, CriocoOHasi cO3/1aBaTh CBOM KOMHUHU U BHEAPSTH WX B (haJIbl,
CHCTEMHBIE 00JIACTH KOMIIBIOTEPA, & TAK)KE OCYLIECTBIATh UHbIE JECTPYKTUBHBIC 1EHCTBHS?

+ Bupyc

- CeteBoll 4epBb

- TposiHCcKast mporpamma

9. Kak Ha3piBaeTcs mporpamMma, OTIUYAIOIIAsACA OTCYTCTBHEM MEXaHHM3Ma CO3JaHUS
COOCTBEHHBIX KOIUI M MPOHHUKAIOIIAsl B KOMITBIOTEP MO BUIOM IOJIE3HBIX IPOrpamMm?

- Bupyc

- CereBoll UepBb

+ TposHckast mporpamMmma

10. Kakue BuAbl BpEJOHOCHBIX MPOrpPaMM CO3[AIOT CBOM BHUPYCHBIE KOIUU B 3apa’k€HHOM
KOMITbIOTEpE?

+ Bupychol

+ CereBble uepBU

- TposiHCKHE mporpaMMBbl

11. ITo cnocoOy MOATOTOBKH CBOMX KOIIHI BUPYCHI OBIBAIOT:
- 3arpy30uHble

+ MeramopdHbIe

+ [TomumopdHbIe

- Pe3unenrtarie

12. Tlo cnocoOy akTuBauu (0OBEKTaM 3apa)KEHHUsI) BUPYCHI OBIBAIOT:
+ 3arpy3ouHble

+ Makpo

+ daitnoBble

- [TomumopdHbIE

- Pe3unenTtHeie

13. Tlo crioco0y 3apaxeHus: BUPYCHI ObIBAIOT:
- MeramopdHbie

+ Pe3uneHTHbIe

+ HepesuaeHTHbie

- Daitnoseie
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14. Kaxue tunsl ¢aitioB criocoOHbI 3apa3uTh (pailioBbie BUPYCHI?
+ exe

+dll

- avi

- doc

15. Kakwue tursl (paiiioB criocCOOHBI 3apa3uTh MAaKPOBUPYCHI?
- exe

+xls

+ doc

- txt

16. Kakwue turmsl (paiiioB CltoOCOOHBI 3apa3uTh CKPUTIT-BUPYCHI?
- exe

- doc

+ vbs

+js

17. Bupycsl, Kakoro B11a OCTOSSHHO HAaXOSATCS B ONIEpaTUBHON MTaMATH KOMIIbIOTEpa?
+ pe3uacHTHEIE

- HEpPE3UJCHTHbIE

18. Kakwue U3 nmepeuncaeHHbIX BHIOB YepBEi OBIBAOT?

+ P2P

- 3arpy304Hble

+ IlouroBbIe

+ CereBble

- Daitnoseie

19. Tlo BbIMONHSEMBIM (DYHKITUSAM TPOSHCKUE MPOrPaMMBI ObIBAIOT:
+ KnaBuatypHble IITHOHBI

+ BeiMorarenu

+ [ToxuTuTenu naposei

- MOHUTOpPHBIE HIITMOHBI

+ MoaudukaTopsl HaCTpoek Opay3epa

20. Kakwue cmocoObl MPOHMKHOBEHHUS B KOMITBIOTEP UCIIOJIB3YIOT TPOSHCKUE TTPOTrPaMMBbI?
+ Koonepanus

+ MackupoBka

- [Tomumopduzm

- CKkaHUpOBaHUE TTOPTOB

21. Yto W3 NEpeyUCIEHHOTO MOKET SBJIATHCA NPUYUHAMH IPOHUKHOBEHHUS BPEJOHOCHBIX
IPOrpaMM B KOMIIBIOTEP C YCTAHOBJICHHON aHTUBUPYCHON IIPOrpaMMoii?

+ AHTHUBUPYC OTKJIIOUYEH

+ Bupyc enie He U3BECTEH aHTUBUPYCY

- Ucnionws3yercs GecriaTHBIM aHTUBUPYC

+ YcrapeBiiue aHTUBUPYCHbIE 0a3bl
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22. Yto u3 nepeuncinenHoro orHocurcs Kk SIBHBIM mnpusHakam mpucyTCTBUS BPEJOHOCHBIX
MpOrpaMM B KOMIbIOTEpE?

+ BemneiBarorue cooOIeHust

+ U3meHeHue HacTpoek Opaysepa

- He3nakompble mipoliecchl B aMsaTu

+ HecaHKuMOHMpPOBaHHBIN J03BOH B IHTEpHET

23. Uto wu3 mepeuucneHHoro otHocutcss k KOCBEHHBIM mnpusnakam — mpucyTCTBUS
BPEIOHOCHBIX ITPOTrPAMM B KOMITBIOTEpE?

+ brnokupoBaHue aHTHUBUpYCa

+ biiokupoBaHNe AaHTUBUPYCHBIX CAUTOB

- U3menenue HacTpoek Opaysepa

- He3nakomeie IMPpONICCChI B MMaMATU

24. Yto u3 nepeuncienHoro otHocutcs kK CKPBITBIM npu3HakaM NpUCYTCTBHS BPEAOHOCHBIX
MpOrpaMM B KOMIbIOTEpE?

- biiokupoBaHue aHTUBUPYCHBIX CaliTOB

+ He3HakoMble poLecchl B MaMATH

+ HeoObluHasi ceTeBasi akTHUBHOCTh

- HecankumonnpoBaHHbIi 103BOH B IHTEepHET

25. I'me cnenyer uckath NposBICHUS MPUCYTCTBUS BUPYCOB B cUCTEME?
+ aucneryep 3a1ad

- TIaHEeJIb YIIPaBJICHUS

+ CHUCTEMHBIN peecTp

+ aBTO3arpyska

26. YTO M3 NEpEUUCIEHHOIO MOXET SBIATbCA NPUYMHAMHM TPOHUKHOBEHMS BPEAOHOCHBIX
IPOrpaMM B KOMIIBIOTEP C YCTAHOBJICHHON aHTUBUPYCHON IPOrpaMMoii?

+ AHTUBHPYC OTKJIFOYEH I10JIb30BATEIEM

+ HoBast BpenoHOCHas mporpamma, €Ie He U3BECTHAst aHTUBUPYCY

- Ucnionws3yercs GecriaTHBIM aHTUBUPYC

+ YcrapeBiue aHTUBUPYCHbIE 0a3bl

27. Uro ®3 TMEpeYHCICHHOTO0 OTHOCUTCS K OpraHW3allMOHHBIM METOJaM 3alllUThl  OT
BPEIOHOCHBIX TTPOrpaMm?

+ He oTKpbIBaTh MOYTOBBIE COOOIIEHHS OT HE3HAKOMBIX OTIIPaBUTENIEH

+ IIpoBepsATh Ha HATUYKE BUPYCOB (haidiIbl, 3arpyxaembie U3 ceTu MHTEpHET

- Mcnionp30Bath OpaHIMaysphl

- YcranaBiuBaTh OOHOBJICHUS ONIEPAITMOHHON CHCTEMBI

+ PerynsipHO OOHOBJISTH aHTUBUPYCHBIE Oa3bl

28. UTO M3 MEpeuncIIEHHOT0 OTHOCHTCA K TEXHHYECKMM METOAaM 3allUuThl OT BPEJOHOCHBIX
nporpamm?

- He oTKpbIBaTh MOUTOBBIE COOOIIECHHS OT HE3HAKOMBIX OTIIPaBUTEICH

+ Mcnonbs3oBaTh OpaHaMay3pbl

- PerynsapHo oOHOBISATH aHTUBUPYCHBIE Oa3bl
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+ VcranaBnuBaTh OOHOBIEHUS NPUKIIAJHBIX IPOrpaMM
+ YcranaBnMBaTh OOHOBJICHUS OTIEPALIMOHHOMN CUCTEMBI
+ Mcnonb30BaTh aHTUCTAM-(UIIBTPBI

29. Kak Ha3bIBaeTCs Kjacc MpOTpaMM, NpeIHa3HAYCHHBIM Uisi OOphOBl C BPEJOHOCHBIMU
nporpamMmmamu?

- DaitepBoin

+ AHTUBHpYC

- AHTUBpEIOHOC

30. TexHonoruss oOOHApYXEHUS BPEIOHOCHBIX IMPOTpaMM, OCHOBaHHAs Ha HAXOXICHHH,
VHHUKQJIbHAS TOCJIEIOBATEIbHOCTH OalT, NpPUCYTCTBYIOUIEH B JaHHOM BHpPYyCE U HE
BCTpEUaroUleiicst B Ipyrux nporpaMMax Ha3bIBaeTcs — ...

+ CUrHaTypHbIM aHAIU30M

- BepossTHOCTHBIM aHATM30M

- DMYJISIIMOHHBIM aHATTU30M

31. Kakue TeXHOJIOTHMH OTHOCATCS K TaK Ha3bIBA€MOI MPOAKTUBHOMN 3aruTe?
+ IloBeneHUECKUN aHaAIN3

- CUrHaTypHbli aHaINU3

+ Ilecoununa

+ DBpUCTHYECKUN aHATN3

32. TexHonorust OOHApYXEHHsI BpPEIOHOCHBIX IMPOrpaMM, OCHOBaHHas Ha BBIIBICHUU
HOJO3PUTENBHBIX 0OBEKTOB, HA3bIBACTCS — ...

- CUrHaTypHBIM aHAJIU30M

+ BeposATHOCTHBIM aHATU30M

- OMYJISIUOHHBIM aHAJTU30M

33. UTo M3 MepeyucleHHOTO CIOCOOCH MPOU3BECTHM AHTUBHUPYC C HAWIEHHON BpPEIOHOCHOM
nporpammoii, ucnonszyss CUI'HATYPHBIE metoast oOHapyxenus?

- Beigate cooOnieHne o Hamu4Kue MoI03pUTEILHOTO 00bEKTa

+ OtnpaBuTh daia B KapaHTUH

+ [TombITaThCS BBUICYUTD (DA

+ VY nanuth nHOUIMPOBaHHBIN (DA

34. Uto W3 TMEpeurcIEeHHOTO CIOCOOCH MPOW3BECTH AHTHUBHPYC C HAWICHHOW BPEIOHOCHOU
nporpammoii, ucnons3ys BEPOSATHOCTHBIE metonst o6HapyxeHus?

+ Beimath cooliieHrne 0 HaIMIre MOA03PUTEITLHOTO 00bEKTa

- OTnpaBuTh (paiiin B KapaHTUH

- [TonibITaThCst BEUICUUTD (paiin

- Y 1anutb nHGUIMPOBAHHBIN (aiin

35. Kakoil BuJ aHTUBUPYCOB 3allOMHUHAET COCTOSHUE (DAWIOBOM CHCTEMBI, YTO JAENacT B
NaJIbHENIIIEM BO3MOYKHEIM aHAJIU3 U3MEHEHUN?

+ PeBusop

- Ckanep

- Monurop
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36. UTo BXOJUT B MUHUMAJIbHBIH HA00p BO3MOXKHOCTEH OOBIYHOTO aHTUBUpPYCa?
- bpanamaysp

+ Mozysb 0OHOBIIEHUS! aHTUBUPYCHOM 0a3bl

+ Monutop

+ Ckanep

- [IpoakTuBHas 3amuTa

37. Kakoif MOIynap aHTUBUPYCHOW TIPOTpamMMbl TPOBEPSET Bce (ailibl W MPOIECCHI,
HAXOJSIIUECs B OTICPATUBHON MaMsTH?

- Moaynb 0OHOBIICHHSI aHTUBUPYCHOM Oa3bl

+ Monurop

- Ckanep

- bpanmaysp

38. Kakoii MOaynb aHTUBUPYCHOH NpOTrpaMMbl TPOBOAMT TMOJHYIO MPOBEpKY (aiiios
XPaHAIIMXCS Ha BCEX HOCUTEISIX HHPOpMaITUH?

- AHTHXAaKep

- MonwuTop

+ Ckanep

- bpanamaysp

39. Uem otnnuaeTcst 00JaYHBI aHTHBUPYC OT OOBIYHOTO?

- He ymeer neuntsb 3apakeHHbIE (aiiiibl

+ He TpebyeTrcst 0OHOBIATH aHTUBUPYCHBIC 0a3bl

+ OYHKIIMOHHUPYET TOIBKO MPU HATMYUH MOJKIIOYCHUS K ceTu HTepHeT
+ AnTuBHpycHas 6a3za Haxoautcs B MIHTepHETE

40. Yem ormuaercs antuBupycHas yruiaura Dr.\Web Curelt ot o6sr4HOr0 antusupyca?
- He ymeer neuntsb 3apakeHHbIE (aiiiibl

+ He mo3BosisieT 0OHOBIISITH aHTUBUPYCHBIC Oa3bl

+ He TpeOyeT ycTaHOBKH

+ He xoHAMKTYET ¢ IpyruMu aHTUBUPYCAMHU

41. Kakue u3 NnepevyrcICHHBIX aHTUBUPYCHBIX MPOTpaMM OECIJIaTHBIC WM UMEIOT OeCIlIaTHBIC
Bepcun?

+ Avira

- Panda

- Eset NOD32

+ Avast

- AntuBupyc Kacnepckoro

42. Kakue u3 nepeyrcICeHHBIX aHTUBUPYCHBIX MIPOTPAMM OTHOCSITCSI K OT€YECTBEHHBIM ?
- Avira

+ Dr.Web

- Eset NOD32

- Avast

+ AntuBupyc Kacnepckoro
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43. Kakasg W3 TNepeyrCICHHbIX AHTUBUPYCHBIX IIPOTPAaMM pPaCIpOCTPAHSIETCS C OTKPBITHIM

UCXOIHEBEIM KOLOM?
+ ClamAV
- Avira

- Windows Defender

- Avast

- HCT BCPHOT'O OTBCTA

44. Kakas U3 IepeunciIeHHbIX aHTUBUPYCHBIX IIPOIPaMM BXOJUT B COCTaB COBPEMEHHBIX BEPCUI

OC Windows?

- Windows ClamAV
- Windows Antivirus
+ Windows Defender

3. Tadauua popM TeCTOBBIX 3aaHUI

Bceero T3 W3 nux konmuectso T3 B popme
3aKPBITHIX OTKPBITBIX HA COOTBETCTBHE HA NOPSAI0K
mrt. % mrt. % mrt. % mrt. %
100% 100 - - -

4. Ta0J1M1Ia 0TBETOB K TECTOBLIM 3aJJaHUAM

BepHLIC OTBETHI OTMEUYEHBI 3HAKOM « 1 », HCBCPHBIC OTMCUCHBI 3BHAKOM « - ».

TECTOBOE 3AJJAHHUE Ne7 o Teme 4.4. (AynuTopHasi caMOCTOsATEIbHAs padboTa).

1. Cnenudpurkanusa banka TecToBbIX 3a1anuii o teme 4.4.

2. Conep:xxkanne banka TecToBBIX 3a1aHUH
WNHcTpyKIus: BRIOEPH NPaBUIIBHBIN(E) OTBET(BI).

1. Kakum emie TepMuHOM 0003HAYaETCs PE3EPBHOE KOIMUPOBaHUE?

+ Backup

- Background
- Backdoor

- I’ll be back

2. Ilpu xakoMm BHUAE PE3EPBHOTO KOMMMPOBAHHS CO3/IAETCS TEpBasi KOMHUS IOJHAS, BTOpas —
OTJIMYME OT MEPBOM, TPEThSI CHOBA MOJIHAS U T.1.7

+ muddepeHunaibHOM
- THKPEMEHTAJIbHOM

- HHTCIrpaJIbHOM

3. HpI/I KaKOM BHUAC PC3CPBHOTO KOIMMMUPOBAHHUA CO3OACTCA ICpBast KOIHA IMOJIHAA, BTOpad —

OTJIMYME OT MEPBOM, TPEThA — OTJIMYHME OT BTOPOU U T.[.7
- mudepeHIraIbLHOM
+ UHKPEMEHTAJILHOM

- HHTCIrpaJIbHOM
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4. Kakoil Bun pesepHoro komnupoBanus 3anumaeT BOJIBIIE Bcero Mecra Ha HOCHTENSX
nHpopmanun?

- i pepeHIraTbHBIN

+ MoJIHBIN

- HIHKPEMEHTAJIbHBIN

5. Kakoit Bux pesepBHoro kommpoBanus cameii DKOHOMHBIM ¢ Toukm 3penus
3aHUMAEeMOI0 MECTa Ha HOCUTENSIX HH(popManuu?

- i pepeHIraTbHBIN

- TIOJIHBIN

+ MHKpEMEHTaIbHBIN

6. Kaxoii Bun pesepBHoro konupoBanus tpedyer HAWMBOJIBIIEE konudecTBO BpeMeHH Ha
CO3JIaHUE PE3EPBHBIX KOMUI?

- i pepeHIraTbHBIN

+ MoJIHBIN

- HIHKPEMEHTaJIbHBIN

7. Kaxoii Bug pesepHoro konupoBanus tpedyer HAUMEHBIIEE konuuecTBO BpeMeHH Ha
CO3JIaHUE PE3EPBHBIX KOMUI?

- i pepeHIraTbHBIN

- TIOJIHBIN

+ MHKpEMEHTaIbHBIN

8. Kak HaspiBaeTcsi BHJ pE3epBHOIO KONHMPOBAHMS, NMPH KOTOPOM CO3aeTCsl CBOCOOpa3HBIN
«CHHUMOK» )KECTKOT'O IUCKA ¥ KOIIUPYETCsl Ha HOCUTENb CEKTOP 33 CEKTOPOM?

- KJIOHHPOBaHHE

- TIOJTHOE

+ co3nanue obpasa

9. Uro u3 nepeuncnennoro HAMMEHEE noaxonut s XxpaHeHHs pe3epBHBIX KOMU?
- )KECTKUU TUCK

+ OIITHYECKUH JUCK

- KacceTra CTpuMepa

10. Yro u3 nepeuncnernoro HAMBOJIEE nmoaxoauT nmst XpaHeHHs pe3epBHBIX KOTHN?
- )KECTKUU JUCK

- OOTHYECKUI TUCK

+ Kaccera cTpuMepa

11. Yro u3 nepeuncinennoro HAMBOJIEE noaxoaut ains XpaHeHUs! pe3€pBHBIX KONUM?
- iremka

+ JKECTKUI JUCK

- OOTHYECKUI TUCK

12. Kakoii crioco0 pe3epBHOTO KOMUPOBAHUS OCYIIECTBIISCTCS B PEKUME PEATBHOTO BPEMEHH?
- BUPTYyaJIbHOE
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- peanbHOE
- X0I0HOE
+ ropsuee

13. UYro wneoOxomumo mnpennpuaumarhk s [IOBBINIEHUSA wamexxHocTn pe3epBHOTO
KOIIUPOBaHUs?

+ co3/aBaTh MUHUMYM JIBE PE3EPBHBIC KOTTUU

+ MepUOIUYECKH MPOBEPATH PE3CPBHBIC KOITUU

- XpaHUTh BCE KOIUU B OJHOM MECTE

- TOBEPSATH PE3EPBHOE KOMUPOBAHNE CAMHM I10JIH30BATEIISIM

14. Yro u3 nepeuncinennoro HE OTHOCUTCSI k cxemam poTanuu pe3epBHBIX KOMHA?
- OZIHOPA30BO€ KOIIUPOBaHUE

- «Jie]l, OTeL, CHIH»

+ «BaBuiioHCcKas OamHs»

+ MHKpEMEHTaJIbHOE KOIIMPOBaHUE

15. Kakas 13 npeayio)keHHBIX CXEM POTALlMU PE3EPBHBIX KONUI camas mpocras?
+ 0JIHOpa30BOE KONUPOBAaHHE

- IpocTask poTaLus

- «J1es1, oTel, CbIH»

16. Kakoit HabOp Mg WHKPEMEHTAJIHLHOTO KOIMPOBAHUS HA3BIBACTCS «CHIHOM» B CXEME
pOTaIuu «Ie1, OTELl, ChIH»?

+ €KEeIHEBHOE

- CXKCHEICILHOE

- eKEeMECSIIHOe

17. Kaxkoit Tun RAID nomoaHUTEIsHO COXPaHIET KOHTPOIbHBIE CYMMBI HH(GOpMAITUN?
-RAID O

-RAID 1

+ RAID 5

- RAID 10

-JBOD

18. Kakoii tun RAID mnpenHasHaueH TONBKO JUIS MOBBIMIEHUS MPOU3BOIUTEIBHOCTH U HE
o0J1azaeT U30BITOYHOCTHIO?

+RAID O

-RAID 1

- RAID 5

- RAID 10

-JBOD

19. Kakoit tun RAID coctouT u3 2-X TUCKOB U MH(pOpMAaNUs MOJHOCTHIO AyOIHpyeTcs Ha
BTOPOM JUCKE?

- RAID 0

+RAID 1

- RAID 5



- RAID 10
-JBOD

20. Kakoi tun

IMOBBIIICHUA COXPAaHHOCTH I[aHHI)IX?
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npeaHa3HauCH W [JIs1 TIOBBINICHUA MTPOU3ZBOAUTCIBHOCTH W IJIA

-RAID O

-RAID 1

-RAID 5

+ RAID 10

-JBOD

3. Tadauua popM TeCTOBBIX 3aaHUI
Bceero T3 W3 nux kommuectso T3 B popme
3aKPbITHIX OTKPBITBIX HA COOTBETCTBHE HA MOPSII0K
mrt. % mrt. % mrt. % wr. %
100% 100 - - -

4. Ta0JM1a 0TBETOB K TECTOBLIM 3aJJaHUAM
BepHblie oTBeTHI OTMEUEHBI 3HAKOM « + », HEBEPHBIC OTMEYEHBI 3HAKOM « - ».

TECTOBOE 3AJJAHHUE Ne8 no temam 5.1. u 5.2. (AyauTopHas caMOCTOSTENbHAs padoTa).

1. Cnenu¢purkanus banka TecrtoBbIx 3aganuii no remam S5.1. u 5.2.

2. Conep:xkanne banka TecToBbBIX 3a1aHUH
Wnctpykuus: BeiOepy npaBUiIbHbIN(€) OTBET(BI).

1. Kaxkoe u3 nepedrcleHHbIX CPEJCTB MPEAHA3HAYCHO IS PEJOTBPAIICHUS KPaXXH HOYTOyKa
B OOIIIECTBEHHBIX MeCTax?

- JIaT4uK JBUXKCHUS

- CkaHep OTHEeYaTKOB MajbleB

+ 3amok KeHcuHrTOHa

2. Kakoif Tun yueTHo# 3anucu Hanbosee O0e30maceH i MOBCETHEBHOM paboTHI 3a
KOMIIbIOTEPOM?

- AIMUHHUCTpaTOpa KOMIbIOTEPA

- T'octp

+ OrpanudeHHas yueTHas 3almch

3. Kaxue U3 IepeunCIeHHBIX YCTPOICTB MOryT conepxkars BCTPOEHHBII ckanep
OTIIEYATKOB IaJIbIICB?

+ HoytOyx

+ USB-dnemka

+ BHemHu JKeCTKU TUCK

+ Cmapdon

- Mounurop
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4. Kakue u3 nepeyrcIeHHBIX CPENICTB MPEHASHAYCHBI JIJIs 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIAa?

- 3amok Kencunrrona

+ Mobile Rack

+ CkaHep OTIEYaTKOB NaJblLIEB

+ XpaHuTenb dKpaHa (3KpaHHas 3aCTaBKa)

5. Kakue cpencrsa KoMIbrOTEPa MO3BOJISAIOT YCTAHOBUTH NapOJIb HA BXOJ?
- CkaHep OTHEeYaTKOB MajbleB

+ Yruaura BIOS Setup

+ VdeTHast 3anuch NOIb30BaTENs

+ XpaHuTenb dKpaHa (3KpaHHas 3aCTaBKa)

6. YmakoBka nepeaaBaeMoii MOPIUH JaHHBIX, BMECTE CO CIYXEOHBIMU MOJSIMH, B HOBBIH
«KOHBEPT», HA3bIBACTCS — ...

- DKpaHUpOBaHUE

+ TyHHenupoBaHue

- ApxuBanus

7. TexHonorus, MO3BOJIAIONIAs 00ECIICUYNTh OHO MM HECKOJIBKO CETEBBIX COEIMHEHHM
(JIOTMYECKYI0 CETh) MOBEPX APYrOW CEeTH, HA3hIBACTCS — ...

- DKpaHUpOBaHUE

- TynnenupoBanue

+ BupryanbpHas yacTHas ceThb

8. Kakoii ab6peBuarypoii 0003HauaeTcs nouarue «BupryanpHas yacTHasi CETb»?
- NAS
- WPA
+ VPN

9. KoMmbloTepHbIl TECT, UCIIONB3YEMBIN 1JI OTMPECIICHUs, KEM SBISETCS M0JIb30BaTElNb
CHUCTEMBI: YEJIOBEKOM MUJIM KOMIIBIOTEPOM, HA3bIBAECTCSA — ...

- bannep

- Kpami-rect

+ Kamua

10. Kakue MeTobI OTpaHUUYEHUS TOCTYIIA TPUMEHSIOTCS B OECIIPOBOHBIX CETAX?
- CkpsiThlii IP-anpec

+ CxpsiThiii SSID

+ @unprpanus MAC-anpecos

11. Kakue meTopl ayTeHTU()UKALNY IPUMEHSIOTCS B OECIIPOBOHBIX CETSIX?
+ WPA ayrentudukamms

+ OTKpbITas

+ ITo MAC-anpecy

- buomerpuueckas

12. Kakue meTop! mu(poBaHus TPUMEHSIIOTCS B OECIIPOBOIHBIX CETSIX?
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+ WPA
+ WEP
- MAC
- VPN

13. Kaxoii MmeToa mm@poBaHus NpUMEHSIEMbI B O€CITPOBOIHBIX CETAX HAUMEHEE KPUIITOCTOCK?
- WPA
+ WEP
- TKIP

14. Wi-Fi-poyrep momnep:xkuBaet meroasl mmmdposanus WEP, WPA u WPA2, a Hoyroyk WEP
u WPA, ynacrcs nu ucnonb3oBate WPA2 st ux coequnenus?

- [la, Tak KaK JOCTaTOYHO YTOOBI pOyTep MOICPKUBAI JAHHBIA METOJ

+ Het, HeoOX0IMMO 4TOOBI BCE YCTPOMCTBA MOAIEPKUBATN TaHHBI METOT

15. Kakoii anroputm mudposanus npumensercs npu WPA2-mmppoBanun B 0eCIpOBOIHBIX
cersax?

- RC-4

+ AES

-T'OCT 28147-89

16. Kakoii THII KOMITBIOTEPHBIX CETEH 00eCIeYnBAET TYUIIYIO 3alUIIICHHOCTH?
- becnipoBoiHbBIE
+ IIpoBoHBIE

17. Yro 13 nepeuncieHHOro MO>KET Ha3bIBAaThCSl MEKCETEBBIM dKPaHOM?

+ anmapaTHOE CpPeJICTBO, OCYLIECTBISAIONIEE KOHTPOJIb U (MIIBTPALUIO MPOXOIAIINX Yepe3 HEro
CETEBBIX MMAKETOB B COOTBETCTBUH C 33JJaHHBIMU IIPaBUIIaMHU

+ IporpaMMHO€E CpPEJCTBO, OCYLIECTBIISIONIEE KOHTPOJIb U (PUIIBTPALIMIO IPOXOAALINX Yepes3
HET0 CETEBBIX ITAKETOB B COOTBETCTBUU C 33JaHHBIMU IPaBUIAMHU

- cI1y’k0a B KOMIIBIOTEPHBIX CETX, O3BOJIAIOIIAs KJIMEHTaM BBIMOIHATE KOCBEHHBIE 3alIPOCHI K
JPYTUM CETEBBIM CITy:KO0am

18. Uto U3 mepeuncIeHHOro SBISETCS CHHOHUMOM TePMHUHA «MEXKCETEBOM IKpaH»?
+ OpanaMaysp

+ Firewall

- IPOKCH

- aHTUBHPYC

19. KakoBa OCHOBHas 3a/1a4a MEKCETEBBIX IKPAHOB?

- oOecrnieueHue T0CTyna ¢ KOMIIbIOTEPOB JIOKaIbHOU ceTu B IHTepHeT

+ 3amMTa KOMIOBIOTEPHBIX CETEeW UM OTNIEIBHBIX Y3JI0B OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA
- aHOHMMM3aIUs JOCTYIa K pa3IuuHbIM pecypcam

20. Kakue cymecTByIOT BUbI CETEBBIX SKPAHOB B 3aBUCUMOCTH OT OXBaTa KOHTPOJIUPYEMBIX
MMOTOKOB JTaHHBIX?

+ MeXceTeBbIe (TPaIUIIMOHHBIC)

+ mepcoHaNbHbBIE
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- JIOKAJIbHBIC

21. Kakumu U3 epevrcIICHHBIX BO3MOKHOCTEH 00J1aIal0T MEKCETEBBIC IKPAHbI?
+ ¢unpTpanus JocTyna

+ KOHTpPOJIb JOCTyHa

+ yBeIOMJICHHE O TIOJJO3PUTEIILHON ACATEIbHOCTH

- 0OHapyKeHHue BPEJOHOCHBIX TPOrpaMM

22. Kakue orpaHn4eHusI MOTYT BO3HUKHYTH IIPU MCIOJIb30BAHUN MEXKCETEBBIX YKPAHOB?
+ OJIOKMPOBaHHE HEKOTOPBIX CETEBBIX CIYXKO

+ CHIKEHHE MPOITYCKHOHM CIIOCOOHOCTH

- HEBO3MOXXHOCTb BbIX0/1a B ceTh IHTEepHEeT

- HEBO3MOXXHOCTB HCITOJIb30BAaHMSI CMEHHBIX HOCUTENeH HHpopmannu

23. Kakwue pexxuMbl pabOThI UCIIONB3YIOTCS B IEPCOHATBHBIX OpaHaMayspax?
+ UHTEepaKTUBHBIN (00OyueHUs)

+ Y4epHBIN CIIUCOK

+ OeJblil CIHCOK

- CEKPETHBIN CITUCOK

24. Kak Ha3pIBaeTcs CIy»0a B KOMIIBIOTEPHBIX CETSIX, MO3BOJISAIONIAS KJIMEHTaM BBIIOJIHATh
KOCBEHHBIE 3aIPOCHI K APYTUM CETEBBIM CITyKOam?

- Firewall

+ IPOKCU-CEPBEP

- Opanamaysp

25. KakoBbl OCHOBHBIC (DYHKITUH TTPOKCH-CEPBEPOB?

+ o0ecnieueHne AOCTyNa ¢ KOMIbIOTEPOB JOKaIbHOM ceTH B IHTepHeT

+ 3ammTa JIOKaIbHON CETH OT BHEILHETO JOCTYIIa

+ aHOHMMM3aLMs JOCTYIIA K Pa3IMUHbIM pecypcam

- (puIbTpaLKs CETEBBIX AKETOB B COOTBETCTBUH C 33/1aHHBIMU IPaBUIIaMU

3. Tabauua ¢popM TeCTOBBIX 3aJaHUI

Bceero T3 W3 anx xomaectBo T3 B popme
3aKPbITHIX OTKPBITBIX Ha COOTBETCTBHE Ha NMOPSI0K
wt. % wt. % wrt. % mT. %
100% 100 - - -

4. Ta0JHIa OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie oTBeTHI OTMEUEHBI 3HAKOM « + », HEBEPHBIC OTMEUYCHBI 3HAKOM « - ».

4.2. BAJIAHUSA JIJISI TIPOMEXKYTOYHOM ATTECTAIIAA

OHNEPEYEHD
BOIPOCOB /ISl MOATOTOBKH K IK3aMeHY 10 Y4eOHO# qucuuiimiae «OCHOBbI
HH(OPMALIMOHHOH 0€30MaCHOCTI




&~ w

o

oo

10.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.

24,
25.
26.
217.

28.
29.

30.
31.

59

1Jis o0y4yaromuxces no cneunajabHoctu 09.02.07
NudopmannoHHble CHCTEMbI M POrPaMMHUPOBAHHE

(3_xypc)

OcHOBHBIE ~ TPUHIMIB  UHPOPMALMOHHOM  OG€30MaCHOCTU:  LEJIOCTHOCTD,
JOCTYIHOCTb, KOH(PHUICHIIUAIBHOCTb.

[lonsiTne  ysA3BUMOCTH, YIpO3bl, HCTOYHHKAa  YIpo3bl  MHGPOPMAIMOHHON
0€30MacCHOCTH, UX KJIacCU(pUKALIUU.

Poccuiickoe 3akoHOIaTETHLCTBO B 001acTH MH(POPMAITMOHHOM 6€301TacHOCTH.
OTBETCTBEHHOCTD 32 HapyIIEHUE 3aKOHOJATENBCTBA B MH(OPMALIMOHHOM cdepe.
MexnyHapoaHble CTaHAapThl HMHGPOpMalUMOHHOW Oe3omacHocTH. «OpaHxkeBas
kauray. ISO/IEC 15408  «OOmme  KpuTtepud  OIEHKH  OE€30MacHOCTH
WH(OPMAIIMOHHBIX TEXHOJIOTUI.

OTtedecTBEHHbIE CTAHIAPThI MH()OPMALIMOHHOMN 0€30MaCHOCTH.

[TonsiTe MOMUTUKKM UHPOPMAITMOHHON Oe30macHOCTU opraHuzauuu. IP(eKTUBHBIC
1 Hed()(PEKTUBHBIC ITOJTUTHKH.

YnpasieHrue nepcoHaioMm.

duznueckas 3amuTa 00HEKTOB HHPOPMATH3ALIUH.

[Tognepxxanue paboTocmocoOHOCTH. PearmpoBaHue Ha HapyIIeHHE peXUMa
6e3omacHocTu. [InannpoBaHre BOCCTAHOBUTEIBHBIX PadoOT.

[TpuHIMTIBI yTIpaBICHUS JOCTYIIOM.

JluckpermoHHoe yrpaBieHUE T0CTYIIOM.

ManzaaTtHoe U poJieBOe yIpaBlieHHuE JOCTYIIOM.

Nnentudukanms u ayTeHTHUKAITIS.

KypHanupoBaHue u ayur.

Kpunronorus. Kpunrorpagus. Kpunroananus.

Knaccudukanus meto10B mudpoBaHus.

Oranbl pa3BUTHS KpUNTOrpaduu.

CuMMETpUYHBIE KPUIITOCHCTEMBI.

ACUMMETPHUYHBIE KPUIITOCUCTEMBI.

SUIL

Anroputmsl mmdpoBanus. Peanuszamnus anropuTMoB mugppoBaHusl.

Knaccugpukauuss BpenoHocHelx mnporpamm. Ilytm  pacnpoctpanenus. Bpen,
HAHOCHMBIN BPEOHOCHBIMH IIPOTpaMMaMH.

[Ipu3Haku 3apa)keHusi BpEAOHOCHBIMU TPOrPAMMAMH.

MeTo/1bl 3alIMTHI OT BPEAOHOCHBIX IPOrPAMM.

AHTUBHUPYCHBIE IPOTPAMMBI.

Cucrembl xpaHeHus naHHbIX. RAID-MaccuBbl, ceTeBble XpaHWIWINA, JECHTOYHBIC
OMOTMOTEKH H T.II.

PezepBHoe komupoBanue HHPOpManud. MeToapl W CpeACTBa  PE3EPBHOTO
KonupoBaHusi. CXeMbl pOTallii HOCUTENEH pe3epBHBIX KOMUM.

3amura nHGOPMAIIUU B IEPCOHATBLHBIX KOMITBIOTEPaX.

Yrpo3sl HHPOPMAIIMOHHONW 0€30IMaCHOCTH B KOMITBIOTEPHBIX CETSX.

3amuTa HHPOpPMaIMU B KOMITBIOTEPHBIX CETSX.
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32. MexceTreBble SKpaHbl U MPOKCU-CEPBEPHI.
[IpomexxyTouHast aTTecTalys COCTOUT W3 JIBYX OTaloB: YCTHBIM OIpOC U
BBITIOJIHEHUE 3JIEKTPOHHOTO TECTA.
TECTUPOBAHUE

1. Cnennpuxanus banka TecToBbIX 3aJaHUi 110 KypCy YUeOHOMH TUCIMITIHHBI.

2. Conep:xkanne banka TecToBBIX 3a1aHUH

WNHcTpyKIius: BRIOEpH MPaBMIIBHBIN(E) OTBET(BI).

1. AKTyasbHOCTP W  HENPOTHBOPEYMBOCTH  MHPOpPMALMK, €€  3alIMIIeHHOCTh  OT
PA3PYIIEHUA n HECAHKITMOHMPOBAHHOI'O UBMEHEHUNS, na3siBaercs ...

- KOH(UIECHIINATIBHOCTHIO

+ II€JIOCTHOCTBIO

- IOCTYITHOCTBIO

2. Bosmoxsocts 3A TIPUEMJIEMOE BPEMS nonyunth TpeOyemyro HH(GOpMAIMOHHYIO
yCIIyTy, Ha3bIBaeTCs ...

- KOH(UIECHIINATIBHOCTHIO

- IEJIOCTHOCTBIO

+ TOCTYHHOCTBIO

3. 3Bammmennoctb uHpopmauuu or HECAHKIIMOHHWPOBAHHOI'O JIOCTVYIIA x Hei,
Ha3bIBACTCA ...

+ KOH(PUAECHIINATBHOCTHIO

- IIETIOCTHOCTHIO

- JOCTYITHOCTBIO

4. UTo W3 TmTepeuYHCIEHHOTO0 OTHOCUTCS K OCHOBHBIM acmekTaM HWH(OpPMAIHOHHOU
0e3omacHoCTH?

+ KOH(UAECHIINATEHOCTh

- 3aIUIIEHHOCTD

+ 1IEIIOCTHOCTH

+ JOCTYIHOCTD

5. Tlox uckaxkenrem nHGOPMAIIMN TTOHUMAIOT ...

- yTpary CBOMCTB KOH(UACHIUAIBHOCTH HH(OpMAIIH

+ mo0oe mpeTHaMepeHHOE WK CITy9aiiHOe U3MEHEHUEe nH(OopMaIuu

- IeiCTBHE, B pe3yJbTaTe KOTOPOro WH(GOpMAaIUs iepecTaeT PU3NIECKU CYIeCTBOBATh

6. Ilox yreukoif nH(pOpMaIUK TOHUMAIOT ...

+ yTpaTy CBOWCTB KOH(PHUIAECHIINATLHOCTH HHPOPMAITHHI

- 11000€ MpeTHaMEePeHHOE WK CTy4aiiHOe U3MEHEeHHE HHPOpMaLuu

- ICCTBHUE, B PE3y/IbTaTe KOTOPOTo WH(pOpMAIIHS TIepecTaeT PU3NIECKU CYIIIEeCTBOBATh

7. Tlon 6moxkupoBanueM HH(POPMAITUKA TOHUMAIOT ...
- mo0oe peTHaMePEHHOE WK CITy4aiiHOe H3MeHeHHe HH(popMariu
- ICWCTBUE, B PE3y/IbTaTe KOTOPOTo WH(pOPMAIIHS TIepecTaeT PU3NIECKU CYIIIECTBOBATh
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+ MpeKpalleHue Win 3aTpyJHeHHe JOCTyMa 3aKOHHBIX M0JIb30BaTeNell K nHpopMauu

8. Bo3MOXHas OMacHOCTh COBEPIICHUS KAaKOTO-TUOO MEWCTBHS TPOTUB OOBEKTA 3aIUTHI,
Ha3bIBACTCH ...

+ yrpo3ou

- YSI3BUMOCTBIO

- aTaKou

9. Ilpucymme 0OBEKTYy CBOWCTBA, MPHUBOMSIIME K HAPYIICHUIO O€30MacHOCTH HWH(OpMaIuu,
00yCJIOBJICHHBIE HEJIOCTaTKaMU Tpolecca (PyHKIIMOHUPOBAHHS 0OBEKTa, HA3bIBACTCH ...

- YIpO30ii

+ ySA3BUMOCTBIO

- aTaKou

10. Kakoli U3 nepeyrcIICHHBIX HCTOYHUKOB yIPO3 OTHOCUTCS K BHEITHMM aHTPOMOTCHHBIM?
+ XaKkepsl

- YOOPIITHITBI

- IIOJIL30BaTENHN

- BUPYCHI

11. Kakwue 13 nepeuncaeHHbIX HCTOYHHKOB YTPO3 OTHOCATCS K BHYTPEHHUM aHTPOMOTCHHBIM?
- XaKephl

+ OJIb30BaTEINA

+ yOOpIIUIIBI

- BUPYCHI

12. Kako#i u3 nepeyrciIeHHbIX HCTOYHUKOB YIPO3 OTHOCUTCSI K BHEIIIHUM TEXHOTCHHBIM?
- XaKepol

- YOOPIITHUITBI

- HEKAYECTBEHHBIE KOMITBIOTEPHI

+ CpeacTBa CBs3U

- yparaHsbl

13. Kakue 13 nepeyrcaeHHbIX HCTOYHUKOB YIPO3 OTHOCUTCS K BHYTPEHHUM TEXHOT'€HHBIM?
- I0JIb30BATENH

+ ysa3sumoctu B 110

+ HEeKa4eCTBEHHBIE KOMIIBIOTEPHI

- CPEICTBA CBA3U

14. Kakue 13 nepedncieHHbIX HCTOYHUKOB YTPO3 OTHOCSATCS K CTUXUITHBIM?
- XaKepsl

- [10JIb30BATEIN

- YOOPIITHUITBI

+ yparassl

+ IOXKapkl

15. Yto 13 nepeuncaeHHOro SBIsSeTCs HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM K HH(pOpMaIUu?
+ gocTyn K HH(GOPMAaUHU MyTEM TOBBIILIEHHUS CBOMX MPaB AOCTYIa
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+ mocTym K nHbopMaruu nyTéM GanbcuduKauyu CBOMX MpaB JOCTYIIa
- HOCTYII K I/IH(bOpMaI_[I/II/I CaHKHHOHHpOBaHHBIﬁ CUCTCMHBIM aIMUHUCTPATOPOM

16. K  mnapymeHuio, Kakoro  acrnekra  HMH(QOPMALMOHHOM  O€30MacHOCTH  BeleT
HECaHKIIMOHUPOBAHHBIN JOCTYI K HHpopManuu?

+ KOH(UIEHITNATEHOCTH

- IOCTYITHOCTH

- EJIOCTHOCTH

17. Kakue U3 nepeyrcaeHHbIX KaHAIOB YTeUKH HHPOPMALIUU OTHOCATCS K ONTHYECKUM?
+ noArnsAbIBaHUE 32 U300paKEHUEM Ha MOHUTOPE

+ ¢ororpadupoBanue

- OJICJTyILINBAaHUE

- IEPEXBAT AIEKTPOMATHUTHBIX U3TYy4EHUN

- IPSIMOE KOITUPOBaHUE

18. Kakue 13 nepedncaeHHbIX KaHAIOB yTeUKH NH(GOPMAIIUU OTHOCSTCS K MaTepUAIbHBIM?
+ OyMa)KHBIE JOKYMEHTHI B MYCOPHOU KOp3HHE

- yaaJieHHbIe (HaitiTbI

- 3JIEKTPOHHBIE MOJCITYIITUBAIOIINE 3aKIATKU (COKYUKH))

- BUJIEOChEMKA

+ yTepsiHHbIE HOCUTENN NHGOPMAITUU

19. Kak Ha3pIBaeTCsl XakKepckas aTaka, KOTJa aTaKkyeMblii cepBep HE MOXeT o0paboTarb
OTPOMHOE KOJIMYECTBO BXOISIINX MAKETOB?

- CollMaJIbHAs MHKECHEPUS

- IP-crtyunr

- epenoiaHenue oydepa

+ 0TKa3 B 00CITy)KMBaHUU

20. Yem ormmyaercas DDoOS araka ot D0S aTtaku?

- aTaka OCYIIECTBIISIETCS TPYIIION XaKepOB

- aTaka OCYIICCTBIIICTCS HA MHOXECTBO CEPBEPOB OTHOBPEMEHHO
+ aTaka OCYIIECTBIISIETCSI C MHOXKECTBA KOMITBIOTEPOB

21. Kak Ha3bIBaeTCS METOJ COIMALHOW WHXKEHEPUHU, TPU KOTOPOM >KEPTBE IO AIJIEKTPOHHOMN
MOYTE OTHPABIISIETCS COOOIIECHHE, TOAIeTaHHOE M0 OQUIIMAIIBHOE TUCEMO — OT OaHKa WU
I1aTEKHON CUCTEMBI?

- IOPOXKHOE SIOJIOKO

- TPOSIHCKUI KOHb

+ urmmHT

22. Kak Ha3bpIBaeTCs METOJ COLIMAIBHON WHXCHEPHH, NTpPU KOTOPOM 3JIOYMBIIUICHHUK
noa0pachiBaeT MHMUIIMPOBAHHBIM HOCUTENb WH(POpPMALUKA B MECTE, TJ€ HOCHUTEIb MOXKET
OBITE JIETKO HalaeH?

- IPETEKCTUHT

- TPOSIHCKHUI KOHb

+ opokHOE SI0JI0KO
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23. B kakux Poccuiickux  3aKOHOJATENIbHBIX  aKTax  (peaJbHO  CYIIECTBYIOIIUX)
paccMaTpuBarOTCS BOMPOCH HHGOPMAITMOHHONW 0€3011acHOCTH?

- 3akoH «O 3amuTe HHHOpMAITH»

+ 3akoH «O0 uHpopMani, HHPOPMAIIMOHHBIX TEXHOJIOTHSAX M O 3aIUTe HH()OpMAITUN»

- Uudopmannonusiii kogexc PO

+ YronoBHEIN Kogekc PD

24. 3a kakue BUABI MPECTYIUICHUH B 00J1acTU HHPOPMAITMOHHON 0€30MaCHOCTH MPETYCMOTPEHBI
Haka3aHus B YTOJIOBHOM Kojiekce PD?

+ HeMpaBOMEPHBII TOCTYN K KOMITBIOTEPHOU HH(POpMAITUN

+ co3aaHue, UCMOJIb30BaHNE U PACIIPOCTPAHEHUE BPEIOHOCHBIX IPOrpaMM

- HCTOJIb30BaHNE KOHTPa(aKTHON MPOAYKIINU

+ HapyuieHue npaBui dKkcrryaranuu O9BM

25. 3a kaxkue BUABI MPECTYIJICHUH B 00JacTH MHPOPMALMOHHOM 0€30macHOCTH B YTOJIOBHOM
konekce PO npenycmorpeno JIMIIEHUE CBOBO/IbBI?

+ HEeMpaBOMEPHBII TOCTYI K KOMIBIOTEPHON HH(POPMAITUT

+ co3gaHue, UCIOJIB30BaHNE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIPOrpaMM

- UCTIOJIb30BaHNE KOHTPA()AKTHOM MPOLYKIIUI

+ HapylIeHue mpaBuiI dKcIuTyaraiuu DBM

26. K xakoMmy Kiaccy OTHOCSTCS CTaHIApTHl, PErJAMEHTHPYIOIINE pPAa3JIMYHbIC AaCTIEKTHI
peanr3aly U UCTIOJIb30BaHMsI CPECTB U METOIOB 3AIIUTHI?

- OLICHOYHBIE

+ cneundukanuu

27. Kakoii U3 nepedrciaeHHbIX cTanaapToB PO, sBnsercs Hanboiee MOJTHBIM Ha JAHHBIH MOMEHT
W Ha3bBaeTcs Takke «OOmue KpUTEpPUH OICHKH O€30macHOCTH WHOOPMAIMOHHBIX
TEXHOJIOTHI»?

- T'OCT P 50922-96 3amura nadopmaruu. OCHOBHBIE TEPMHUHBI U OTIPEICTICHUSI.

- 'OCT P 51275-99 3amuta unpopmanuu. O0beKT HH(HOpMaTH3ALUN

+T'OCT P UCO/MBK 15408 MeTtobl 1 cpeacTBa odbecrnedeHus 6€30macHOCTH

28. Kakwue u3 nepeuncieHHbIX CTaHIapToB sABJsitoTcs Poccuiickumu?
+T'OCT P 50922-96

+ P 50.1.053-2005

+'OCT P UCO/MDBK 15408

- ISO/IEC 27000

- BS 7799-1:2005

- «OpaHxeBasi KHUTa

- «KpacHas kHUra»

29. Kak ouumanbHO HA3bIBAETCS CTAaHAAPT, OOBIYHO YITIOMHHAEMBIN Kak «OpaHkeBasi KHUTa»?
- Kputepun 6e3omacHocTy nHOOPMAITMOHHBIX CUCTEM

- Kputepun 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM

+ Kpurepun onieHKH TOBEPEHHBIX KOMIBIOTEPHBIX CHCTEM

- Kputepun onieHk1 HHPOPMALMOHHBIX CHCTEM
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30. BeiOepu BEpHBIE OTBETHI:

+ OpankeBasi KHUTa SIBJISIETCS MPApPOJUTESIeM MHOTHUX HAllMOHANBHBIX CTaHIapTOB
6e3omacuoctu M1IC

+ OpanxeBasi KHUTa OLICHUBAeT cTeneHb aoBepus k MC B 3aBucumoctu ot ucnosibzyemon B UC
MOJIEJIA YIIPABJICHUS JOCTYIIOM

+ OpamkeBas kHura pa3padorana B CIIIA

- OpaneBast KHUTA sBJsieTCs bpuTtanckuM ctaHgapToM

31. JIro0as nHpOpMAIUs, OTHOCSILANACS K ONPEACICHHOMY WM OIpeNeIieMOMY Ha OCHOBaHUU
Takoi nHpoOpMauK PU3NIECKOMY JIUITY, OTHOCUTCS K ...

+ HepCOHANbHBIM TaHHBIM

- TOCYAapCTBEHHOW TaiiHe

- KOMMEPUYECKOU TaliHe

- IMYHBIM JTaHHBIM

32. UTo u3 mepeunciIeHHOr0 OTHOCUTCSI K OCHOBHBIM CITIOCO0AaM HApPYIICHHS aBTOPCKUX MpaB?
+ HE3aKOHHOE KOIMPOBAHHE

+ HE3aKOHHOE PacHpoCTpaHEHUE

+ maruar

- KONTUPAUT

33. UTo M3 mepevyrcIeHHOTO OTHOCUTCS K TEXHHYECKUM METOJIaM 3allUThl aBTOPCKUX IpaB Ha
MPOrPaMMHBIE IPOTYKTHI?

+ 3JIEKTPOHHBIN KIIIOY

+ cepuiiHblil HOMEp (KJII04, KOJ aKTUBAIIIH )

+ OpUTHHAIBHBIN (JIMIIEH3NOHHBIN ) KOMITAKT-IHCK

+ mpenocraBiieHre pYHKIIMOHAIA STHX MTPOrpaMm, Kak cepuca (On-Line)

- HEBO3MOXHOCTH MOJTHOIIEHHOTO MCITOJB30BaHMS IPOTPAMMHOTO MTPOAYKTa 0e3

COOTBETCTBYIOLIEH MOAIEPKKHU CO CTOPOHBI pa3padoTUnKa

34. VccnenoBanne BO3MOXKHOCTH —JemudpoBaHuss uHbopMmanuu 0Oe3 3HAaHUS — KIIOYEH,
Ha3bIBAETCH ...

+ KpUITOAHAJIU30M

- KPUIITOJIOTUEH

- KPUIITOCTOMKOCTBIO

35. Ilporiecc u3BICUEHHUS] OTKPHITOrO TEKCTa U3 3alIM(POBAHHOTO C HCIOJIB30BAaHHEM
KPHUNTOrpaMuecKoro KI04a, Ha3bIBaeTes ...

+ pacmmdpoBanuem

- KPUIITOJIOTUEN

- nemuppoBaHUEM

36. Kpunrorpadguueckre MeTo/bl, UCHIOIB3YIOUINE U I IU(PPOBaHUSA, U A AeIH(ppOBaHUS
OJIVH ¥ TOT K€ KJIIOY, Ha3bIBAIOTCH ...

- METOZaMU aCUMMETPUYHOTO MU(POBAHUS

+ MeToaMi CHMMETPHYHOTO IIH(PPOBAHUS
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37. Ilpu cummeTpruaHOM MG POBAHUU COOOIICHUE MU(PPYETCS TPU TTOMOIITH ...
- IBYX KJIIOY€ei

+ 3aKpBITOro KIro4ya

+ OJHOI'0 U TOTO K€ KJII04Ya

- OTKPBITOTO KJII0Ya

38. Uto u3 mepeuncieHHOro OTHOCUTCS K METO/IaM CUMMETPHUYHOTO MUGpoBaHUs?
+ mmgppoBaHue raMMUPOBAHUEM

+ mudpoBanue 3aMmeHOI

+ mmdpoBaHue nepecTaHOBKON

- m(pOBaHUE C OTKPHITHIM KITFOYOM

39. Kak emie Ha3piBaeTcs U@ poBaHUE 3aMEHOMN?
- IepeCTaHOBKA
+ IMOJICTAHOBKA

40. Kak Ha3pBaeTcsi IMHM(POBAaHUE 3aMEHOW, MPH KOTOPOW HCIOJB3YETCS HECKOJIBKO
anpaBuToB?

- MOHO()OHHUYECKOE

+ nonuangpaBUTHOE

- MHOTOKOHTYPHOE

41. Kak wHa3piBaeTcsa mu(poBaHWE 3aMEHOW, MPU KOTOPOH IS PEAKO BCTPEUAIOIIMXCS
CUMBOJIOB TIPUMEHSIOT OJIUH an(aBuT, a Ui YaCTO BCTPEUYAIOIINXCS — HECKOIBKO?

+ MOHO(OHUYECKOE

- monuanaBuTHOE

- MHOTOKOHTYPHOE

42. llludpoBanrie C HCHOIBL30BAaHUEM B KadyecTBe TraMMmbl dYucia [lu, OTHOCHUTCA K
TaMMHPOBAHUIO C ...

+ GECKOHEUHOM ramMmmoii

- KOHEYHOM JIJIMHHOW raMMoOM

- KOHEYHOM KOPOTKOM raMmoit

43. Kpunrorpadudeckue METOAbI, UCIOIL3YIONMNE U s mu(poBanus, u A AemuGpoBaHUs
J(Ba Pa3HBIX KJIH0Ya, OJUH U3 KOTOPBIX 3aKPbITHIN, IPYrOi OTKPBITHINA, HA3bIBAKOTCA ...

+ MeToJlaMy aCUMMETPUYHOTO HIM(PPOBaAHUS

- METOJAaMU CUMMETPUYHOTO MK (POBAHUS

44. Tlpu acUMMETpUYHOM MU(PPOBAHUH COOOILICHUE MU(PYETCS IPHU MTOMOIIH ...
- 3aKpBITOrO KIIFOYa

- OJTHOTO U TOTO K€ KJIIoua

+ OTKPEBITOIO KJIIo4Ya

45. Bri0bepu BepHOE TTOHATHE AIeKTpoHHOU moamucH (O11):
+ OII — 310 pexBusut DJIEKTPOHHOI'O nokymMmeHTa, npeqHa3Haue€HHbIN U151 yA0CTOBEPEHUS
WMCTOYHUKA JAHHBIX M 3aIIUTHI JAHHOTO AIEKTpOoHHOTO NokyMeHTa oT [1OJIEJIKA
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- OII — »To pexkBuzut bBYMAXHOI'O nokymeHTa, npeiHa3HaAY€HHBIN 1J1s YAOCTOBEPEHUS
MCTOYHUKA JAHHBIX U 3alIUTHl JAHHOT'O 3JIEKTpOoHHOTO nokymeHTa ot [1O/JAEJIKN

- OII — sTo pexkBuzut IJIEKTPOHHOI'O noxymeHnTa, npeaHa3Ha4YeHHbIN ISl yIOCTOBEPEHUS
VCTOYHUKA JAHHBIX U 3alIUThl JAHHOT'O AJIEKTPOHHOT'O TOKYMEHTA OT

HECAHKIIMOHMPOBAHHOI'O UCIIOJIb3OBAHUA

46. TIpeoOpa3zoBaHKMEe BXOJAHOTO MAacCHUBa JAHHBIX MPOU3BOJILHON UTMHBI B BEIXOJHYIO OUTOBYIO
CTPOKY (PMKCHPOBAHHON JITMHBI, HA3BIBACTCA . ..

+ X3IIMPOBAHUEM

- DJIEKTPOHHOU IOJIHUCHIO

- KOJUPOBaHUEM

47. Dnextponnas noanuck (O1I1) obecieunBaer:

+ y10cTOBEpeHHE UCTOYHHKA JJOKYMEHTA

+ 3aIUTy OT U3MEHEHUN JOKYMEHTa

- 3aILUTY OT HECAaHKIIMOHUPOBAHHOI'O MCII0JIb30BaHMS
+ HEBO3MO>KHOCTh OTKa3a OT aBTOPCTBA

48. JIns cozmanus JI1 ucnonb3yeres ...
+ 3aKpBITHINA KITIOY
- OTKPBITBIN KJIIOY

49. Kakue U3 MEPEeYUCIICHHBIX alTOPUTMOB MU(POBaHUS MPeIHA3HAYCHBI ISl CO3/aHUS Xell-
byHKIMIA?

- DES

+ MD5

+ SHA

- AES

50. Kakue u3 nepeynciieHHbIX aITOPUTMOB OTHOCATCS K CHMMETPUYHBIM?
+ DES
- RSA
+ AES
- MD5

51. Kakue u3 nepeynciieHHbIX arOPUTMOB OTHOCATCSA K aCUMMETPUYHBIM?
+ RSA

+ DSA

- AES

+ MD5

52. Kakue u3 mepeuncieHHbx anroputMoB mudpoBanus HE MOI'YT wucnons3oBathcsi B
Poccuiickux rocy1apcTBEHHBIX YUPEKIACHUAX?

-I'OCT P 34.10-2001

+ MD5

+ SHA

+ IDEA

+ AES
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53. Ipomecc cooOmieHnsi CyObEKTOM CBOEr0 MMEHH WM HOMEpPA, C HENbI0 OTIMYUTH JaHHBIN
CyOBEKT OT APYTHX CYOBEKTOB, HA3BIBACTCS — ...

- aBTOpU3aLME

- ayTeHTU(DUKauen

+ uneHTHUUKaIUEH

54. TlpenocTaBieHne CyObEKTY HEKOTOPBIX MPaB M MPOBEPKA UX HATMYHS, HA3BIBACTCS — ...
+ aBTOpHU3aALUECH

- ayTeHTH(pHUKaen

- uIeHTU(PUKauen

55. Tlpouemypa mpoBepKH COOTBETCTBHUS CYOBEKTA M TOTO, 32 KOT'O OH IBITAETCS Ce0s BBIIATH, C
MIOMOIIBIO0 HEKOW YHUKAJIbHON MH(OpMAINH, HA3bIBACTCS — ...

- aBTOpU3aIUEH

+ ayreHTH(UKaLKEH

- uIeHTU(PUKaueH

56. K kakomy éudy ayTeHTU(HUKAITMOHHBIX CYIITHOCTEH OTHOCSTCS MapOIu?
- HEYTO, YeM BJIAJICET CyOBEKT

+ HEUYTO, YTO 3HAET CYOBEKT

- HEYTO, UTO SIBJIICTCS YaCThIO CYObEKTa

57. K kakomy Buy ayTeHTU(UKAUOHHBIX cylHocTeil oTHOCUTCS USB-Kimrou?
+ HEe4To, 4YeM BIIA/ICET CyOBEKT

- HEYTO, YTO 3HAET CYOBEKT

- HEYTO, YTO SBJISIETCS YacThIO CyOBEKTa

58. K xakomy By ayTeHTU(HKAINOHHBIX CYIIHOCTEH OTHOCATCS OTHEYaTKH NaIbIIeB?
- HEYTO, YeM BJIAJICeT CyOBEKT

- HEUTO, YTO 3HAET CyOBEKT

+ HEUTO, UTO ABISAETCA YaCThIO CyObEKTa

59. Uro W3 MEepeyYucICeHHOTO TMPUMEHSETCS JUIsi TOBBIMICHUS HAJCKHOCTH MapOIbHON
ayTeHTH(UKAIIH?

- MCTIOJIb30BaHUE EMHOTO TapOJIs ISl BCEX CEPBUCOB

+ UCTOIB30BaHNE OHOPA30OBBIX MMAPOJICH

+ orpaHWYCHUE YHCIIa HEYAaUHbIX MOMBITOK BBOIA

+ mepuonuveckas CMeHa mapoJieit

60. Kakue u3 nmpuBeaeHubix mpumepos naposneit MOXHO cuutaTts Hage kHBIMUA?
+ g1f2h3j4k5m6

- c1%d

- 1234567890

+ y&T7h2*sv

61. Kakoii MeToa maponbpHOM ayTeHTU(UKAIIMN OoJiee HAJSKEeH?
+ Ha OCHOBE OJTHOPA30BBIX MAPOJICH
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- Ha OCHOBE MHOTOPA30BbIX MapOJIeH

62. Yto u3 cebs mpeacTasiser mporpaMMusiid mpoaykT Kerberos?
+ cepBep ayTeHTUDHUKAIIH

- cepBep uAeHTUDUKAIUS

- HCHTP aBTOpHU3alUU

63. TIporcXoauT K MPHU KCIIOJIb30BaHUH MporpaMmMHoro npoaykra Kerberos nepenaua naposieit
1o ceTH?

+ HeT

- na

64. JIuo wim mporiecc, NeHCcTBUE KOTOPOTO PETIaMEHTHPYIOTCS MPaBHIIAMH Pa3TPaHUYCHUS
AOCTYIIa, HA3bIBACTCA ...

+ cyOBEKTOM

- 00bEKTOM

- KITMCHTOM

- [1I0JIB30BATCJIEM

65. Enunnna mHpOpPMalmoOHHOTO pecypca aBTOMATH3UPOBAHHON CHUCTEMBbI, AOCTYI K KOTOPOH
perIaMeHTHpYyeTCs IPaBUIIAMH Pa3rPaHUYCHUS] TOCTYIIA, Ha3bIBACTC ...

- CyOBeKTOM

+ 00BEKTOM

- KIINEHTOM

- (haitmom

66. Kak eme Ha3pIBaeTCS MaHAATHOE YIIPABJICHHUE TOCTYIIOM?
+ NPUHYIUTEIILHOE

- MPOU3BOJILHOE

- ponieBoe

- U30MpaTenbHOe

67. Kak emre Ha3pIBaeTCs MPOU3BOJILHOE YIIPABICHUE TOCTYIIOM?
- MaHJaTHOE

+ OJUCKPELMOHHOE

+ u3buparenpHoe

68. B kakoif Mofenu yrpaBieHHs JOCTYIIOM MPUMEHSIFOTCS CIIMCKU HIIM MaTPHUIIbI JOoCcTyma?
- MaHJIaTHOHU

+ IUCKPELIMOHHOMN

- posieBou

- 000

69. B kakoif Mojenu ympaBieHHs ~JOCTYIIOM MPUMEHSIOTCS METKM 0e30macHOCTH
(koH(bUICHIINATEHOCTH)?

+ MaHJAaTHOU

- IUCKPELMOHHOMN

- poJIeBOU
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- 1r000

70. KTo ycTaHaBimMBaeT mpaBa IOCTYNa K KOHKpeTHoMy o0bekty B JUCKPELIMOHHOM
MOJIETH YIPABJIEHUS JOCTYIIOM?

- Mmoo T0JIb30BATEINb

- TOJIbKO CUCTEMHBIN AAMUHUCTPATOP

+ Biajgeser; o0ObeKTa

- cama cucTeMa

71. KTo ycTaHaBiMBaeT HpaBa JOCTYNIa K KOHKpeTHOMY o06bekTy B MAHJIATHOM monenu
YIPaBICHUS JOCTYIOM?

- 1100011 1MoJIb30BaTENh

- TOJIbKO CUCTEMHBIN aJIMUHHUCTPATOP

- BIIajeser o0beKTa

+ caMma cucTteMa

72. Knaccudeckasi cuUCTeMa JIUCKPEIIMOHHOTO YIPABICHUSI JOCTYIIOM, TaKKe Ha3bIBacMasi
«BaKpBITOI» MOAPA3yMEBAET, YTO H3HAYAIBHO ...

+ 00BEKT HE JOCTYIIEH HUKOMY, M B CITUCKE MPaB JIOCTYIIa OMUCHIBAETCS CITUCOK pa3pelieHnui

- 00BEKT JJOCTYIICH BCEM, U B CIIMCKE MPaB JOCTYIIa OMUCHIBACTCS CITUCOK OrPaHUYCHHIA

?

73. Kakas  mojenb  ympaBieHHs — JOCTyIoM  oOecredyWBaeT  HAWIYYIIYIO  3alluTy
KOH(pHUACHITMATBHOCTH?

- TUCKPEIMOHHAs

+ MaHOgaTHasg

- poJieBast

- mo0as

74. YTO U3 IepeuncIIEHHOT0 TOHUMAETe 0] TEPMHHOM XypHATHpOBaHUE?

- aHAJIM3 HAKOIJICHHOM nH(popManuu

- ¢00p M HaKoIUIeHHE HHPOPMAITUU O cOOBIMUSAX, TIPOUCKOIANUX B MTHHOPMAIIMOHHON CHCTEME
+ mporiecc 3anucu HHPOPMALIUU O TPOUCXOIAIINX ¢ KAKUM-TO 0OBEKTOM COOBITUSAX B KYpHAI

75. UTo 13 NepeuncIeHHOr0 MOHMMAETE M0l TEPMUHOM ayTUT?

+ aHaIU3 HaKOIJIEHHOM nH(popManun

- cO0Op M HaKOIUIEHHE MHDOPMAITIH O COObIMUSAX, IPOUCXOAALINX B MH()OPMAIIMOHHON cHCTEME
- IpoIecC 3alUCH HH(POPMALUK O IPOUCXOIAINX ¢ KAKUM-TO OOBEKTOM COOBITHAX B JKypHAI

76. B akTuBHOM ayauTe K ommOKaM EePBOTO pojia OTHOCUTCS?
+ IpoIycK aTaku
- TIO’)KHOE cpabaThIBaHKE

77. JleiicTBUsI, BBINOIHSIEMbIE B paMKaX UMEIOIIKXCS MOJHOMOYHI, HO HApYyIIAIOUIUE MOJUTUKY
0€30I1aCHOCTH, Ha3BIBAIOTCA — ...

- IPUCBOECHUEM MOJTHOMOYHI

+ 310ymoTpedieHneM TTOTHOMOYHSIMHU

- HApYLIEHUEM TTOJTHOMOYHI
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78. Kakwue u3 nepedncieHHbIX (ailIoBBIX CHCTEM OTHOCSTCS K KYPHATUPYEMBIM?
+ NFS+

+ NTFS

- FAT32

+ ext3fs

- ext2fs

79. YTO U3 MepeuncIeHHOr0 MOXKET HA3bIBAThCSl MEKCETEBBIM SKpaHOM?

+ ammapaTHOE CPEACTBO, OCYIIECTBISIONIEE KOHTPOJIb U (PUIBTPALIUIO TPOXOIAIINX Yepe3 Hero
CETEBbIX TAKETOB B COOTBETCTBHH C 33JaHHBIMU TIPAaBUIIaAMHU

+ IporpaMMHOE CPE/ICTBO, OCYIIECTBIISIONIEe KOHTPOIb ¥ (PHIIBTPAIMIO TPOXOIAIINX Yepes3
HETO CETEeBBIX MTAKETOB B COOTBETCTBUU C 33JaHHBIMH ITPaBUIIAMH

- CIIy’k0a B KOMITBIOTEPHBIX CETSX, MO3BOJISIONIAs KIIMEHTaM BBITTOJIHATh KOCBEHHBIE 3aIIPOCHI K
JPYTUM CETEBBIM CITy:KO0am

80. Uro u3 mepeynclieHHOTO SIBISIETCS CHHOHIMOM TEPMHUHA «MEXKCETEBOU IKpaH»?
+ OpanaMaysp

+ Firewall

- IPOKCH

- aHTUBHPYC

81. KakoBa ocHOBHas 3a/1aua MEKCETEBbIX IKPaHOB?

- oOecrnieueHue T0CTyna ¢ KOMIbIOTEPOB JIOKaIbHOU ceTu B IHTepHeT

+ 3aIlMTa KOMIIBIOTEPHBIX CETEH WM OTAENbHBIX Y3JIOB OT HECAHKIIMOHUPOBAHHOTO JOCTYIa
- aHOHUMM3aIUs JOCTYIa K pa3INuHbIM pecypcam

82. Kakue cymiecTBylOT BUIbI CETEBBIX SKPAaHOB B 3aBUCUMOCTH OT OXBaTa KOHTPOJIUPYEMBIX
MMOTOKOB JaHHBIX ?

+ MeXceTeBbIe (TPaIUIIMOHHBIC)

+ IIepcoHAJIbHBIC

- JIOKaJIbHbIE

83. Kakumu u3 nmepeyncieHHbIX BOZMOXXHOCTEH 001a/1al0T MEXCETEBbIC SKPaHbI?
+ ¢unpTpanus gocTyna

+ KOHTPOJIb JOCTYIIa

+ yBeIOMJICHHE O IOJO3PUTEIILHON AEATEIbHOCTH

- 0OHapyKeHue BPEJOHOCHBIX TPOrpaMM

84. Kaxue orpaHM4YeHNs] MOTYT BOSHUKHYTh ITPH UCTIOJIb30BAHNUH MEKCETEBBIX SKPAHOB?
+ OJIOKMPOBaHHE HEKOTOPBIX CETEBBIX CIYXKO

+ CHIDKEHHE TIPOITYCKHON CTIOCOOHOCTH

- HEBO3MOXXHOCTb BbIX0/1a B ceTh MHTEepHEeT

- HEBO3MOXXHOCTB HCIIOJIb30BAaHMSI CMEHHBIX HOCUTENIeH HHpopmannu

85. Kakue pexxuMbl pabOThI UCTIOIB3YIOTCS B MIEPCOHATBHBIX OpaHaMayspax?
+ UHTEepaKTUBHBIN (00yueHUs)

+ 4epHBIN CIIUCOK

+ OeJblil CIHCOK
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- CEKPETHBIN CITUCOK

86. Kak Has3wiBaeTcsi ciyk0a B KOMIBIOTEPHBIX CETSX, IMO3BOJIAIONIAS KIUEHTaM BBITIOIHSITH
KOCBEHHBIE 3aIIPOCHI K APYTUM CETEBBIM CITy:kO0am?

- Firewall

+ MPOKCH-CepBEP

- Opanamaysp

87. KakoBbI OCHOBHBIE (PYHKITUU TPOKCU-CEPBEPOB?

+ o0ecrieyeHne AOCTyINa ¢ KOMIIbIOTEPOB JOKaIbHOM ceTH B IHTepHeT

+ 3ammTa JIOKaIbHO! CETH OT BHEIHETO JOCTYIIa

+ aHOHMMM3aLMs JOCTYIIA K Pa3IMUHbBIM pecypcam

- (puIbTpaLKs CETEBBIX AKETOB B COOTBETCTBUH C 33/1aHHBIMU IPaBUIIaMU

88. Uro 13 nepeyrciieHHOro OTHOCUTCS K BPEAOHOCHBIM Mporpammam?
+ Backdoor-yrunutsr

- Backup-ytunutser

+ CereBble uepBU

+ TposHCKHe mporpaMMBbl

89. Bribepu BepHbIE BapHaHThI OTBETOB:

+ BpEeIOHOCHBIE MTPOrpaMMBbI CIIOCOOHBI 3apa3uTh Gaiinsl Ha flash-kapTe npu e€ uTeHun

- BPEOHOCHBIE TPOTPaMMBI CITIOCOOHBI 3apa3uTh (aifiIbl Ha ONTHYECKOM JHUCKE TPH €r0 YTCHUH
+ BpPEIOHOCHBIE ITPOrPaMMBbI CIIOCOOHBI CTEPETh HHPOPMALIMIO Ha KECTKOM JINCKE

90. Kak Ha3pIBaeTcs mporpamma, pachpOCTPaHSAIOMIASCS MO CETEBBIM KaHajlaM, CIIOCOOHAas K
aBTOHOMHOMY IIPEOJIOJICHHUIO CHCTEM 3aIIUTHI, a TAaKXKe K CO3JaHUI0 M JajbHEHImemy
pacrpoCTpaHECHUIO CBOMX KOIHIA?

- Bupyc

+ CerteBoii 4epBb

- TposiHCcKkast mporpamma

91. Kak HaspIBaeTcs mporpamma, CriocoOHasi co37aBaTb CBOM KOIMHM W BHEAPATHh UX B (haiiiibl,
CHCTEMHBIE 00JIaCTH KOMITBIOTEPA, a TAK)KE OCYIIECTBIATh UHBIEC IECTPYKTHUBHBIE IeHCTBUA?

+ Bupyc

- CeteBoil 4epBb

- TposiHCcKast mporpamma

92. Kak Ha3pIBaeTcsi MporpamMma, OTIUYAIOIIAsACA OTCYTCTBHEM MEXaHHM3Ma CO3JaHUS
COOCTBEHHBIX KOIUH M MPOHHUKAIOIIAsl B KOMITBIOTEP MO BUIOM IOJIE3HBIX MPOrpaMm?

- Bupyc

- CeteBoll 4epBb

+ TposHckas mporpamMmma

93. Kakue BUIBl BPEJOHOCHBIX MPOTPaMM CO3/al0T CBOM BHUPYCHBIE KOMHUHU B 3apa)kKCHHOM
KOMITbIOTEpE?

+ Bupychel

+ CereBble UepBU
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- TposiHCKHE mpOorpaMMBbl

94. Kakwue tumbl (hailsioB CiOCOOHBI 3apa3uTh (PailioBbIe BUPYCHI?
+ exe

+dll

- avi

- doc

95. Kakwue tumsl (HaiisioB CiOCOOHBI 3apa3uTh MAKPOBUPYCHI?
- exe

+ xls

+ doc

- txt

96. Kakwue tumsl (hailsioB CIOCOOHBI 3apa3uTh CKPUIT-BUPYCHI?
- exe

- doc

+ vbs

+js

97. Bupychl, Kakoro BUa MOCTOSSHHO HAXOJISATCS B ONEPATUBHOMN MaMsATH KOMITbIoTepa?
+ pEe3UICHTHBIE
- HEpE3UICHTHBIE

98. Kakwue u3 nmepeuncieHHbIX BUIOB YepBei OBIBAIOT?
+ P2P

- 3arpy304Hble

+ IlouroBbIe

+ CereBble

- DaisioBBIE

99. Ilo BBIMOMHAEMBIM (PYHKIUSAM TPOSHCKHE POTPAMMBbI OBIBAIOT:
+ KnaBuarypHsble IITHOHBI

+ BeiMorarenu

+ [ToxuTuTenu naposei

- MOHUTOpPHBIE HITTMOHBI

+ MoaudukaTopbsl HaCTpoek Opay3epa

100. Kakue crmocoObl MPOHUKHOBEHUS B KOMITHIOTEP MCIOIB3YIOT TPOSHCKHUE MPOTPaMMBbI?
+ Koonepanus

+ MackupoBka

- [Tomumopduszm

- CKkaHUpOBaHUE TTOPTOB

101. YTOo M3 mepeuucIEHHOr0 MOXKET SIBIAThCA NMPUUYMHAMM IPOHUKHOBEHMS BPEIOHOCHBIX
IIPOrpaMM B KOMIIBIOTEP C YCTAHOBIECHHONW aHTUBUPYCHOW ITPOrpaMMOii?

+ AHTHUBUPYC OTKJIIOYEH

+ Bupyc enie He U3BECTEH aHTUBUPYCY
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- Ucnionws3yercs OecniaTHBIM aHTUBUPYC
+ YcrapeBiiue aHTUBUPYCHbIE 0a3bl

102. TI'me cnenyeT uckaTh MPOSIBICHUS IPUCYTCTBUSI BUPYCOB B cHCTEME?
+ gucreTyep 3agad

- IaHeJb YIPaBICHUS

+ CUCTEMHBIN peecTp

+ aBTO3arpys3ka

103. UYro u3 MEpEeyuCICHHOTO OTHOCHUTCS K OPraHU3allMOHHBIM METOJaM 3allUThl OT
BPEIOHOCHBIX TTpOTrpamMm?

+ He oTKpbIBaTh MOYTOBBIE COOOIICHHS OT HE3HAKOMBIX OTIIPaBUTENEH

+ IIpoBepsATh Ha HATUYKE BUPYCOB (haiiIIbI, 3arpykaembie U3 ceTu MHTEpHET

- Mcnonp30Bath OpaHMaysphbl

- YcranaBimuBaTh OOHOBJICHHUS ONIEPAITMOHHON CHCTEMBI

+ PerynsipHO OOHOBJISTH aHTUBUPYCHBIE Oa3bl

104. Yto U3 mepeyrciIeHHOr0 OTHOCUTCS K TEXHHYECKUM METOJIaM 3alllUThl OT BPEAOHOCHBIX
nporpamm?

- He oTKpbIBaTh MOUTOBHIE COOOIICHHS OT HE3HAKOMBIX OTIIPaBUTEICH

+ Mcnonbs3oBaTh OpaHaMay3pbl

- PerynsapHo oOHOBISTH aHTUBUPYCHBIE Oa3bl

+ VcranaBnuBaTh OOHOBJIEHUS NPUKIIAJHBIX IPOrpaMM

+ YcranaBnMBaTh OOHOBJICHUS OTIEPALIMOHHON CUCTEMBI

+ Mcnonb30BaTh aHTUCTAM-(UIIBTPBI

105. TexHomorus oOHapyXKEHUS BPEAOHOCHBIX MPOrpaMM, OCHOBaHHAs Ha HAXOXKICHUH,
VHHUKaIbHAsI TOCJIEIOBATEILHOCTH OaiT, MPHCYTCTBYIOIIEH B JaHHOM BHUPYCE H HE
BCTpEUalolIeiics B IPyruX MporpaMmax Ha3bIBaeTcs — ...

+ CUrHaTypHbIM aHAIU30M

- BeposTHOCTHBIM aHATM30M

- DMYJISIIMOHHBIM aHATTN30M

106. Kakue TeXHOJIOTUU OTHOCSTCS K TaK HAa3bIBAEMOW MPOAKTUBHOM 3a1nuTe?
+ IloBeneHUECKUN aHaIN3

- CurHaTypHsblii aHaJIN3

+ Ilecoununa

+ DBpUCTHYECKUN aHATIN3

107. UYro u3 mEepevymrcClIeHHOTO CIOCOOCH MPOU3BECTH AaHTUBHUPYC C HAMIEHHOH BPEIOHOCHOM
nporpammoit, ucnonb3ys CUI'HATYPHBIE meroast o6HapyxeHus?

- Beigate cooOnieHne o Hamu4Ke MoI03pUTENILHOTO 00bEKTa

+ OtnpaBuTh aiia B KapaHTUH

+ [lombITaThCS BBUICYUTD (DA

+ VY nanuth nHGUIMPOBaHHBIN (DA

108. Yrto M3 mepedyrcCICHHOT0 CIOCOOEH MPOW3BECTH AaHTHBUPYC C HAWJCHHON BPEIOHOCHOMN
nporpammoii, ucnois3yss BEPOSATHOCTHBIE metons oOHapykeHus?
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+ Beimath cooliieHrne 0 HAIMIMe MOA03PUTEITFHOTO 00bEKTa
- OTnpaBuTh (paiiin B KapaHTUH

- [TonibITaThCst BEUICUUTD (haiin

- Y 1anutb nHGUIMPOBAHHBIN (aiin

109. YTto BXOAUT B MUHUMAJIbHBIA HAOOp BO3MOXKHOCTEH OOBIYHOTO aHTUBUpPYCA?
- bpanamaysp

+ Mozysb 0OHOBIIEHUS! aHTUBUPYCHOM 0a3bl

+ Monutop

+ Ckanep

- [IpoakTuBHas 3amuTa

110. Kaxkoit MoOmIynb aHTHBHUPYCHOW NPOrpaMMbl TPOBEPSIET Bce Gaiiabl W MPOIECCHI,
HaXOJSIINECS B OTICPATUBHOM MaMsITH?

- Moayns 0OHOBIICHHSI aHTUBUPYCHOM Oa3bl

+ Monurop

- Ckanep

- bpannmaysp

111. Kakoil Momyib aHTHUBHPYCHOW MpOrpaMMbl MPOBOJUT TOJHYIO NPOBEpPKY (ailios
XPaHAIIMXCSA Ha BCEX HOCUTENSIX HH(popMarun?

- AHTHXaKep

- MonwuTop

+ Cxkanep

- bpanamaysp

112. Yewm oTnmyaercs 00JIa4HbIN aHTUBUPYC OT OOBIYHOTO?

- He ymeer neuntsb 3apakeHHbIE (Qailiibl

+ He TpebyeTrcst 0OHOBIATH aHTUBUPYCHBIC 0a3bl

+ OYHKIIMOHHUPYET TOIBKO MPU HATMYUH MOJKIIOYCHUS K ceTu MHTepHeT
+ AHTHBUpYCHas 0a3a HaxoauTcs B IHTepHEeTe

113. Kakum emre TepMHHOM 0003HAYAETCS PE3€PBHOE KOMMUPOBAHUE?
+ Backup

- Background

- Backdoor

114. Ilpu xakoM BHJE pE3EPBHOIO KOIMPOBAHMS CO3AAETCS IEpBasi KONHUS IOJHAs, BTOpas —
OTJIMYME OT MEPBOM, TPEThSI CHOBA MOJIHAS U T.J.7

+ muddepeHunanbHOM

- UHKPEMEHTAJIbHOM

- HHTErpajibHOM

115. Ilpu xakoM BUJE pE3€pPBHOIO KONMPOBAHMS CO3AAETCS IEpBasi KONHUS IOJHAs, BTOpas —
OTJIMYME OT MEPBOM, TPEThS — OTIIMYKME OT BTOPOU U T.J.7

- mudepeHInaIbLHOM

+ UHKPEMEHTAJILHOM

- HHTErpajibHOM
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116. Kakoii Bua pesepBHoro konupoBanus 3anumaer BOJIBIIE Bcero mecra Ha HOCHUTENSAX
nHpopmanuu?

- i pepeHIraTbHBIN

+ MoJIHBIN

- HIHKPEMEHTAJIbHBIN

117. Kakoit Bum pesepsHOro komuposanus camplii DKOHOMHBIM ¢ Touku 3penus
3aHUMAaEeMOI0 MeCTa Ha HOCUTENAX nHpopmanuu?

- i pepeHIraTbHBIN

- TIOJIHBIN

+ MHKpEMEHTAIbHBIN

118. Kak Ha3pIBaeTCsl BUJ PE3EpPBHOIO KOMMPOBAHHS, MPH KOTOPOM CO3/AETCsI CBOCOOPA3HBII
«CHUMOK» JKECTKOTO JMCKA U KOMUPYETCs Ha HOCUTENb CEKTOP 3a CEKTOPOM?

- KJIIOHUPOBaHUE

- IOJTHOE

+ co3nanue obpaza

119. Yro u3 nepeunciennoro HAUBOJIEE noaxomuT 1uis XpaHeHUs pe3epBHBIX KOMU?
- )KECTKUU JTUCK

- ONTHUYECKUN TUCK

+ nenTa (Kaccera) cTpumepa

120. Yro u3 nepeuncinennoro HAUBOJIEE moaxoauT asis XpaHeHUs pe3e€PBHBIX KOMTHA?
- (hnemka

+ JKECTKUI OUCK

- ONTHUYECKUI JUCK

121. Kakoii cioco6 pe3epBHOT0 KOMUPOBAHMS OCYILECTBIIETCS B PEKUME PEalbHOTO BPEMEHU?
- BUPTYyaJIbHOE

- peasibHOE

- XOJIOJHOE

+ ropsiuee

122. Yro u3 nepeunciennoro HE OTHOCUTCSI k cxemam poTanuu pe3epBHBIX KOTHIA?
- 0JIHOPA30BOE€ KONMHUPOBAaHHUE

- «JI1e/1, OTell, ChIH»

+ «BaBuiioHcKas OamHsm»

+ MHKpEMEHTaJIbHOE KOIIMPOBaHUE

123. Kakoii Tun RAID 1omonHUTEnsHO COXpaHseT KOHTPOJIbHbIE CyMMbI HH(opMaruu?
- RAID 0

-RAID 1

+RAID 5

- RAID 10
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124. Kako#t tun RAID mnpemHasHadeH TONBKO IS MOBBIMICHHS MPOW3BOJUTEIBLHOCTH M HE
o0agaeT N30BITOYHOCTEHIO?

+ RAID 0

-RAID 1

-RAID 5

-RAID 10

125. Kako#i Tun RAID cocrout u3 2-x AMCKOB M MH(POpPMALUs MOJTHOCTBIO AyONMUpyeTcs Ha
BTOpPOM JUCKE?

- RAID 0

+RAID 1

- RAID 5

- RAID 10

126. Kako#t tunm RAID mnpenHasHaueH W IS TOBBIMICHUS TPOWU3BOAUTEILHOCTH W IS
ITIOBBIIIICHU S COXpaHHOCTI/I ,Z[aHHBIX?

-RAID O

-RAID 1

-RAID 5

+ RAID 10

127. Kakoe wu3 MEpEYHCICHHBIX CpPEACTB MpeIHA3HAUYEHO JUIS MPEeIOTBPAILCHHUS KPaKu
HOYTOYKa B OOIIIECTBEHHBIX MECTax?

- JIaT4uK JBUXKCHUS

- CkaHep OTHEeYaTKOB MajbleB

+ 3amok Kencunrrona

128. Kakoii Tunm yderHoi 3amucu Hambosiee Oe30maceH [uis IOBCEIHEBHOW paloThl 3a
KOMIBbIOTEPOM?

- AIMUHHUCTpaTOpa KOMIbIOTEPA

- T'octp

+ OrpanudeHHas yueTHas 3almch

129. Kakme W3 mNeEpeuNCIEHHBIX YCTPOiicTB Moryr comepxkars BCTPOEHHBIN ckaumep
OTIIEYATKOB IAJIbIICB?

+ HoyTOyx

+ USB-dnemka

+ BHemHuii )KeCTKU IUCK

+ Cmapdon

- Monurop

130. Kakwue cpencrsa KOMIbIOTEpa MO3BOJISIOT YCTAHOBUTH MAapOJIb HA BXO?
- CkaHep OTHEeYaTKOB MNajblIeB

+ YTuaura BIOS Setup

+ VdeTHast 3anuch NOIb30BaTENsA

+ XpaHuTenb dKpaHa (3KpaHHas 3aCTaBKa)
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131. YmakoBka mepenaBaeMoil MOPUWU JaHHBIX, BMECTE CO CIY)KCOHBIMU TOJISIMH, B HOBBII

«KOHBEPT», HA3bIBACTCS — ...
- DKpaHUpOBaHUE

+ TyHHenupoBaHue

- ApxuBanus

132. TexHomorus, MO3BOJIAIONIAS OOCCIEUYUTH OJHO MIJIM HECKOJBKO CETEBBIX COECIUMHEHHUH

(Jlornyeckyro CeTh) IOBEPX APYrol CETH, Ha3bIBACTCA — ...
- DKpaHUpPOBaHUE
- TynnenupoBanue
+ BupryanbpHas 4acTHas CeTh

133. Kaxkoit abbpeBuatypoii o603HadaeTcs moHATHE «BUpTyanpHas yacTHast CETh»?
- NAS
- WPA
+ VPN

134. KoMnblOTepHBIH TeCT, HCIOJb3YEMBIH IJIsl ONMpEesieHUsl, KeM SBISETCS I0JIb30BaTelb

CUCTEMBI: YEJIOBEKOM MJIM KOMITBIOTEPOM, Ha3bIBAECTCS — ...
- bannep

- Kpam-tect

+ Kamua

135. Kakue MeTofpl OrpaHHUYEHHS TOCTYIIa IPUMEHSIOTCS B OECITPOBOIHBIX CETAX?
- Cxpwrthiid IP-agpec

+ Ckpsitbiii SSID

+ Gunprpanus MAC-anpecos

136. Kakwue meTop! ayTeHTU(DUKAITUN TPUMEHSIOTCS B OECTIPOBOIHBIX CETIX?
+ WPA ayrenTudukanys

+ OTkpbITast

+ ITo MAC-anpecy

- buomMerpuueckas

137. Kakwue metoas! mudpoBaHus MPUMEHSIOTCS B OECITPOBOIHBIX CETSIX?
+ WPA

+ WEP

- MAC

- VPN

138. Kakoit wmerom mmdpoBaHUS TPUMEHSEMBIH B OCECHPOBOIHBIX CETAX
KpUIITOCTOEK?

- WPA

+ WEP

- TKIP

139. Kaxko# Tun KOMITBIOTEPHBIX CETeH 00eCeYrnBaeT JTYUIIYIO 3alUIICHHOCT?
- becipoBoiHbIE

HanMMCHEC
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+ [IpoBoaHBIE

140. B kakoM MecTe opraHU3alMH JIOJDKHA HAXOJHUTHCS CEpBEpHAs KOMHATa C TOYKH 3PCHUS
nH(GOPMAIIMOHHOH 0e30macHOCTH?

+ BIaJTM OT OCHOBHOTO ITOTOKA TIOCETHTENEH

- TOYHO B Teorpa)u4eckoM IEHTpe OpraHnu3aluu

- OJIMKE K TJIABHOMY BXOJTy B 3[ITaHHE

- Onmke K KaOMHETY PYKOBOJUTENSI OpTaHU3aIIH

141. Yto u3 mnepevyHCICEHHOr0 MOXHO HCIOJb30BaTh B Kauye€CTBE JJEKTPOHHBIX CHUCTEM
0OHapYKEHHS 37I0YMBIIIICHHUKOB?

+ OXpaHHYIO CUTHAJIM3aLUIO0

- KOJOBBIEC 3aMKH

+ KaMmephl BUICOHAOTIOACHUS

- MEXKCETEBBIC IKPAHbI

142. Kakod Tumm 3aMKa MOXKET TO3BOJISITH YCTAHABIMBATH pa3IMYHbIE KOMOWHAIIUW IS
KQ)KJI0TO MTOJIb30BATENS M BECTU KYPHAIl COOBITHI PETUCTPALIUU TTOJIb30BaTENeH?

+ 3JIEKTPOHHBIN

- MEXaHHYECKUMN

- 1r0001 KOIOBBIH

143. Kakwue TUIBI JATYUKOB UCTIONB3YIOTCS I (PU3UUYECKOMN 3alUTHI CEPBEPHON KOMHATHI?
+ mo>kapHbIe

+ OXpaHHEBIE

+ IPOTEYKHU BOJLI

- 00pbIBa KabOest MUTaHUS

144. Yto 13 nmepeyuciaeHHOro OTHOCUTCS K OXPaHHOW CUTHAIM3aun?
+ €eMKOCTHBIE JATYUKHA

+ MaTYMKH IBHYKEHUS

+ uH(pakpacHble (JlazepHbIE) TaTYUKU

+ BUOpallMOHHBIE JATYUKU

- TBIMOBBIC JTATYUKHU

145. Yto 13 nepeyuciaeHHOro OTHOCUTCS K MOXKapHOM CUTHAIU3alun?
- EeMKOCTHBIE TaTYUKU

+ TenJa0BLIC JaTYUKH

- TaTYUKH MPOTEUKHU

- BUOpAIMOHHBIC JATYNKH

+ ALIMOBBIE NATYMKU

146. Yro nmpeacrasmsieT coboit komHata M T-6e3omacuoctu?

+ MOI[yJ'IBHa}I KOHCprKL[I/I}I THUIIA IIOMCUHICHHUEC B IIOMCIICHUN

- KabuHeT o0yueHust HHPOPMAIIMOHHON O€30MaCHOCTH

- IOMEIIeHNE, B KOTOPOM 00ecIieueHa 3aluTa OT MPOCIyIINBAHUS
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147. K ypoBHIO oOecnedueHUs: HHPOPMAIMOHHON OE€30MaCHOCTH MPEANPHUSITUS OTHOCUTCS
[TonuTrka nHpOPMATMOHHON 6€30MacHOCTH?

+ aIMUHUCTPATUBHBIN

- IPOrPaMMHO-TEXHUYECKU I

- HOpPMAaTUBHO-TIPABOBOM

148. Yto u3 mepeuyucieHHOro MOXHO cuuTarh 3 dekTuBHON [lomuTkoi MHPOPMAITMOHHON
0€30IaCHOCTH MPEANPUATHS?

+ COBOKYITHOCTh HOPMATHBHBIX JJOKYMEHTOB, HHCTPYKIIUH, PETIIAMEHTOB, TIPOIIEYpP U T.II. B

obnactu nH(GOPMATMOHHON OE30TTaCHOCTH

- KOMIUTEKT MHCTPYKIIMH JJIs TTOJTh30BaTeseii B 001acT HHOOPMAITMOHHOW 0€301TacCHOCTH

- TaKeT IOKYMEHTOB Ha TeMy UH(POPMALIMOHHOM 0e301acHOCTH

149. Kakum cnocobom mydumie cosfgaBath 3¢¢dexktuBHyo [lonuTuky uHGOpManMOHHON
0e30macHOCTH?

+ pa3zpaboTaTh CaMOCTOSITEIHHO

- B35ITh FOTOBYIO B ceTu MHTepHeT

- ucnoab3oBath cooTBercTBYIOMU ['OCT

150. Kak nHasbiBaetcs pazzaen llomutuku nHpopMannoHHON 0€30MacHOCTH, MOATBEPKAAIOIINI
3aMHTEPECOBAHHOCTDH BBICIIETO PYKOBOACTBA OpraHM3alMK NpoliemMaMu HH()OpManOHHON
6e3omacHoCTH?

+ BBOJIHBIN pa3aen

- pa3zien ynpasieHus

- FOPUIUYECKUI pa3nen

- pa3aen (GpU3NIecKoi 3aiIuThl

151. Kak HaspiBaercsi paszen Ilomutukun uHOpManuoHHONH O0€30MacHOCTH, OMMCHIBAIOIIUI
MOJIXO/ K YIIPaBJICHUIO KOMIIBIOTEPAMU M CETSAMU Nepeaauyl JaHHbIX?

- BBOJHBIN pa3zeln

+ pasnen ynpaBJICHUS

- FOPUAMYECKUH pas3zael

- paznen GU3UIECKOM 3alTUThI

152. Kaxk naszweiBaetrcs pasnen [lomutukn nHGOPMAIMOHHON O€30MAaCHOCTH, TOITBEPKIAOITUI
COOTBETCTBHE MOJUTHKN UH()OPMAIIIOHHON 0€30IaCHOCTH TEKYIIEMY 3aKOHOIaTeNIbCTBY?

- BBOJHBIN paznen

- pa3zen yrnpaBiIeHUS

+ IOPUANYECKHI pa3aen

- pa3aen (GU3NIecKoi 3aiIuThl

153. B kaxowm paznene [Tonutuku nHpopManMoHHON 0€30MaCHOCTH MOT'YT OBITh OTIMCAHBI THITHI
MTOMEIICHUH OpraHU3alNKi U HEOOXOIUMBIE JIJIsI HUX MEPhI 0€30MaCHOCTH?

- BBOJHBIN pa3zen

- pa3zien ynpaBJeHHs

- JOPUAMYECKUH pas3zel

+ paznen pu3nUecKo 3aIuThl
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154. BwimeneHue Monb30BaTENsIM TOJBKO TEX MPaB JOCTYIA, KOTOPbIE HEOOXOMMMBI MM JIsS
BBITTOJIHEHUS CITyKEOHBIX 00s13aHHOCTE!, Ha3bIBACTCA — ...

+ MUHMMU3AIMENH IPUBUIIECTUI

- pa3zeneHrueM 00s3aHHOCTEH

- MUHUMHA3ALMER 00513aHHOCTEN

- paszzeneHueM IPUBUIIETUI

155. Pacnpenenenue pojieil ¥ OTBETCTBEHHOCTH, TaK YTOOBI OJJMH YEJIOBEK HE MOT HApyIIUTh
KPUTHYECKH BaXKHBIN JIJIs1 OpraHu3alyy IpoIecC, Ha3bIBACTCs — ...

- MUHUMU3ALMEN TPUBUIIETUIA

+ paszneneHrueM 00s13aHHOCTEN

- MUHUMU3aIKen 00s3aHHOCTEHN

- pa3aeneHueM NpUBUIIETUIA

156. B kakux cimydasx He0OXOAMMO JUKBUIANPOBATH MpaBa JOCTYIIA MOJIH30BATENs?
+ P YBOJILHEHUU COTPYIHUKA

- [IPY HAXOKJCHUH COTPYIHUKA B OTIIYCKE

+ OpU CMEHE TOJKHOCTU COTPYIHUKOM

- [IpH MOJIYYEHUU BBITOBOPA COTPYIHUKOM

3. Tadauna ¢opm TeCTOBBIX 3aaHUI

Bcero T3 13 nux xonmuectBo T3 B hopme
3aKPBITHIX OTKPBITBIX Ha COOTBETCTBHE Ha MOPAI0K
mT. % mrt. % mrt. % mrt. %
100% 100% 0% 0% 0%

4. Ta0HIa OTBETOB K TECTOBBIM 3aJaHUSIM

BepHBIe OTBETHI OTMEUYEHBI 3HAKOM « T », HCBCPHBIC OTMCUCHBI 3BHAKOM « - ».
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